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The Sectoral level NRA of the Principality of Andohas been conducted as a self-
assessment by the Principality of Andorra. ThismEipality used the National Money

Laundering and Terrorist Financing (ML/TF) Risk Assment Tool that has been
developed and provided by the World Bank. The Wealak team's role was limited to:

1) delivery of the tool; 2) providing guidance drettechnical aspects of the tool; 3)
review of draft NRA documents and providing feeldldacassist in the accurate use of
the tool. The data, statistics, and other informatpopulated into the National ML/TF

Risk Assessment Tool templates, as well as thedsdnterpretations, and judgments
under the scope of the National Risk Assessmenegso belong to the Principality of

Andorra and do not reflect the views of the WoréshB
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Methodology

The methodology followed by the government of Amédan regards to this National Risk
Assessment considers the model developed by thddWBank, as well as FATF

recommendations and guidelines, and the opinionrdadnation provided by all private

and public stakeholders of those sectors consulted.

The assessment followed three phases:

m Sector-level data collection during this first phase, all public and private
stakeholders involved in the fight against ML&TFr&eonsulted through bilateral
meetings in order to gather the necessary quaktatnd quantitative information
for the risk assessment of each sector includetthenreport. Main stakeholders
include private entities, sectoral associationspesusory authorities, law
enforcement agencies, and government represergative

m Consultation and sharing of main findings in sectaal workshops during this
phase, those members consulted for each sectpmn@eking groups) were gathered
in a series of workshops, where a sector-by-seagogement was reached for the
final risk assessment for each of the variablesitiied in the World Bank’s
methodology. This phase involved the consolidataord analysis of all data
collected during the previous phase.

m Risk assessment and consolidationthe final phase of the National Risk
Assessment included the consolidation of all thomeclusions obtained for each
sector and the final rating of their ML&TF risksollbwing the scoring of
vulnerabilities and threats, the World Bank’s mekblogy produces a matrix that
ranks the overall ML&TF risk of each sector in highedium-high, medium,
medium-low, and low.




Executive summary

ANDORRA'S ECONOMIC EXPANSION AND THE FINANCIAL CRIS IS

Andorra had a period of economic expansion betv2@&® and 2005 — with an average
annual GDP growth of approximately 7.6% — suppobgd competitive commerce and

a strong tourism, both reinforcing each other agtlig dependent on Spanish and French
visitors, as well as a solid banking industry.

After the 2008 financial crisis, Andorra’s maindnag partners (i.e., Spain and France)
entered into recession, which combined with theatretly low level of
internationalisation of its main economic sectarggered the stagnation period that
followed thereafter.

THE TRANSFORMATION PROCESS STARTED IN 2009

In response to the deceleration of Andorra’s econotine Principality initiated an
ambitious transformation process in 2009 with thgctive of opening Andorra to the
world through diversified growth; ensuring its costifveness in the global economy;
and reaffirming a full, proactive commitment toamational standards. In particular, this
program involves:

m Internationalisation and diversification of the romy through public support to
small and medium enterprises (SMES), generationdafstry-specific clusters, and
the attraction of foreign investment.

m Revitalization of traditional sectors, namely teaniand commerce.

m Signing and implementation of international trestietogether with the
comprehensive reform of Andorra’s regulatory argditntional framework to adapt
to international standards.

In particular, Andorra has proactively committed ttee international community
through a series of concrete agreements and regulatforms, with the ultimate
objective of becoming a financial center of intd¢io@al relevance and prestige. This
has shaped Andorra’s transformational path overldse decade, and includes the
following:

m 2005: Cooperation agreement with the EU to conatdidind extend the existing
close relations between the European Communityttenérincipality of Andorra.

m 2009: Paris Declaration. This landmark agreementjiged for the exchange of tax
information with 17 EU members upon request, sedsstarting point of Andorra’s
transformation and openness, and facilitates thgergence with OECD regarding
tax models.

m 2011: Monetary agreement with the EU. This agreénfi@malized reciprocal
collaboration, assistance and exchange of infoonatwith regulatory and
supervisory authorities around the world. It setseraes of concrete deadlines for
Andorra in what regards to money laundering regujafdaptation, rules on euro




banknotes and coins, banking and financial legsiatand collection on statistical
information.

m 2013: Andorra’s INAF joined the International Orgaation of Securities
Commissions (IOSCO) and signed its Multilateral Meamdum of Understanding
Concerning Consultation and Cooperation and theh&xge of Information
(MMoU), formalizing reciprocal cooperation and e&alge of information in what
regards to regulation and supervision of the seearmarkets.

m 2014: Opening negotiations for the Association &gnent between the EU and the
Principality of Andorra, the Principality of Monaca@and the Republic of San
Marino, with the objective of entering into EU’s1gle market, cooperating in other
policy areas, and eliminating obstacles to tradktha free movement of persons.

m 2014: Adoption of the OECD declaration on automatichange of information,
ratifying Andorra’s full commitment with transpa@nand openness.

m 2015: Signing of OECD’s Common Reporting Standg@RS) MCAA, which
obliges Andorra to implement the single global dead on automatic exchange of
information.

THE COMPREHENSIVE REFORM OF ANDORRA'S REGULATORY
FRAMEWORK AND ITS ROLE IN ‘BANCA PRIVADA D'’ANDORRA EVENT’

A major test of Andorra’s commitment to the intdroaal community arose with the
Banca Privada d’Andorra (BPA) event. In March 20i%¢ US Financial Crimes
Enforcement Network (FINCEN) classified BPA as md&hcial institution of primary
money laundering concern”. As a direct consequefitcee uncertainties generated by
the BPA affair, Andorra’s credit rating was downdgd from BBB+ to BBB-.

In response, there was a rapid and coordinatedraloyi all key stakeholders in Andorra
that had the objective of minimising the negatigasequences on BPA’s deposit holders
and employees. Shareholders and debt holders hemes bearing the losses of BPA’s
legacy assets.

Andorra’s already initiated structural reforms waoeelerated by BPA'’s affair and were
key to managing the restructuring and resolutioBBA. For instance, the law 8/2015
was passed within the framework of the event, atrdduced the creation of AREB on
urgent measures for the recovery and resolutidranking institutions.

SECTOR-LEVEL RISK ASSESSMENT ON MONEY LAUNDERING AN D
TERRORIST FINANCING

Andorra has analyzed in detail the ML&TF risk ofckaeconomic sector. Financial
services, which represents 22% of Andorra’s GDPyigar the most relevant and is in
turn made up of four subsectors: banking, assetagemnent, insurance, and other
(primarily postal financial services).

Additionally to the financial sector, this documaigo analyses the ML&TF risk of non-
financial business professions. For the purposehisf analysis the following non-




financial business professions have been considésed/ers, notaries, economists,
external accountants, auditors, tax advisers, kssimgents, gambling establishments,
real estate agents, car dealers, and dealersaiopsemetals and stones.

Following the methodology defined by the World Bamkndorra has mapped the

ML&TF risk of each sub-sector. This methodology siders risk along two dimensions:

the intrinsic threat posed by the characteristieagh sector, and the vulnerability of the
system and the sector itself to ML&TF. The threheach sector was analysed in the
corresponding module (please refer to “Threat aisilyffor more detail), whereas this

part of the report details the vulnerability assssst to ML&TF:

m The intrinsic features of Andorralsanking sector, especially its high volume
(approximately €22bn of domestic AuM), internatibsation (38% of its domestic
AuM belong to Andorran non-residents) and cliemfib, increase its vulnerability
to ML&TF. That said, considerable progress has beade both in the financial
system and the banking sector itself to reduceeralnility to ML&TF. In particular,
the banking regulatory framework has undergone @fopnd adaptation to
international standards, and the banking sector drdsanced its AML&CTF
capabilities through new technologies for transactnonitoring, better resourced
Compliance areas, and higher levels of trainingroployees. However, it needs to
take several further steps, extending ongoing Kndeur Customer (KYC)
processes to all clients at a higher frequencg-fiming the automatic assignation
of risk to client profiles, extending the risk auk to all employees, and developing
more customized training programs.

m Theinsurance sectoras a significantly lower volume than banking @23n total
life insurance premia issued in 2015) which reduteselative vulnerability to
ML&TF. However, its focus on investment products.(iunit-linked), together with
the increasing importance of the sector albeit Pmimcipality’s diversification
efforts, partly motivates the profound regulatoeform that the government is
undergoing. Additionally, although bank-owned irswe companies are the main
life-insurance players, local companies also sefie life-insurance premia. Due to
their lower size, they do not have access to théstand resources that banking
groups do, which increases the need for reinfostgervision looking forward.

m The asset management sectas composed by 2 types of players, Bank-owned
Asset Managers, with ~94% market share on AuM,lacal Asset Managers, with
~6% market share. The sector is smaller than bgnkithough still very relevant
(approximately €14bn AuM), and with a relativelyghiinternationalisation (42%
of total business volume is international), whichyide it with certain vulnerability
to ML&TF.

It is necessary to note that every single cliersrfisset management company in
Andorra must open a bank account in one of the dombanks. In consequence,
the business volume considered for the asset maragesector (€14bn AuM) is
already included within the banking sector’s.

On the one hand, Asset Managers owned by banksalgyéheir parent companies’
AML&CTF capabilities in terms of organization, resoes, systems, and processes.
However, due to their scale local Asset Manageesent a lower degree of




sophistication in their processes and resourceghws compensated by the highly
personalized client relationship and rigorousnégber internal policies.

Nonetheless, all clients have a bank account, wimglies that their onboarding
and transactionality will always be monitored hyaaking entity additionally to the
asset management company, thus reducing the eligk/to ML&TF.

m The postal sectorhas a limited vulnerability to ML&TF owing to itsiarginal
volume of transferred funds (some €15m annually) average client profile. The
sector is supervised in Andorra in AML matters. Aatithough there is no prudential
regulation or supervision in Andorra for the postattor, both players belong to
foreign postal operators (both public companies)] a@herefore their holding
companies are supervised by Spain and France frpmadential and AML stand
point. Additionally, limits on transferred funds earelatively strict (average
transaction below €300) before enhanced due ditgg@nocedures are applied.

m As aforementioned, theon-financial professionsconsidered for the analysis are
lawyers, notaries, economists, external accountantfitors, tax advisers, business
agents, gambling establishments, real estate ggemtsdealers, and dealers in
precious metals and stones. Although in generaetlaetivities pose a relatively
lower risk of ML&TF than the financial sector, laang present a medium to high
ML&TF risk.

ANDORRA’'S ACTION PLAN TO REDUCE ML&TF RISK

Based on the Sectoral level NRA set out above, Glogernment of Andorra has
developed a detailed action plan together wittptineate sector and all public institutions
to build on the progress of recent years and furéauce the risk of ML&TF. The action
plan includes cross-sectoral initiatives, as welsactor-specific initiatives.

Cross-sectoral initiatives include the implemewtatiof all necessary regulatory
amendments to fully comply with FATF 40 recommetiolas before next Mutual
Evaluation by Moneyval (2017), and an enhanced e@imn model between the
different stakeholders regarding AML risk assesgndeta collection.

At sector level, different initiatives have beereritified to reinforce the compliance
function, culture, monitoring, and reporting of teepervised entities in AML&CTF
matters.

As a consequence of the implementation of the agian, the ML&TF vulnerability of
all financial sectors is expected to be signifibareduced in the coming years.




EXHIBIT 1

Andorra’s economy has evolved in 2 differentiated phases within the
last 15 years

Contribution to Andorra's GVA' by industry
GVA, € Mn
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SOURCE: Departament d’Estadistica d’Andorra




Andorra’s economic expansion and post-
crisis stagnation

Andorra’s economy has evolved in two differentiapgthses over the past 15 years —
firstly a period of economic expansion between 2808 the financial crisis of 2008—09,
and secondly a period of post-crisis stagnatiom Fhncipality’s GDP figures provide a
clear indicator of this differentiated evolutiorat GDP grew sharply from some €1.6
billion in 2000 to €2.25 billion in 2005 (approxitesy 7.6% per annum), yet declined to
just under €2 billion in 2010 and stagnated furtieennder €1.9 billion in 2014 (Exhibit
1).

Before 2008, Andorra was a growing economy basea stnong commercial sector and
a vibrant tourism sector.

Commerce, which made up 18% of the Andorra’s GDIRr ahis period, offered
innovative products that were not available in hbmuring countries.

This, together with an extensive product and brpadfolio, and the country’s cost
competitiveness compared to neighbouring countdethanks to both operational
efficiency and fiscal incentives — attracted sig@iht numbers of cross-border customers
from Spain and France.

The tourism sector, fuelled in part by the commeseetor and representing around 9%
of the national GDP over this period, enjoyed adyegrowth. International visitor
numbers grew from 11 million in 2000 to 11.7 mifion 2004 (with 56% of visitors in
that year from Spain, and 41% from France). Andalsa saw a steady rise in the number
of hotel establishments, from 883 in 2000 to 972004 (a 10% increase).

Andorra’s financial industry, although the one witle highest contribution to Andorra’s
GDP, was mostly based at the time on domesticnbasj and decreased its relative
relevance over total GDP from 26% in 2000 to 1993005.

The financial crisis of 2008-09, and the ensuingnemic downturn in Andorra’s

neighbouring countries, had a significant impactmalorra. France’s GDP growth rate
fell from 2.4% in 2006 to 0.2% in 2012, while Sgaifell from 4.2% to -2.6% over the

same period. Unemployment also rose in both castver this period — from 8.8% to
9.8% in France, and from 8.5% to 24.8% in Spain.

This deceleration, together with the low internadilisation of Andorra’s main economic
sectors, affected the whole economy.




EXHIBIT 2

Andorra key economic indicators

2015
Real GDP growth Public debt to GDP
Percent Percent
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EXHIBIT 3

Andorra’s recovery from the financial crisis

Forecast

Key macro
variables Evolution
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SOURCE: Standard & Poors, Departament d'estadistica (Govern d'Andorra)




Andorra’s transformation process started
in 2009

Today, Andorra’s economy is characterized by high gapita wealth relative to its
neighbours, combined with some GDP growth, low pulebt and unemployment
(Exhibit 2). The Principality has already recovefen the 2008-09 financial crisis and
is expected to sustain healthy growth in the comyeprs reinforced by the
macroeconomic outlook of its main trading partn&gain and France (Exhibit 3) and
enabling profound transformation, thanks to a cahensive reform agenda put in place
by the government in 2009.

The objectives of this process are to open Andortlae world through diversified growth
of its economy; ensure Andorra’s competitiveneshiénglobal economy; and reaffirm a
full, proactive commitment to international staratar

Financial services, particularly banking, have baé&ey example of internationalisation.
Prior to 2008, Andorran banking business was mgstgent in the Principality, but from

2009 onwards the banks undertook a strong intemaisation drive. As a result, the

number of countries in which Andorran banks hachtinas grew from 6 prior to 2008 to
13 in 2015; and whereas their international presdrad previously been focused on
neighboring countries, by 2014 they were well reprgéed in regions such as Latin
America and the United States of America.

The key elements of the transformation process agifellows.
INTERNATIONALISATION OF ANDORRA'S ECONOMY

Andorra has consolidated its fiscal framework, mgkit competitive and comparable
with other countries. This has been complementethéyigning of six double-taxation
agreements (with Spain, France, Portugal, Luxenthduechtenstein, and United Arab
Emirates) to promote the exports of products amdises, as part of a broader drive to
reform its fiscal framework. The government is euatty negotiating the signing of new
double-taxation agreements with other Europeantcesn

Additionally, in 2012 it lifted restrictions on feign investment and provided additional
support for the establishment of new business@sdorra, through the Actua initiative.
In particular, Andorra’s government has set thectoye of attracting foreign investment
in specific sectors where it has a potential coitipetadvantage, such as healthcare,
education, or sports.

DIVERSIFIED ECONOMIC GROWTH

The diversification drive rests on three main pdla

m Creation of industry-specific clusters. Andorra has facilitated the creation of
industrial clusters to generate investment oppdram related to traditional
industries such as commerce or tourism. To dateftbe has focused on health and
welfare, education, innovation, and sports.




m Support for small and medium enterprises.This effort aims to enable more agile
interaction between public administration and besses, support Andorran
businesses in their journey towards internatioatibs, and facilitate foreign
companies’ establishment in Andorra.

m Attraction of foreign direct investment. The focus here is to attract foreign
investment in specific sectors where Andorra hastantial competitive advantage,
such as healthcare, education, and sports.

Additionally, the strategy intends to facilitateethrevitalization of core sectors of
Andorran economy, notably tourism and commerce.

In tourism, the focus includes de-seasonalization of demamay arom Andorra’s
traditional winter season: the Principality is fradg summer tourism through events
such as the Tour de France, or Cirque du Soleiis lalso investing in tourism
infrastructure to meet summer tourists’ requirerseabd activities, and developing
human capital in the sector.

In commerce the focus includes attracting international bsano make Andorra a
European shopping destination, and maintaining At competitive advantage in
prices through operational efficiency and a bemafitscal framework.

In thefinancial sector, Andorra intends to become an international finaincenter of
reference and prestige, diversifying into actidtileat are not core to the sector nowadays.

PROACTIVE COMMITMENT TO THE INTERNATIONAL COMMUNITY

To promote this objective, Andorra has pursued @ive process of complying with
international regulation. It has also stepped sipdtrticipation in international institutions

— through the negotiation of an Association Agreenéth the European Unién(EU),
the evaluation from international organizationshsas the International Monetary Fund
(IMF), Moneyval and the Organization for Economio-@peration and Development
(OECD), and its declared intention to become a nezrabthe IMF.

Andorra’s profound regulatory transformation stdrite 2009 with the Paris Declaration.
However, these efforts build on a series of meastaken between 2000 and 2008,
including:

m 2000: International criminal cooperation on antirmap laundering (AML) and
counter terrorist financing (CTF). This year mark&ddorra’s first law against
international crime. The law defined strict procexduto identify clients and
established robust procedures and controls to datet report money-laundering
and terrorist-finance (ML&TF) offences.

m 2001: Collaboration agreement with USA Internal &awe Service. All financial
entities in Andorra have subsequently entered thi® agreement, obtaining the
status of Q.

1 Together with Monaco and San Marino




m 2005: Amendment of the Criminal Code to adapt teoRean and international
standards.

m 2005: Cooperation agreement with the EU to conatdidhnd extend the existing
close relations between the European CommunitytlaadPrincipality of Andorra.
Among other things, the General Council ratified #greement regarding taxation
on savings income in the form of interest paymé&atsincil Directive 2003/48/EC).

Building on this foundation, key milestones in Andos transformation since 2009
include:

m 2009: Paris Declaration. This landmark agreemestsiléd below, provided for the
exchange of tax information with 17 EU members upeguest. Andorra now
converges with international standards set by tRED regarding tax models.

m 2011: Memorandum of Understanding (MoU) betweenfNghd Bank of Spain for
the cooperation in banking supervision among boivessisory bodies. In 2014
INAF agreed on the exchange of information with Eneopean Central Bank on
the basis of the MoU signed with Bank of Spain.

m 2011: Monetary agreement with the EU. This agre¢nfi@emalized reciprocal
collaboration, assistance and exchange of infoonatwith regulatory and
supervisory authorities around the world. It sesedes of concrete deadlines for
Andorra in four main regulatory areas.

m 2012: Foreign Investment Law. This legislation dedla gradual opening of the
Andorran economy to foreign capital.

m 2013: Andorra’s INAF joined the International Orgaation of Securities
Commissions (I0SCO) and signed its Multilateral Meamdum of Understanding
Concerning Consultation and Cooperation and theh&xge of Information
(MMoU), formalizing reciprocal cooperation and e&alge of information in what
regards to regulation and supervision of the seeanmarkets.

m 2014: Opening negotiations for the Association Agnent between the EU and the
Principality of Andorra, the Principality of Monacand the Republic of San
Marino, with the objective of entering into EU's1gle market, cooperating in other
policy areas, and eliminating obstacles to tradktha free movement of persons.

m 2014: Adoption of the OECD declaration on automatichange of information.

m 2015: Signing of OECD’s Common Reporting Standg@RS) MCAA, which
obliges Andorra to implement the single global dead on automatic exchange of
information (detail below).

m 2015: Signing of Tax Information Agreement with .

The Paris Declaration.The Paris Declaration (2009) represents the sircm@renitment
of Andorra to converge towards the regulatory p&gifof its neighboring countries. This
set Andorra’s starting point to converge with intronal standards in fiscal matters. The
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Declaration is materialized through bilateral agneats of exchange of fiscal information
with 17 countries: Liechtenstein, Monaco, San Mariustria, France, Belgium,
Argentina, Holland, Portugal, Spain, Denmark, Faeminland, Greenland, Iceland,
Norway and Sweden. It allowed Andorra to be remafvech OECD’s “black list” of
countries and facilitated alignment with internagbstandards.

The agreement is limited to the exchange of necgsséormation for tax-collection
purposes and carry out any related investigattomaintains complete confidentiality of
the exchanged information — information is onlyreldawith those authorities requesting
it for tax purposes.

Automatic exchange of information (FATCA/CRS).On December'32015, Andorra
signed OECD’s Common Reporting Standards (CRS) MCAécoming the 7%
jurisdiction joining it, and adopting the obligatito implement the single global standard
on automatic exchange of information being develdpethe OECD.

During 2016 the Government (represented by the ditiniof Finance) has launched the
effort to adapt the sector’s IT infrastructure t@€requirements.

Looking at Moneyval’s visit programmed for 2017, chamra is in the process of making
the necessary legal developments to criminalize téxe offence — so far the only
applicable tax offence was related to savings ireeom

Although the issue was already brought up in Moaég\vourth assessment visit (2011),
it was not considered material at the time in régao dual criminality“Unlike in other
countries, tax evasion is generally not an offeibcg Andorra tries to be flexible so as to

meet dual criminality requirementdy

Nonetheless, in order to complete the list of prawi offences related to money
laundering (FATF recommendation R.3), Andorra netedsiclude tax offence in the
definition of ML. This is reinforced by the factahEU Directive 2015/849 establishes
the obligation to include tax offence as a crimenetivity within the deadlines established
by the 2011 Monetary Agreement signed by Andorra.

2 Report on 4th assessment visit of Andorra. Matbh 3012. Moneyval




EXHIBIT 4

Evolution of Andorra’s financial services regulatory framework

Non regulatory recommendations inancial system regulation

Non reguisdory recommendabons
with impact on national framewark

AMLECTF regulation
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EXHIBIT 5
Andorran institutional framework has been reinforced to (ot EXHALATIVE
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COMPREHENSIVE REFORM OF ANDORRA’S FINANCIAL REGULAT ORY
AND INSTITUTIONAL FRAMEWORK

Andorra has already undertaken significant efftotstrengthen its financial system’s
regulatory framework, especially in AML&CTF mattensotivated by a series of external
non-regulatory recommendations (Exhibit 4).

Recent internal regulations, resulting from theinsic maturing process of the sector,
include: Law 8/2015 on urgent measures to introdueehanisms for the recovery and
resolution of banking institutions; Law 7/2013 govieag the legal regime for entities
operating in the Andorran financial system, Law 08/2 on the administrative

requirements and operating conditions for the iestibperating within the financial

system, investor protection, market abuse, and~thancial Collateral Arrangements;
Law 10/2013 on the Andorran National Institute afdhce, Law 1/2011 on the creation
of a deposit guarantee scheme for banking entaiesiaw 10/2008 regulating Andorran
collective investment undertakings.

These regulatory adaptations are motivated by Amadowision and strategy to become
an internationalised country with a relevant finahcenter and fully committed to the

international community. This has been reinforceanong others, by external

recommendations such as Moneyval's Mutual Evaluadgsessment visits (1999, 2002,
2005, 2011), FATF recommendations, The MonetaryeAgrent with the EU (especially

those deadlines related to the adaptation of th@n@ial regulatory framework), and

subsequent European Directives.

The necessary institutional framework necessary tfeg implementation of the

aforementioned regulation has also been reinforeed, is currently composed of
multiple stakeholders (Exhibit 5). At the apex he tGeneral Council, which exercises
legislative power, approves the Government budgeeppoints the head of Government
and oversees his administration. The Governmegif dgects national and international
policies and exercises regulatory power. Additibnalhere are four key regulatory

institutions:

m Unitat d’Inteleligéncia Financera d’Andorra (UIFAND ). This institution is
responsible for inspecting and supervising allgdadi entities affected by the AML
Act. It collects and analyzes declarations fromesuised parties; collaborates with
national and international authorities in AML&CTRatters; prepares statistics to
evaluate the effectiveness of the measures takedh;imposes administrative
sanctions when necessary. UIFAND also submits |kgis proposals to the
Government on AML&CTF matters. The Head of UIFANDappointed jointly by
the Ministers of Justice, Internal Affairs, and &nce.

m Institut Nacional Andorra de Finances (INAF). This institution supervises all
entities of the financial system from a prudensi@nd point, and is attributed the
following functions by Law 10/2013, of 23 May:

— lIssuing, among others, technical communiqués, camgations and/or
recommendations, in order to develop the reguladiash instrumental technical
standards in relation with the exercise of bankiotyities
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Examining and resolving any application presentethNtAF to obtain a license
or authorisation to operate in the Andorran finahsystem

Acting as the competent authority and superviser @l the supervised entities
and over those individuals or legal entities wharke or could be subject to
supervision by INAF

Supervising on a consolidated basis the operatitiges of the financial system

Exercising the disciplinary and sanctioning poweerothe supervised entities
and over all those individuals and legal entitietsmle the financial system over
which current legislation grants this competencB\taF

Examining and resolving applications for authormatand/or registration of
administrative acts in accordance with currentdiedgion

Dealing with complaints filed to the INAF by clientf the supervised entities

Carrying out tasks associated with the represemtati Andorra at international
level, in relation with specific themes affectitg tfinancial sector

Supplying State treasury services and carryinglmifinancial management for
the issues of Principality of Andorra public debt

Collecting deposits and guarantees given pursogaticial decisions

Preparing, on Government request, reports andamsron legislation relative to
the financial system and on other matters in thenpmience of INAF and
proposing, on its own initiative, measures susbéptf improving the ordering
and regulation of the financial system

Advising the Government on themes relating to eotn@nd financial policies
Preparing research and statistics relative toittan€ial system

Unitat de Prevencio i Lluita contra la Corrupcié (UPLC). This unit was created
in 2008 in line with GRECO recommendations, and thasfollowing functions
regarding the coordination of public and privatéiatives for the fight against
corruption:

Monitor trends and international developments ia filght against corruption
and promote regulatory adaptations

Propose, promote and implement national anti-coimagpolicies

Encourage codes of conduct and principles of psadeal ethics in the public
sector and monitor their implementation and adaptat

Ensure training and awareness of groups, providdinteal advice and
cooperation on issues related to corruption, witllgpartments of the central
government and, where appropriate, with communahiidtrations, public

entities, the para-public and private sectors vetuest it

Promote transparency of administrative procedundscammunication with the
general public and mediate, if necessary, in tbegss of obtaining information
from the administration




m Ageéncia Estatal de Resolucié d’Entitats BancariesAREB). This institution is in

charge of managing the process for the resolutibreredit institutions and
investment firms.

In addition, the following sectoral associatiaiannel sector-level communication with
public institutions and look after the interestshud sector:

m Associacio de Bancs Andorrans (ABA) for the banlsegtor

m Associacio de Societats Andorranes d’Asseguranigeassegurances (ASAAR) for
bank-owned and local insurance companies

m Associacio d’Asseguradors d’Andorra (AAA) for locélranches of foreign
insurance companies

m Associacio d’Entitats Financeres (ADEFI) for loeaket managers




The response of Andorra’s authorities and
financial sector to the ‘Banca Privada
d’Andorra’ money laundering event

The Banca Privada d’Andorra (BPA) event was a migstrof Andorra’s commitment to
the international community. On March12015, the US Financial Crimes Enforcement
Network (FINCEN) classified BPA as a “financial ftistion of primary money
laundering concern” based on four cases under gotestigation from 2010 until 2013.
Andorra’s credit rating was downgraded from BBB+BBB- on March 2% 2015 as a
direct consequence of the uncertainties generatéidebBPA event.

In response, there was rapid and coordinated abyiaall key stakeholders in Andorra,
including the Principality’s administrative authiies — the Government, the Institut
Nacional Andorra de Finances (INAF), and the Unithintelsligéncia Financera
d’Andorra (UIFAND) — its judicial authorities, arttie banking sector itself. All these
stakeholders shared the objective of protecting Blekents and investors, and bringing
to court any money laundering and systemic risk.

KEY ELEMENTS OF ANDORRA’'S RESPONSE

The Principality of Andorra had already taken agattve approach in relation to the four
cases referred by FINCEN in 2015, years beforeBRA event. Led by Andorra’s
international commitment, UIFAND had already lauedhseveral investigations in
cooperation with international authorities regagdihe above mentioned cases in 2010,
2011, 2012, and 2013, some of them initiated asaeaxjuence of a suspicious transaction
report, and in other casewmotu propio Investigations were disseminated to the
Prosecutor’'s general Office, and at the moment inCEN’s publication, Andorran
Courts were already carrying judicial investigation

In March 2015, the measures taken by Andorra’saittbs in response to FINCEN’s
announcement had the aim of:

m Protecting BPA'’s investors and clients, by preseguhe stability of the entity and
its operations

m Managing and mitigating any risks within BPA refafito the prevention and
combating of money laundering and the financinggaforism

m Managing and mitigating any contagion risk to testiof Andorra’s banking sector
The immediate reaction of the Andorran administeatuthorities (i.e., Government,

INAF and UIFAND) translated into the following caete actions (in order of
occurrence):

m Administrative sanctioning against BPA.INAF initiated a sanctioning procedure
against BPA that was undertaken in close cooperatith UIFAND. Additionally,
The Board of Directors of INAF approved a preveatimtervention in BPA to




restrict the field of action of the bank; and itpamted two controllers, both
employees of INAF, to be placed at BPA to monitsraictivity.

Increasing the degree of intervention in BPA On March 11, 2015 INAF
approved upgrading the level of intervention in B&#l adopted new precautionary
measures to protect BPA'’s clients and investorgsé&€hncluded the suspension of
BPA'’s Board of Directors, CEO and two other memh#rgs senior management,
and the appointment of three provisional administsaof the bank.

Strengthening of anti-money laundering and counteterrorist financing
(AML&CTF) procedures. INAF engaged the firm PwC to conduct a
comprehensive, independent review of BPA's comgkaprogram and to make
recommendations for improvement according to apple US standards on AML
compliance and global best practices.

Approval of special legislative measuresThe Andorran Government approved a
Decree allowing the new provisional administratofr8PA to adopt the necessary
measures to deal with the situation. These inclutledimitation of withdrawals
€2,500 per week and per bank account — for chewkspnal and international
transfers, payment methods, bills and cash withdiaw

Approval of Law 8/2015 of April 29 2015.This law provided for urgent measures
to implement mechanisms for the restructuring amedolution of banking
institutions, and created a new government agenggencia Estatal de Resolucié
d’Entitats BancariefAREB) — in charge of the restructuring and resolubf BPA.
This was in line with the European Directive 20 B1E3J.

New tutelage of BPA by AREB and initiation of the esolution processOn April
27", 2015, AREB assumed the tutelage of BPA, initgtime resolution process for
the bank — which included the transfer of ass&bilities and any other rights and
obligations to a “bridge bank” and subsequent sélihe business. This decision
was key, since it allowed AREB to avoid the judidiguidation of BPA and a
subsequent haircut on customer deposits.

Restructuring and resolution of BPA. This process, which began on April'27
2015, consisted of the segregation of assets ahdities considered legitimate to
the ‘good bank’ and the non-legitimate assets ¢o‘llad bank’. For this purpose,
the Board of AREB approved the evaluation of BPAlent portfolio by
independent experts through an extremely rigoraosgss, in which all clients’
operations were reviewed one by one, leading egative valuation of €313 million
for the bank. Steps taken to absorb BPA’s negatalaation included the total
amortization of BPA’s capital, the use of hybrigttuments, and amortization of
subordinated debt holders. Additionally, a capitairease of €27 million was
required by Vall Banc (see below) to comply witle thinimum required capital to
be granted a banking license in Andorra. This wasedhrough the issuance of new
shares subscribed by AREB through the newly crefaied (FAREB)

Creation of the new bank, Vall Banc.BPA's legitimate assets and liabilities were
transferred to the newly-created ‘good bank’, VatiB, which was given a banking
license. This was essential to enable the openireg@unts with correspondents




and custodians. The transfer process was init@tedctober 29, 2015. Eventually,
some 27,000 clients, with €2.6 billion in total wole, were transferred to VallBanc.
A further 923 customers, with €1.0 billion of volemwere blocked in BPA. The
remaining 1,242 clients, with €0.7 billion of volermay be transferred to VallBanc
if they deliver the documentation requested by AREB

m Sale of VallBanc to the US investment firm J.C. Fiwers & Co. The firm was
selected as the acquirer of VallBanc on Apri,21016, and the actual sale (for €29
million) was formalised on July ¥4 2016 after INAF’'s and UIFAND’s approval
was obtained.

In parallel to the above steps, the Andorran jadliauthorities collaborated intensively

on the BPA cases. In particular, the Andorran Goutte General Prosecutor and the
competent judge designated to investigate the aseterated the investigation process.
As a result, the CEO of BPA was arrested on MaB®h2D15, and his assets were frozen.

With regard to the banking sector, all of Andorda&nking institutions supported BPA’s
liquidity to ensure its clients’ funds were unatfet; as a consequence, the deposits
guarantee fund remained untouched. Additionallgnsafter the event, each of the other
banking institutions in Andorra launched externatiependent reviews (additional to
their mandatory external audits) to ensure the stitmss and effectiveness of their
internal policies, processes and controls. The ArdoBanking Association (ABA) has
already initiated an update of the sectoral Codearfduct and will intensify control over
its implementation.

Overall, the BPA event has not had a negative itngatche Andorran banking sector’s
convergence process with Europe. All entities hatlewn a strong trajectory of

strengthening their internal controls and putting place further comprehensive
AML&CTF policies. Additionally, this event has nbad a major effect on the sector’s
business as usual, as total assets under manageereaised in 2015 by 2.8% year-on-
year.

CONCLUSIONS AND KEY TAKEAWAYS

Andorra’s institutions showed strong commitment aswbrdination through their
collective reaction to the BPA event. This led FEICs to withdraw, on February 19
2016, “its finding and proposed rulemaking undect®a 311 regarding BPA [...] as it
no longer operates in a manner that poses a ttaréae U.S. financial system” — just 11
months after it classified BPA as a “financial ingion of primary money laundering
concern”. FINCEN also stated that “Authorities imddrra assumed control of BPA
management and operations, arrested the chief exeafficer on money laundering
charges, and are in the final stage of implemerdingsolution plan that is isolating the
assets, liabilities, and clients of BPA that raiseney laundering concerns [...] FInCEN
believes that the steps taken by the Andorran aitigs sufficiently protect the U.S.
financial system from the money laundering risksvpusly associated with BPA”

Additionally, the fact that Vall Banc was acquitgga US investment firm reinforces the
conclusion that Andorra’s authorities and its baglksector handled the BPA event in an
effective manner.




The banking sector has reacted to the BPA evesidmficantly increasing even more

its sensitivity towards AML&CTF matters and hasnferced its own internal policies
and controls.

In sum, Andorra’s financial system and its authesithave significantly reinforced
against the practice of money laundering.




EXHIBIT 6

Analysis of the ML&TF risk of each economic sector in Andorra

Andorra’s GVA'

Industrial
sectors

breakdown by sector

GVA contribution
2015, €Mn

Contribution,
%

Financial services
and insurance

Wholesaleand
retail trade

Public
administration

Real estate

Hospitality

Professional
services

Construction

Other

GVA 2015

1 Gross Value Added

509
375
317
228
177
147
132

404

_ 2,258

SOURCE: Departament d'Estadistica d'Andorra

Description

= ~€28 Bn AuM in Andorra
. ~38% international clients
Banking
~70% investment-related
products
= ~€19 Bn AuM in Andorra,
with brokerage ~60% of
total volume

Asset = ~42% international clients

management

= Mostly concentrated in
banks

= ~€424 Mn total premiums
® ~70% investment-related

products (m ostly unit-
linked)

= ~30% total business
concentrated in local
insurers

= ~€15 Mn in total business
volume (both remittances
and postal current
accounts)

=  Strict limits on maximum
transferred volumes
(average of ~€300/transfer)

EXHIBIT 7

ML Risk matrix

National Risk Asses

MH

Overallthreat

ML

in Andorra
t

n

h
il

ML

M

Overall vuinerability

Risk assessment
B v
W vedum-high

Medum

Medum-low

W ow

+ Ba: Banking
sector
In: Insurance
sector
Am: Asse
management
Po: Postal sector
* La:Lawyers
Cd: Car dealers
Ms: Dealers in
precious matal
and stones
* Ec: Economists
professional
external
accountants
auditors and tax
advisors, and
business agents
(gestones)
= Ga: Gambiing
No: Notanes
Re: Real Estate
agents
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Sector-level assessment on money laundering
and terrorist financing

Andorra has analyzed in detail the ML&TF risk obsle sectors subject to AML&CTF
regulation. Financial services, which represent 22%ndorra’s GDP, is by far the most
relevant (Exhibit 6). It is in turn made up of faubsectors: banking, asset management,
insurance, and other (primarily postal financiavgms).

Following the methodology defined by the World Bamkndorra has mapped the
ML&TF risk of each sector (Exhibit 7). This methddgy considers risk along two
dimensions: the intrinsic threat posed by the dttarestics of the sector, and the
vulnerability of the system and the sector itselfML&TF. As the matrix shows, the
ML&TF sectors differs considerably.

Financial sector cross-sectoral risk elementdn addition to the intrinsic characteristics
of each sector, there are several topics affethadL&TF risk of the financial system
as a whole:

m Regulatory framework. Andorra’s regulatory framework in AML&CTF has
evolved significantly towards international stardtaas established by the Monetary
Agreement deadlines and international recommenug{g.g., Moneyval, IMF) and
is already considered to be relatively comprehendiiowever, there are still some
aspects of the current regulatory framework thatighbe adapted (see action plan).

m Supervision. UIFAND has increased its resources and capalsilitierecent years
(from 3 to 8 employees), strengthening its superyisole — including a plan of
yearly on-site visits and a risk-based approachd-is sanctions are considered to
be sufficiently dissuasive by the financial sectéfowever, it should keep
reinforcing itself with capabilities and resour@edine with international examples
in similar jurisdictions.

m Communication between the private and public secta The financial industry
has several sectoral associations (ABA, ADEFI, ARAAAA) which act as a link
between the private and public sectors. Howeveerdranced cooperation model
between the different stakeholders regarding AMik rassessment should be
pursued.

Banking sector: The intrinsic features of Andorra’s banking sectmspecially its high
volume (approximately €22bn of domestic AuM), imi@ionalisation (38% of its
domestic AuM correspond to Andorran non-resideatsj client profile, increase its
vulnerability to ML&TF. That said, considerable gress has been made both in the
financial system and the banking sector itself éduce vulnerability to ML&TF. In
particular, the banking regulatory framework haslangone profound adaptation to
international standards.

Andorran banks have provided their Compliance fionstwith additional resources and
capabilities in line with their required responsilas, reinforcing their independence and
authority in recent years. The sector also hasngtrmnboarding KYC policies and




processes, and the banks have been adapting tdecéwologies and evolving their
systems for transaction monitoring. The sector haseased employee training
significantly in the past two years (with the resms invested in training more than
doubling between 2014 and 2015), and all Andorrankb have annual AML&CTF
training programs for the entire workforce. Finall banks have internal audit areas
supervising the Compliance function in terms of ASALTF.

Areas for improvement include the following:

m Andorran banks should ensure that the importanéeeo€Compliance function and
risk culture are fully understood across the wlwoggnization.

m Ongoing KYC procedures for the banks’ full clierdske should be implemented
regularly at a higher frequency.

m Automatic assignation of risk to client profilesspecially for clients with low
volume transactions, should be fine-tuned as nelnt@ogies are adapted.

m Training programs could be further customized ttedént employee groups.

m Record-keeping associated with numbered accouititsagies place in physical
format in many cases, although their relative ingroce is to be reduced in the
coming years.

Insurance sector: The insurance sector has significantly lower volutmen banking
(€230m in total life insurance premia issued in 20Wwhich reduces its relative
vulnerability to ML&TF. Its focus on investment mhacts (i.e., unit-linked), together
with the increasing importance of the sector allbeé Principality’s diversification
efforts, partly motivates the profound regulataejorm that the government is currently
undergoing.

Most part of Andorra’s life-insurance business (@t 87% of total premia) is
concentrated in bank-owned insurance companiesseltas part of banking groups,
leverage the Compliance function of the holding pany, and therefore have similar
policies, processes, and controls to the ones &@au Andorra’s main banking groups.

Because of their lower scale, local insurers (wlinold almost all the remaining market
share) have a higher degree of vulnerability to MIES&than bank-owned insurers.

Looking forward, and given Andorra’s efforts towardiversification, the insurance
sector is expected to keep growing, which reinferibe idea of further empowering the
supervisory role and the necessary AML&CTF contvalkin the sector.

Asset management sectoAndorra’s asset management sector amounts tanéifi4btal
AuM, representing x5.6 times the Principality’s GDP

It is necessary to note that every single cliemrodsset management company in Andorra
must open a bank account in one of the domestikshdn consequence, the business
volume considered for the asset management se€tdbii AuM) is already included
within the banking sector’s.




The sector is composed by 2 types of players, Bamked Asset Managers, with ~94%
market share on AuM, and Local Asset Managers, wi#h market share. Although it is
smaller than banking, its intrinsic features (i@Qstly investment products and the
international profile of its client base) providevth certain ML&TF vulnerability. More
specifically, ~40% of Andorra’s AuMs derive from golucts/businesses with high
probability of ML (e.g. brokerage and investmenmtda) and ~42% of total AuMs come
from international clients.

Asset Managers owned by banking groups mainly famughe brokerage and funds
management business lines, and leverage their tpazempanies’ AML&CTF
capabilities in terms of organization, resourcgstesns, and processes, which allows
them to have a relatively low vulnerability to ML&T Due to their relative scale, local
Asset Managers present a lower degree of sopHistica their processes and resources,
although the personal business relationship witstacners and low volume of
transactions compensate for this.

Going forward, the sector should continue workingleveloping, implementing and fine
tuning new technologies with their associated pgees to reinforce and better-calibrate
current AML&CTF monitoring systems. Furthermore,ecadl training courses and
materials can be further tailored to the secursiestor by providing detailed examples
related to asset management. However, the ridkeagéctor to ML&TF is reduced by the
fact that asset management clients are at leasketieby their banking institutions
additionally to the corresponding asset managem@npany (in case of local players)

Postal sector:The postal sector represents a very limited valoiéty of ML&TF owing

to its marginal volume of transferred funds (sori®rf annually) and the average client
profile. The sector is supervised in Andorra in AMiatters, and although there is no
prudential regulation or supervision in Andorra fioe postal sector, both players belong
to foreign postal operators and therefore theidimgi companies are supervised by Spain
and France from a prudential and AML stand poirddi#ionally, limits on transferred
funds are relatively strict (average transactidowe&300) before enhanced due diligence
procedures are applied.

Non-financial business professions Those professional sectors that have been
considered for the purpose of this analysis areydasy notaries, economists, external
accountants, auditors, tax advisers, business siggainbling operators (bingo), real
estate agents, car dealers, and dealers in premetas and stones. Although their
overall risk is relatively lower than that of thmdncial sector, each of them present
certain specificities:

m Car dealers Car dealers show a moderate of ML risk since mbshem do not
have internal AML/CFT procedures implemented. Nbakdss, customers who
purchase a car in Andorra are normally nationatiesgs.

m Dealers in precious metals and stonethis profession presents a medium ML risk.
Among DNFBPs, level of cash associated to DPMS&rafmons is significant.




m Economists, professional external accountants, audrs, tax advisors and
business agentghis profession is exposed to a medium ML riskjnty due to the
fact that they take part in the establishment eflsfompanies. Most of them apply
AML/CFT procedures.

m Gambling (Bingo): it is exposed to a medium-low ML risk in Andoriace there
is no operating casino in the country. The onlgvaht gambling establishments
operating (i.e., bingos) are required to have aermal procedures known by the
employees, which are considered to have a relgtigebd level of transaction
monitoring.

m Lawyers are exposed to a medium-high ML risk, mainly dutheir role as advisors
to facilitate the potential establishment of complegal estructures and shell
companies, especially when non-residents or forpagaons are involved.

m The strong entry controls established from the Gawent on thenotaries sector
(e.g., the number of notaries is determined by&beernment), and the low number
of professionals (i.e., 4 notaries in Andorra) ireplthat notaries are exposed to a
medium ML risk. Their intervention in real estateantsaction and in the
establishment of companies has to be also considere

m Real estate agentpose a medium ML risk. It has to be noted thay anpart of the
sector is involved in buying/selling property attds agents had AML/CTF internal
procedures. Additionally, the possibility to tragsfproperty through private
contracts has to be considered.
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Common
elements

Financial sector







Comprehensiveness of AML legal framework

This section applies to all reporting entities afddrra’s financial sector as indicated by
Law 28/2008:

m Operative components of the financial system.
m Insurance companies authorised to operate infénadsurance sector
m Money remittance institutions

Andorra has taken important steps in recent y@arsihforce the regulatory framework
of its financial system and enhance the effectigsrtd the supervisor.

In recent years Andorra’s regulatory framework has
evolved significantly towards international standsr

As a consequence, Andorra’s regulatory frameworlAML&CTF has significantly
evolved towards international standards and isadireconsidered to be relatively
comprehensive. In fact, Moneyval's latest repoft (8gular follow-up report on the"4
Mutual Evaluation, September 2015), stated tha (hdated legal framework addresses
many of the legal shortcomings described in tleEdaluation Report, particularly in
relation to preventive measures in the financiat@e However, in order to be fully in
line with international standards, the AML Permané&ommission is currently
developing a draft of an updated regulatory framéwaAuthorities believe that the new
framework should be approved and enforced befaentxt Moneyval’s on-site visit
(March, 2017)

To this regard, the current national regulatorynieavork has been compared, not only
with Moneyval's latest report Bregular follow-up report, September 2015), bubals
with the most updated version of The FATF Recomm&aods — International Standards
on combating Money Laundering and the FinancingTefrorism & Proliferation
(February 2012, hereby referred to as The FATF Retendations), in the following
aspects:

Customer due diligence:

While Andorra was improving its CDD legal framewpikternational standards evolved
too. This fact has caused that the current CDDI liggenework is not fully in line with
them. For instances, some moderate shortcomingmgshothers, are the following:

m Reporting entities are not expressly required by ta verify that any person
purporting to act on behalf of the customer isiharized, and identify and verify
the identity of that person. Nonetheless, in pcacdill entities do verify their identity
as required in their internal policies.




Reporting entities are not required to ensure dloguments, data or information
collected under CDD process is kept up-to-datelaetyy only those data referred
to the identification to the client is requiredte updated.

Regarding trusts, it is only expressly requiredidentify and to verify the
beneficiaries of the trust and the natural pers@scising its control, but similar
requirements in relation to the settlor, the tref® the protector (if any), etc. are
not required.

Relationship termination with customers is not iegghin Andorra’s regulation
when there are doubts about the veracity or adggudcalready obtained
information (current regulation includes relatioipstermination only when the
customer cannot be identified). However, in pracivdhen there are doubts about
the veracity of the information, entities report ihcident to UIFAND.

Telephone should be eliminated as a reliable addpendent source to undertake
customer verification. Nonetheless, in practiceghg no institution using telephone
as the sole identification source for clients.

Record keeping:

Main shortcomings include:

Record keeping does not cover all CDD records nbththrough CDD measures
neither the results of analysis undertaken (somB @@brmation and transactions
records which are not available swiftly to domestmpetent authorities)

Enhanced due diligence for politically exposed peosis (PEPs) and high risk
customers:

Some moderate shortcomings exist:

No specific measures need to be applied by lawrdagg domestic PEPs and
persons who have been entrusted with a prominewdtibn by an international
organization.

However, some entities (in particular all banksggntfy national PEPs and their
family members and close associates and apply eeda@DD and controls over
them.

Reliance on customer due diligence by third partiesincluding introduced
business:

Some moderate shortcomings exist:

There is no legal provision establishing that répgrentities are required to obtain
immediately the necessary information and its r@hk\copies relating the purpose
and the intended nature of the business relatipnshi




m Information regarding the level of country risknet considered in our AML Act
for the purposes of determining in which counttlesthird parties can be based.

m Itis not required that the reporting entity mustiatisfied with the measures in place
of the third party regarding record-keeping requieats.

Suspicious Transaction Reporting:

Andorran STR legal framework was rated partiallynptiant in the last Mutual

Evaluation Report of Andorra (2012). Since then,déma has improved its legal
framework bringing this matter to a level equivadlenlargely compliant. Nevertheless,
some shortcomings could be mentioned:

m Tax crime, smuggling of goods and some other offerare not a predicate offence
of money laundering and therefore indirectly aff@e$picious transaction reporting.

Internal controls, foreign branches and subsidiarie
Existing shortcomings regarding foreign branchest subsidiaries legal framework are:

m To have regard to the ML/TF risks and size of thsifiess in order to implement
programs against ML/TF and establishes adequatenaitpolicies, procedures and
controls is not required by law.

In what regards to the insurance sector speciicibhould be mentioned that Moneyval
had identified in its % Mutual Evaluation a deficiency concerning lacklegislative
measures in the legal framework regarding fithness iategrity. To this regard, the
Parliament of Andorra approved on 16 July 2015 aimants to the Law regulating the
activity of insurance companies of 11 May 1989. Sehamendments introduce fit and
proper criteria for directors, senior managers theopersons who effectively manage
insurance companies, including a clean criminalomr@cand relevant professional
experience and reputation.”

Additionally, and also regarding the insurance gedlthough it is out of the scope of
AML&CTF, it is worth mentioning that those deficiees in Andorra’s prudential
regulatory framework and supervision (other thanl&@TF) have been detected and
are being addressed. Authorities are currently iwgrkn a legal draft for the insurance
law that should be approved during 2016. Thesei@eities include:

m  Supervisory powers.The supervisory powers assigned to the prudesujarvisor
(i.e., Ministry of Finance) were limited to contiiob the solvency of insurance
companies. The tools that the supervisor had téeiment this control were external
audits of the companies’ annual accounts, as welp@ssible actions in case
solvency issues were detected.

m Licensing. All insurers are required to obtain a license perate in the Andorran
market. The requirements to obtain this licensdute the description of the
activities of the company, financial guaranteesl dit and proper” requirements
for managers and shareholders of insurance congdtvever, the law does not
establish the necessity of collaboration with otimstitutions, such the police or




foreign authorities, in order to ensure the adeguat the entity regarding
AML&CTF.

m Sanctioning powers.Sanctions (other than those related to ML&TF) wergted
to the powers assigned to the supervisor. Accolgirsgnctions were only issued
in the case of an entity undertaking insurancevisiets without a license; inadequate
annual accounts (falsification, omission, or delaysubmission); obstructing
supervisory activity; or non-payment of the reqdigeiarantees.

Regarding post offices, Moneyval’s report on ftsr8gular follow-up (September 2015)
pointed out as a deficiency (R.23) that Andorraostpoffices propose financial services
without authorisation or license”

It should be noted, however, that the impact ofativity of post offices in Andorra’s
financial sector is not considered to be matesiake total transferred funds through them
imply 0.03% of the banking sector’'s AuM in 2015.

Additionally, post offices operating on the territaf Andorra are only branches of the
French and Spanish post offices, undertaking thetivities pursuant to an agreement
from the year 1930 and subject to regulation inrthespective countries. One on-site
inspection of post offices was undertaken by UIFAND2014 and no breaches of
AML&CFT obligations were identified.

Finally, The Ministry of Finance together with theAF is undergoing the necessary
analysis on the conditions for the authorisatianpiost offices within the framework of

the transposition of Directive 2007/64/EC of thednean Parliament and of the Council
of 13 November 2007 on payment services in thenatenarket amending Directives
97/7/EC, 2002/65/EC, 2005/60/EC and 2006/48/ECrapdaling Directive 97/5/EC.




Effectiveness of the supervisor

CLEAR LEGAL MANDATE TO CONDUCT AML&CTF COMPLIANCE
SUPERVISION

Article 53(1) of the AML Act assigns UIFAND the cqmetence for “promoting and
coordinating the measures for the prevention oftaedight against money laundering,
the financing of terrorism and the proliferation wkapons of mass destruction”.
Consistently, it directs and promotes the actisif@r the prevention of and fight against
the use of the country's entities of the finansig@tem or those of some other nature for
ML/TF, according to article 53(2) of the AML Act.

In particular, Article 53(2) of the AML Act conferboth the off-site and on-site
supervision in AML/CFT matters to the Andorran FIU:

“2. UIFAND exercises the following functions:

m It directs and promotes the activities for the praion of and fight against the use
of the country's entities of the financial systemttmse of some other nature for
money laundering, the financing of terrorism orpneliferation of weapons of mass
destruction. To this effect, UIFAND may issue teicehcommuniqués in order to
develop this Law and the regulations developingwitich are of compulsory
compliance, and the recommendations and guideliésh it deems appropriate.

m It requests any information or documents from theiges under obligation in the
exercise of its functions, and it mées compliance with this Law and the
regulations developing it.

m It carries outon-site inspections to verify compliance with thid.aw and the
regulations developingit and, in particular, it analyses the specifissiers and
files which UIFAND may determine [...]".

Therefore, according to the transcribed provisithe UIFAND is the supervisory
authority for AML purposes. Consequently, both tt@mpetent supervisory AML
authority (UIFAND) and its mandate (off-site and-gite supervision) are clearly
identified in the AML Act.

UNDERSTANDING OF THE ML&TF RISK OF THE SECTOR

UIFAND'’s role as an investigative body represemtsraportant synergy in relation to
the supervisory activity. In this regard, it hastihand information about typologies and
cases disseminated to LEA, which provides it widimprehensive feedback concerning
the judicial procedures engaged.

This institutional framework and the intense coagien between national authorities
gives the UIFAND a really good understanding angregiation for the ML risk faced
by those companies of the financial sector.




TABLE 1

Full scope Targeted

2 banks, 4 investment
inst., 2 insurers, 1 post
office

1 bank -

EXHIBIT 8

Legal persons

During 2014, the UIFAND significantly increased its supervisory 0
activity by developing a comprehensive monitoring plan

Key metrics of UIFAND activity M tonfinencal B Postal B swance B Banking
-
e #15 ———31 38
STR reporting 25
=l H
Investigated *2,251 =
persons 686 004 — 1467
1 4l'35 1,438 2,414 3,205
Cooperation
National +5 : »>
2 2 7
43 2] ——
m—-
26
International 20 22
201 12 13 14

SOURCE: UIFAND Activiies Report 2011-2014
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ADEQUACY OF HUMAN AND TECHNICAL RESOURCES

UIFAND has increased its resources from 3 to 8 [eepthe last years. In particular, its
Supervisory Area is currently composed by two peremd members and receives the
support of one member of the Operational Area ahdnother of the Legal Area.
Nevertheless, the Supervisory Area cannot be ceresidas sufficient and should be
increased with further resources in order to unaléing supervisory duties.

Nonetheless, the increase of staff and UIFAND’srganisation over the last years
enabled it to increase its activity (Exhibit 8) ammmence undertaking more inspections
and complement the practice of relying on exteraadiit firms for the purpose of
AML/CTF inspections. Moneyval (2015) assesses tssa positive development
indicating, that the authorities are undertakinfprg$ to strengthen their supervisory
actions on AML/CTF issues.

Regarding its inspection activity, UIFAND undertalkennual off-site inspections of all
entities, based on their external audits. In addito this, it conducts two types of on-site
inspections, those with full scope that take placeording to their annual supervisory
plan, and some targeted ones — normally motivayeatdlbhoc events detected in off-site
inspections and normally part of a sanctioning peating.

Table 1 shows the number of inspections carried IBBAND in recent years.

During 2014, and following a risk based approacli;AND has established a quarterly
inspection plan with the objective of monitoring iaistitutions of the financial sector,
including institutions from the four main sectoveey year. In this sense, the plan intends
to conduct on-site full scope visits to 1 to 2 bapkr year (representing 20 to 40% of the
sector), 2 to 3 Asset Management Companies per (yearesenting 15 to 20% of the
sector, without considering those belonging to san&nd 2 to 3 Insurance Companies
per year (representing 20 to 30 % of the sectadhowi considering those belonging to
banks).

During the on-site full scope inspections, UIFANEsasses the compliance of the entities
banking activity as well as their asset managermedtinsurance activities, given that the

Compliance Unit for these is the same one. UIFANIS Adaptable inspection manuals

for each sector and their supervisions asses®liog/ing:

m Internal Control Body (Structure, name, positioneaich member, effectiveness,
authority and independence)

m  Communication systems
m Control measures and procedures

m In addition, they conduct sample testing in différgprocesses to assess their
effectiveness.

As a result of each inspection, specific feedbauk @®commendations are provided to
the reporting entities as well as an Action Plan.




In relation to the training of the AML supervisdris relatively comprehensive regarding
financial matters, although it should be improvedceerning non-financial institutions.
In particular, since the Andorran tax legal framekvs relatively new, specific trainings
should be provided to UIFAND'’s staff in relationtex schemes.

Finally, UIFAND’s published papers are mostly openaal documents containing
instructions to financial entities on how to casty the necessary reporting and inspection
activities for AML&CTF. These include the GAFISUD@&EGMONT document on the
different typologies of money laundering, a listtgpical transactions and operations
involving ML&TF, a template and instructions to dincial entities to develop STRs,
specific reports about the typologies of ML in Angos financial sector, several articles
and workshops related to international regulatcayneworks for AML&CTF, as well as

a series of enforceable Technical Communiquésfiardnt subjects (e.g., cash controls,
classification of high risk jurisdictions, boardemtrols). Foreign counterparties, such as
Spain’s Sepblac publish more detailed documents lafrge variety of topics — from
general risk indicators, to sector-specific guideting out internal control measures to
prevent ML&TF. Likewise, France’s Tracfin publishgeneral guidelines and sector-
specific recommendations for the prevention of MU Rs well as a 6-monthly bulletin
providing updates on global AML&CTF topics.




Avallability and enforcement of administrative
and criminal sanctions

ADMINISTRATIVE SANCTIONS

The AML Act was amended in July 2015 in order tmoagst others, establish a new
sanctioning regime applicable to AML/CFT breach€&kis new sanctioning regime
includes 3 main novelties:

m Infringements: the number of conducts considered serious ang serious
infringement has been broadened.

Under the ancient sanctioning regime, serious oy serious infringements were
not fully exhaustive and, thus, the great majooitythe breaches were considered
minor infringements. With the new sanctioning regjrnthere is a wide range of
behaviours considered serious or very serious nigéments (very serious
infringements have been increased from 5 to 1@pwRlinfringements have been
increased from 6 to 15, and minor infringementgioor to be a residual category).

m Sanctions:the new sanctioning regime adopts a two-fold apghne- it distinguishes
between legal persons and natural persons in dodé&gad to a more effective
sanctioning regime.

Concerning natural persons, according to the Aragiolegal framework, they have
to afford their liabilities with all their preseand future professional and personal
assets.

In what regards to legal persons, it should be chdbat sanctions have been
increased: the maximum sanction applicable for ABET breaches has been
increased from €600,000 to €1,000,000, and it cbelthigher if twice the amount
of the benefit derived from the breach is higheantt€1,000,000 (maximum
administrative fines would be in this case twice #mount of the benefit derived
from the breach).

In any case, both regimes have some sanctiongnmom, for instance, withdrawal,
restriction or suspension of the authorisation hgidhe legal or natural person in
breach has been expressly established as a safwtiery serious breaches.

m Sanctioning procedure: a new and tailored sanctioning procedure has been
approved instead of applying the general sanctgppimcedure as before.

Nevertheless, the new sanctioning regime couldipeaved from a formal point of view:

m UIFAND is the investigative authority in all casésit it only has the competence
to impose the sanction in case of minor infringetsen




In case of serious and very serious infringemdr@scompetent authority to impose
the sanctions is the Government. However, it hdmetooted that the great majority
of the proposed sanctions have not been reduc#telb@overnment.

m The sanctioning procedures are intensive time qairsyprocedures, and numerous
formal steps must be taken in order to elaboraditial sanctioning proposal. The
adoption of a case-by-case based simplified praeeshwuld be considered by the
Andorran authorities in order to be able to isstienaly resolution, which increases
the effectiveness of the sanctioning regime.

UIFAND started imposing sanctions after 2013: inl2( total of 4 administrative
sanctions were enforced (3 upon banking entitielslampon an insurance company) and
3 others in 2014 (all to non-financial reportindig@s). The infringements that led to the
sanctions involved:

m Breaches of CDD measures

m Failure to report an STR’s

m Incompliance with a UIFAND’s Technical Communiqués
m Inadequate performance of the Internal Control Body

m Failure to provide an external audit to the UIFAND

In general terms, banks and insurance companiesidensanctions related to very
serious infringements to have a very high impaagdding serious infringements,
sanctions are considered to have a high impact,ragdrding minor infringements,
sanctions are considered to have a medium effédrefore, at least from a technical
point of view, range of sanctions applicable isdasive enough.

In regards to asset managers and postal officese sio administrative sanction has been
applied in the past, their dissuasiveness cannadirbeetly assessed. However, since bank-
owned asset managers share Compliance Unit with hheks, their perception about
sanctions’ dissuasiveness is the same.

Furthermore, the perception of the sector is that tblerance of UIFAND from a
sanctioning point of view is low. In scale from\iry tolerant- to 10-not tolerant at all-,
UIFAND has been rated at 9.

Therefore, the sector believes that administragiviercement actions would be initiated
in case of non-compliance with AML requirements.

Sanctions apply to all parties under obligatiortiidegal and natural persons), as well as
to senior management. Authorities have to deal wighinfringements case by case to
decide upon its severity and magnitude of the samdbking into consideration the
degree of culpability of the offender, economictisgaof the offender, amount of the
operation and/or economic benefits obtained frorastwell as losses caused to affected
third parties, severity and duration of the evelatsk of controls and deficiencies of the
prevention mechanisms, and administrative sanceafaced in the previous 5 years.




In addition, repetitive infringements increase tbgpective seriousness as follows:

m The commission of more than three serious infringeis in a period of one year
implies a very serious infringement

m The commission of more than three minor infringetaevithin a period of one year
implies a serious infringement

CRIMINAL SANCTIONS

As for criminal sanctions, Andorran ML crime pureshwillful and serious negligent ML
acts, including willful blindness conducts.

Serious negligent and willful blindness conductauldanclude those ML cases where
the obliged entities do not observe AML Act obligas and this facilitates ML.

Furthermore, ancillary conducts of ML would incluth®se cases where obliged entities
cooperate or participate in ML Acts. In this regatde CEO of BPA has been
provisionally imprisoned. However, the lack of cwal liability of legal persons
negatively affects this variable, since criminaid#ons cannot be applied against legal
persons.




National identification infrastructure

ACCESS TO BENEFICIAL OWNERSHIP INFORMATION

Andorra’s AML legal framework (Art. 49 of Law 28/@8 on International Criminal Co-
operation and fight against the laundering of cashsecurities the proceeds of
international crime and against the financing ofaesm) requires the identification of
beneficial ownership through reliable sources oleoto establish a business relationship
with any legal person. If beneficial ownership cainbe properly identified, designated
entities have to consider filing a report to thé-dh the event.

In practice, all banks do identify their customdssheficial owners and have included
such requirements in their internal policies, whintiude:

m Identification: Customers are asked to provide toenplete institutional file
(incorporation certificate, beneficial owner documse etc), if one of the
shareholders or beneficial owners is another lpgason, further identification is
required regarding their ultimate beneficial owners

m Account opening contract: Contracts have to incladgggned statement indicating
who the beneficial owners of the funds are (acctwiders, shareholders as stated
by the registry, other individuals indicated inattached Annex). In addition, they
commit to provide updated information were therbaaany changes.

m Verification: In case of uncertainties regarding ttlentity of the beneficial owner
identified over the course of the business relatigm the information has to be
reviewed and updated.

Additionally, the regulatory framework for the rstyiy and functioning of Andorran
corporates (Law 28/2013) has been modified 3 timethe last years, increasing its
transparency, and requires all legal entities tardggstered and deposit their annual
accounts in it.

The Registry contains the following information abeach registered Entity: activity and
shareholder structure, nomination and ceasing wiiradtrators, changes in shareholder
structure, changes in legal regime, any agreememterger, split, or transformation, and
the establishment of foreign subsidiaries. Howeivenly contains information regarding
shareholders (and not beneficial ownership) ol&htties and the powers of attorney do
not appear in it.

IDENTIFICATION INFRASTRUCTURE FOR INDIVIDUALS

Andorra has a population of 78,014 inhabitants ddadm National Department of
Statistics, 2015), of which 45.8% has Andorranorsatlity and 48.1% are original from
EU countries. Other nationalities include Latin Amoan countries, USA, Australia, and
Philippines.

All citizens with Andorran nationality are requiréalhave an Andorran passport, which
is issued by the Principality, and is used as taeraource of identification by entities.




Although Andorra does not provide its populatiorthna national 1D, Andorra counts
with second generation biometric passports asagelith the necessary IT infrastructure
to handle the production, distribution and autreation of them. Additionally, the
Ministry of Internal Affairs ensures that after dany 2017 third generation passports
with the new system SAC (Supplemental Access CHnitndl start being issued, which
will provide Andorra with additional anti-counteitieg measures in line with ICAO.

The immigration regulation (law 9/2012, decree @03/2014, decree of 19/02/2014 and
law 21/2004) is relatively restrictive and requiffes those foreigners who request to
reside in the Principality to present the followithgcumentation:

m Criminal history in the country of origin and dildse countries of previous residence
m Signature of an affidavit relative to the crimimastory provided

m Original and photocopy of passport and/or natiéDalif EU national)

m Proof of current marital status

m Proof of residence through a copy of the leaseesmgeat, property certificate, or
any other means

m  Curriculum vitae, with a copy of all diplomas olred

Moreover, the legislation regulating the Andorrationality is also relatively restrictive
and requires, for those foreigners who wish to iakitae Andorran nationality, proof of
20 years of residence in the Principality.

Additionally, approximately 90% of citizens witho@hdorran nationality belong to EU
countries, where adequate ID infrastructure idace

Consequently, all Andorran citizens are registewdti proper ID documents, which is
considered as adequate for due diligence purpogelebfinancial sector. It is worth
mentioning that there have historically been n@sas fraudulent Andorran passports in
relation with financial sector customers.




Action Plan

Based on the vulnerability assessment set out allbgegovernment of Andorra has
developed, together with the private sector anshatilved institutions a detailed action
plan to build on the progress of recent years arttiér reduce the risk of ML&TF. The
action plan includes cross-sectoral initiatives aadtor-level initiatives relative to the
corresponding sector.

CROSS-SECTORAL INITIATIVES

m Ensure the implementation of incremental regulatdrgnges programmed before
the 2017 evaluation by Moneyval in order to fullpnmply with FATF's 40
recommendations. Namely:

— Strengthen the criminal code by introducing crinhiingbility for legal persons
and tax offense

— Reporting entities are not expressly required tifywéhat any person purporting
to act on behalf of the customer is so authorized identify and verify the
identity of that person.

— Reporting entities are not required by law to eesilwat documents, data or
information collected under CDD process is kepttayolate; only those data
referred to the identification to the client is uégd to be updated.

— Regarding trusts, it is only expressly requiredidentify and to verify the
beneficiaries of the trust and the natural pergxescising its control, but similar
requirements in relation to the settlor, the tref&g the protector (if any), etc.
are not required.

— Relationship termination with customers is not reggiin Andorra’s regulation
when there are doubts about the veracity or adgqoéclready obtained
information (current regulation includes relatioipstermination only when the
customer cannot be identified).

— Telephone should be eliminated as a reliable ashefiendent source to undertake
customer verification.

— Record keeping does not cover all CDD records obththrough CDD measures
neither the results of analysis undertaken (someD Gbformation and
transactions records which are not available swifti domestic competent
authorities)

— No specific measures are applied regarding dome&iiRs and persons who have
been entrusted with a prominent function by anrm@Bonal organization.

— There is no legal provision establishing that répgrentities are required to
obtain immediately the necessary information asdatevant copies relating the
purpose and the intended nature of the businessarehip.

— Information regarding the level of country riskist considered in our AML Act
for the purposes of determining in which countthesthird parties can be based.
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— It is not required that the reporting entity mustdatisfied with the measures in
place of the third party regarding record-keepeguirements.

— Tax crime, smuggling of goods and some other oHfenare not a predicate
offence of money laundering.

— To have regard to the ML/TF risks and size of theifeess in order to implement
programs against ML/TF and establishes adequagenaitpolicies, procedures
and controls is not required by law.

Include beneficial ownership information in the iatl Registry of companies.

Ensure the plan to reinforce the AML supervisorgywith additional resources in
order to be in line with other similar jurisdicti®and satisfy increasing regulatory
requirements is implemented in a timely manner.

Create a working group integrated by the GeneralnCib, the Government,
representatives from the financial sector, and pedédent experts that analyses,
evaluates and generates proposals regarding athrsfthat will need to be taken in
what regards Andorra’s supervisory and regulatcagnework.

For future risk assessments, main AML&CTF staketwxddmay enhance their
cooperation to collect statistics by defining sfiectdata to be shared by each
stakeholder, as well as workflows and owners.

Awareness actions should be conducted by comppteatic authorities, especially
in relation to those ML cases that, through an egaidax-evasion scheme, disguise
a not-tax related ML.
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EXHIBIT 9

Relative strategic importance of financial services to T e e et
the economy over time Tt b f

Evolution of workforce in Andorra’s financial sector. 1981-2015

Financial sector employees Financial sector employees
Number of employees (Thousands) Percent of total workforce
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SOURCE: Departament d'Estadistica Andorra

EXHIBIT 10

Increase in business volume of Andorran banks since 2007

Total resources managed from clients?!
€Bn

440 456

253 265 00 0 1

220 240 246

Total loans to customers

€Bn
59 6.0 6.2 63 6.4 6.1 6.3 6.3
2007 08 09 10 1 12 13 14 2015

Note: Figures do not include BPA
1 Includes resources {deposits and off-balance sheet resources) held in custody by own bank and third parties

SOURCE: ABA,; entities financial reports




Andorra and its banking sector

The main players in Andorra’s banking sector — #mel focus of this section — are
Andbank, Morabanc, Credit Andorra, and BancSabatiAhdorra. They make up the
lion’s share of a financial services industry tbattributes 23% of Andorra’s direct GDP
and mobilizes through credit the country’s economy.

The sector has proved resilient over time, paridylas it has internationalized and
diversified over the past decade. Its contributmthe country’s total workforce declined
during the 90’s as other sectors such as construotitourism grew, however since 2004
it has seen a steady growth both in absolute ereplayumbers and in proportion to
Andorra’s total workforce (Exhibit 9).

INTERNATIONALISATION AND VALUE ADDED SERVICES: MAIN ENGINES
OF VALUE ADDED GROWTH

The evolution of Andorra’s banking sector has baexled by the offering of higher
value-added services and a strong internationasatrive, under a sustainable and
profitable growth.

Higher value-added banking services. Although Andorran banks have been
traditionally focused on domestic retail and comeradibanking, their business model in
recent years has evolved towards higher value asleiettces such as financial advisory
and asset management. This change has been mairdy @y the focus of Andorra’s
banking sector on developing a differential valueppsition on wealth protection, as
well as a better client service through more transpt and personalised investment
services and in some cases additional digitalquiait$. As a result, the Andorran banking
sector today manages approximately €45bn in ressdrom clients, both domestic and
international.

Strong internationalisation. The ambitious growth strategy of Andorran banksased
on a universal banking model and strong internatieation. The Andorran banking
sector is present in Europe, North America, Latimekica, and Middle East, and
approximately 50% of AuM belong to internationakaots and/or foreign subsidiaries.
Within Andorra, some 38% of AuM belong to interoaial clients.

Sustainable and profitable growth. Andorran banks’ total AuM have grown
significantly in recent years, with an increas&@@% between 2007 and 2015 and rapid
acceleration since 2011 (Exhibit 10).




Exhibit 11

Solvency and profitability levels of Andorran banks compared to peers in

the region
Solvency Profitability
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Despite this rapid growth, the banks have mainthihealthy solvency ratios and
profitability levels. Their capital adequacy ratmesceed 20% — well above the minimum
capital adequacy level of 10% required by AndoltdAF — while their loan to deposits
ratios are below 70% and their ROE exceeds 119%. ddrformance compares favourably
to that of banks in neighboring countries (Exhiti).

THE EXPOSURE OF ANDORRAN BANKS TO MORE DEMANDING
REGULATIONS

The internationalisation of Andorran banks has baeropportunity to get exposed to
demanding regulations and build robust systems.

The internationalisation of Andorran banks has been
an opportunity to get exposed to demanding
regulations and build robust systems

Regulators. The internationalisation of Andorran banks has aletied all entities to
reinforce their regulatory compliance frameworkd®al with world most demanding
geographies — international regulators have specraitiny on foreign subsidiaries. The
banks are well aware that any regulatory issue far@ign subsidiary would have a
negative impact on the whole Andorran banking sys&nd have consequently adapted
their organizations to have adequate governanceamdol on them.

In particular, through the law 8/2013 on the orgational requirements and the
operational conditions of entities operating withine financial system, investor

protection, market abuse and Financial Collateraagements, emphasis is given on
the importance of defining each entity’s risk afeeaind managing the complexity of

having subsidiaries in other jurisdictions suclspaain, or Luxemburg.

Correspondent banks. Standard-setting bodies have put greater pressordhe
correspondent banking network, which has a relptivigh risk aversion since the crisis
(especially on AML&CTF matters) and aims to redtloeir operating complexity. This
implies an issue to small sized countries such @doAa due to their dependence on
foreign payment systems and access to liquidigy, (lack of lender of last resort)

Clients. Finally, the banks’ clients have shown increagsiegnand for a wider variety of
products, services and channels, including equéagagement, financial advisory, remote
channels. Matched with a higher volume of crosslbotransactions, this puts additional
pressure on the banks to comply with internaticterhdards.




EXHIBIT 12

Andorra’s four banking groups Domestic AUM?
December 2015 Subsidiaries®
Resources managed’, €Bn Share,% Presence
EVEQ
anpBANK /| 58 173 22.9 @ ® »e 2
| e
AMORA:A 58 1472 @ & O =
€0¢
) Crédit Andorra 9.7 40 137 @ TS
______________________________________________________________ @ oo
EancSabadell 1.7 m
1!ncludla from cust: its and off-bal sheet held in custody by own bank and third pariies;

0 and off-bal sheet | d in Andorra, from residents and non-residents
3 May include domestic subsidiaries different from the banking group

SOURCE: Interviews; annual reports: ABA

EXHIBIT 13

International presence of Andorra's banking groups

B Countries with presence of Andorra's banks




FOUR BANKING GROUPS COMPETING IN HIGHLY REGULATED
GEOGRAPHIES

Andorra’s banking sector is made up of four intéoreal banking groups — Andbank,
MoraBanc, Crédit Andorra, and BancSabadell d’AndqiExhibit 12). Together they
have just over €45bn in consolidated Aukhd a high degree of internationalisation
(Exhibit 13). With more than 80 years of histotyese institutions’ main areas of focus
are wealth management, asset management, insuaaacestail banking. It is important
to note that out of the €45bn, only around 50% i8mdorra (the rest is regulated by the
foreign regulatory bodies, including ECB)

Andbank is Andorra’s largest banking group, with a 50% keaishare and € 23 Bn in
AuM. It has pursued an ambitious growth strategyeaent years, achieving 60% growth
in AuM since 2013. The main thrusts of this strgtage internationalisation — around
70% of its total business comes from foreign subses — and personalized wealth
management. Its main focus is private banking -y ddbb of its total business volume
comes from retail and corporate banking.

MoraBanc focuses on commercial banking, wealth manageraadtasset management.
It has an international presence through exterssgtananagement (in Switzerland and
Miami), and has continued its expansion in othealmns such as Uruguay. 45% of its
total business volume comes from retail and cotpdranking.

Credit Andorra is Andorra’s leading domestic bank in total busgeolume. It also has
a strong international position in wealth managemerEurope, the USA, and Latin
America; as well as a strong insurance businestribating about 11% to total profits)
in Andorra, Spain and Chile. Approximately 35%teftotal business volume comes from
retail and corporate banking.

BancSabadell d’Andorra is a subsidiary of the Spanish banking Group Selbalds
focus is on domestic retail and corporate bankapgfoximately 55% of its total business
volume), although it also has some wealth managemesiness.

Banca Privada d’Andorra was not included in tharpeter of the assessment, since it
entered into a resolution process as of April 266.more detail on the BPA case please
refer to section “The comprehensive reform of Amdarregulatory framework and its
role in ‘Banca Privada d’Andorra’™

Andorra’s banking sector is made up of four banking
groups with €45bn assets under management

1 consolidated figures End of Year 2015

Note: Andorran banks’ expansion in Latin Americammtries such as Uruguay and Panama respondsrieatepbanking model
serving a segment of clients (mid-range HNWI) tgtiic uncovered by local institutions and/or glopéyers. Latin American
clients in such countries, furthermore, have strioogds with Miami, where Andorran banks are alssent. Finally, Andorrran
banks provide cultural proximity and a lower prjm@nt to Latam customers.




Banking regulation and supervision

In 2009, the Principality initiated a transformatio
process with the objective of opening Andorra te th
world through a diversified growth of its economy

As aforementioned, in 2009 the Principality iniidta transformation process with the
objectives of opening Andorra to the world througdiiversified growth of its economy;
ensuring Andorra’s competitiveness in the globabneeny; and reaffirming its
commitment to international standards. In particuta commitment to the international
community is at the core of the country’s vision,aakey enabler of the Principality’s
transformation and economic development. Pleaser réd section “Andorra’s
transformation process started in 2009” (sub-sestiProactive Commitment to the
International Community” and “Comprehensive Reforoh Andorra’s Financial
Regulatory and Institutional Framework”) for moretail on recent regulatory reforms.

Building on this foundation, as mentioned beforey kmilestones in Andorra’s
transformation since 2009 include:

m 2009 Paris Declaration represents the sincere coment of Andorra to converge
towards the regulatory playfield of its neighbogricountries. The Declaration is
materialized through bilateral agreements of exghaof fiscal information with 17
countries: Liechtenstein, Monaco, San Marino, AastrFrance, Belgium,
Argentina, Holland, Portugal, Spain, Denmark, FagFinland, Greenland, Iceland,
Norway, and Sweden. This made OECD’s CommitteeiscaFAffairs to remove
Andorra from its list of uncooperative tax heavamdlay 2009, in the light of its
commitments to implement OECD standards on traesggr and effective
exchange of information.

m 2011 Monetary Agreement with European Union. Thigeament formalized
reciprocal collaboration, assistance and exchahiggéorsmation with regulatory and
supervisory authorities around the world. It sesedes of concrete deadlines for
Andorra in four main regulatory areas.

The following legal reforms regarding AML&CTF wetaken in the wake of the
Monetary Agreement:

— Revision and amendment of Act 28/2008 on Intermaii®enal Cooperation
in the Fight against the Laundering of Money andtleg Proceeds of
International Delinquency and against Terroristaicing.

— Approval of the Law 18/2013, on amendment of th@dPeCode; Law
19/2013, on amendment of the Code of Criminal Riogs and Law
20/2013, on amendment of the LCPI. The last-mertia@mendment entails
the complete implementation of: (i) Directive 208®/EC on the prevention
of the use of the financial system for money laumde and terrorism
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financing, (ii) Directive 2006/70/EC of the Commas establishing the
measures for application of Directive 2005/60/EGhaf Parliament and of
the Council, on the definition of politically expe$persons and the technical
conditions for the application of simplified clieabntrol obligations, (iii)
Regulation 2006/1781/EC of the European Parliarardtof the Council on
information on the respective originators whichampanies the transfers of
funds, (iv) Regulation 2005/1889/EC of the EuropParniiament and of the
Council on the controls of cash entering or leavtmy Community; and (v)
the Decision of the Council, dated 17 October 208®,the modes of
cooperation between the financial intelligence sioit the Member States
for the exchange of information.

— Approval of the Decree on amendment of the Reguratof the LCPI on 20
November 2013 for the purpose of developing Law2@0B which
implements the rules of the European Union in msittd prevention of
money laundering and terrorism financing in thanerrequired by the
Monetary Agreement between the Principality of Amd@nd the European
Union.

— Approval of the Law 4/2014 which establishes meastor the fight against
and suppression of terrorism and its financing ondhe prevention and
disruption of the proliferation of weapons of maksstruction and their
financing, and introduces technical adjustmentshwiespect to the
sanctioning regime.

— Approval of law 2/2015, which deals with the legtdtus of the Financial
Intelligence Unit, seeking to adopt parameters tiadl accredit even more
this body's independent character and provide agréunctional autonomy
of its work regime.

m Andorra signed OECD’s Common Reporting Standard®RS)C Multilateral
Competent Authority Agreement (MCAA), becoming 8" jurisdiction joining
it, and adopting the obligation to implement thegée global standard on automatic
exchange of information being developed by the OEQ@mring 2016 the
Government (represented by the Ministry of Finarttad launched the effort to
adapt the sector’s IT infrastructure to CRS requents.

THE EVOLUTION OF ANDORRA'S BANKING REGULATION TOWAR DS
INTERNATIONAL STANDARDS

Andorra has undergone a comprehensive reform ofinencial system’s regulatory

framework, especially in AML&CTF matters, motivatbyg, among others, Moneyval's

assessment visits (1999, 2002, 2005, and 2011 Mtretary Agreement with the EU

(2011), and the adaptation to the European DireqitlJ) 2015/849 (to be transposed
into national regulation by October 2017) on thevention of the use of the financial
system for the purposes of money laundering ootistrfinancing.

Recent internal regulations, resulting from theinsic maturing process of the sector,
include: Law 8/2015 on urgent measures to introdueehanisms for the recovery and
resolution of banking institutions; Law 7/2013 goviag the legal regime for entities




operating in the Andorran financial system, Law 08/2 on the administrative
requirements and operating conditions for entibjesrating within the financial system;
Law 10/2013 on the Andorran National Institute ahdhce; and Law 1/2011 on the
creation of a system guaranteeing deposits foribgréatities.

In particular, Andorra has made big progress toedyrthe deficiencies identified in the
mutual evaluation report on the fourth assessmisiit(March 2011), both from a legal
and operational stand point. The most relevant oreasnclude:

Andorra’s Criminal Code (Art. 409) was amended @12, 2013 and 2015 to cover
all the aspects of money laundering regulated i@ Balermo and Vienna
Conventions (i.e., criminalising the mere concealindisguising, possession and
use of criminal proceeds), and the list of predicaffences has been extended to
cover at least all of the designated categoriedfehces

The amendments to the Criminal Code of July 201 duced the criminalisation
of self-laundering with regard to all the acts aaekeby the ML offence

Additional amendments to the Criminal Code by L&8/2012 included broadened
the definition of terrorist acts as required by ThieConvention

The LCPI was amended by the Law 4/2011, modifyimgdefinition of beneficial

owner set out in article 41(g) of the LCPI. Theinligbn covers all the persons who
own significant controlling interests and who exseceffective control over the
company. In addition, beneficiaries and persongrobimg trusts are also included

Law 4/2011 also regulates the application of sifirgeli CDD measures, merely
“reducing” the CDD measures foreseen by the LCBl,viaithout any exemption
from being applied completely

Law 20/2013 amending the LCPI obliging entitiesdmsider filing an STR even in
cases where the relationship has not been establlishtransaction has not been
carried out

Law 20/2013 amending the LCPI also broadened theigion in Article 49(1)(d),
concerning customer due diligence measures. Thideanow requires obligated
entities to obtain information on the purpose ameénded nature of the business
relationship with clients

On the operational side, the numbers and qualifieaf STRs in the past years are
increasing in stable fashion. This is relatedgerges of steps taken by the authorities
over the last years:

— Issuance of an Informative Note containing insiang for making suspicious
transaction reports

— lIssuance of Technical Communiqué CT-1/2011 conogrnihe financial
information to be reported to the UIFAND




— Preparation and publication of an STR template utes of which is obligatory
for the filing of an STR to the UIF

— Preparation and publication of instructions on hovile an STR

m The number of FIU staff has increased and is nowpased of 8 persons, two of
them being appointed to a newly established SupenyiUnit. In June 2015, a call
for further two staff members was published, ong&vbdm will be assigned to the
Supervisory Unit. The increase of staff and the '§lk¢organisation enabled it to
commence undertaking on-site inspections and con®iéthe practice of relying
on audit firms for the purpose of AML/CFT inspeciso

m Finally, Andorran authorities introduced a comprediee framework with the view
of implementing the UNSC Resolutions 1267(1999) A8d3(2001). According to
Moneyval, the system put in place complies witreinational requirements and
comprises all the necessary elements.
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EXHIBIT 14

Andorran institutional framework has been reinforced to |NGN-EXHAUFTIVE
effectively supervise the banking sector
Publicinstitutions Private sector associations
o Legislative power e Execulive power
L] Exe_ﬂ:la? = Exscutive body to
General Council = ::‘;:::a ilod :::;::;;L:“IH and
government policies
budget = Exercise
= Appoint head of regulatory power
Government and
promotelcontrol his
actions

o Supenvisory authorities

ANDEANK |
1 2
elentsi Unitat de EMORAGAN
@ ;-":-;E':'E:"' E AREB ‘ UIF%D ‘ Prevencioi
i Lluita contra
la Corrupcia Cridit Andorr
(UPLC)
BancSabadell
Tndorns
Prudential Manage the Supervise all Centralize and _
supervision of all process for the obliged entities in coordinate all = Lookafter the interest of each
enities of the reselution of AMLECTF actions regarding sector and ensure they are
financial system banking matters fight against considered in all refevant
institutions corruption forums
1Theg prop P ] to General Council 2 The Head of UIFAND is named by the Ministers of Justice, Internal Affairs, and Finance

SOURCE: Andorra legisiative framework




ANDORRA'S INSTITUTIONAL FRAMEWORK FOR BANKING SUPER VISION

As it was previously mentioned, the institutionarework for the supervision of the
financial industry in prudential and AML&CTF matseris composed of multiple
stakeholders. In particular for the banking sedctxhibit 14). Relevant institutions
include:

m Unitat d’Intelligéncia Financera d’Andorra (UIFAND ). This institution is
responsible for inspecting and supervising findremities in AML&CTF matters.
It collects and analyzes declarations from supedviparties; collaborates with
national and international authorities in AML&CTFatters; prepares statistics to
evaluate the effectiveness of the measures takedh;imposes administrative
sanctions when necessary. UIFAND also submits |Egie proposals to the
Government on AML&CTF matters.

m Institut Nacional Andorra de Finances (INAF). This institution supervises and
controls all entities of the financial system framprudential stand point; and
participate in administrative processes such anging. Specific functions are
assigned to INAF by Low 10/2013 (see previous sas).

m Agencia Estatal de Resolucid d’Entitats BancariesAREB). This institution was
created on urgent matters by law 8/2015 and i©ange of managing the recovery
and resolution of intervened financial institutioficurrently manages BPA’s non-
legitimate assets.

The ties of good understanding between INAF andANPB were strengthened through
the signing of a Memorandum of Understanding on évober 38, 2012. This
cooperation agreement covers the various areamattdrs of common interest, such as
on-site supervision and inspections, training, @apon with international bodies and
foreign supervisory authorities, cooperation orhatization processes for the creation or
acquisition of both financial and non-financialiéas, and the establishment of periodic
meetings for the purpose of dealing with mattercwafrent interest. The number of
cooperation cases between INAF and UIFAND has as&éd from none in 2012, to 3 in
2013 and 6 in 2014. Additionally, a representatvdNAF must attend the Andorran
AML/CTF Permanent Committee when it comes to issthed affect the Andorran
financial system.

In addition,ABA (Associacié de Bancs Andorrans) channel sectatliemmunication
with public institutions and look after the intetesf the sector.

ANDORRA'S PROFESSIONAL COLLECTIVE REACTION TO BANCA
PRIVADA D'’ANDORRA EVENT

As stated above (see section “The response of Amdauthorities and financial sector
to the ‘Banca Privada d’Andorra’ money launderingm®”), the response of Andorra’s
institutions to Banca Privada d’Andorra event hhd bbjective of allowing BPA'’s
deposit holders to keep their savings, and mininisecontagion risk over other entities
and the country overall.




The already initiated reforms, which were accetttatfter the ‘BPA case’, were key to
the orderly resolution of the entity, and motivathd fact that on February 192016
FINCEN announced the withdrawal of “its finding apdoposed rulemaking under
Section 311 regarding Banca Privada d’Andorra” sithe “steps taken by the Andorran
authorities sufficiently protect the U.S. financgstem from the money laundering
risks”. More detail on the BPA case can be foundhie section “The response of
Andorra’s authorities and financial sector to thganca Privada d’Andorra’ money
laundering event”

A COMMON CODE OF CONDUCT COMPLEMENTING ANDORRA'S
BANKING REGULATORY FRAMEWORK

Complementing the country’s regulatory frameworl, @ Andorra’s banks are
signatories to a common Code of Conduct first atyre@ 990 in process of being updated
by Andorra’s Banking Association (ABA) by mid-2018he Code’s objective is to
reinforce the reputation of Andorran banks and gdaemphasis on the importance of
AML&CTF. It includes provisions on the experiencedaethics of Board Members;
external audit of annual accounts; verificatiorlegnt identity; onboarding requirements
for documentation; and record keeping of clientudoentation.

All of Andorra’s banks are signatories to a common
Code of Conduct first agreed in 1990 in procedssifg
updated by Andorra’s Banking Association

Similarly to other countries’ sectoral codes of doct (e.g., Switzerland, Luxembourg)
Andorra’s Code requires that its banking groupstfildL&TF — and includes a definition
of money laundering, an obligation to monitor uralsmansactions and reject them if
there is suspicion of money laundering and an abbg to request information that
proves the legality of funds.

As stated above, since this code dates from 199Q i&Bn the process of updating it. In
particular, its full text has already been agrepdruby the different institutions and is in
the process of approval by the respective legabRagents. The final text will officially
be approved by all banks Novembel"25

In addition, ABA has been working with all the @fént banking institutions to establish
a set of minimum AML self-evaluation standards @shen international best practices).
These minimum criteria are based on OCC'’s Risk g#gsent System, Sepblac’s self-
evaluation procedures, and other international jppesttices, and comprise:

m  Quantity of risk (based on the stability of theeoli base, the existence of high risk
clients, e-banking channels, foreign subsidiaries-resident accounts, private
banking/asset management services, volume of g#emsind transactions with high
risk countries according to UIFAND'’s public lists)




m Quality of risk management (determined by the degoé understanding and
commitment to AML issues, the implementation of AMleasures in all products
and areas of the bank, the identification of deficies and existence of corrective
actions associated with them, authority of the Cltanpe Area, independent expert
review, approval of an AML program by the BoD, adaig training program
covering all employees, adequate KYC and UBO idieation processes,
implementation of adequate controls for high riskducts/services, control systems
adequately identifying and reporting STRS)

m Aggregated risk
m Direction of the risk level in the next 12 months

Guided by the common Code of Conduct, each bardatity has additionally developed
an individual Code of Conduct that is regularlyiesved and approved by its Board.
These bank-specific codes detail the specific atlstandards and requirements for bank
employees. Each employee is required to sign baik’'s Code of Conduct, attesting to
their understanding of it and their agreement to@y with it.
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EXHIBIT 15
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Money laundering and terrorist financing risk
analysis

Following the methodology defined by the World Battke risk of Andorra’s banking
sector to ML&TF was considered in two dimensionsr€at and vulnerability), and
ranked as medium/high (Exhibit 15):

m The threat posed by the characteristics of theosast further detailed in the
corresponding module (“Threat analysis”) and wasdas high

m The vulnerability of the banking sector to ML&TFrwiitutes the analysis of this
part of the NRA report, and was rated as medium

Andorra’s banking sector is considered to have a
medium/high risk of ML&TF, due to its size and the
intrinsic characteristics of the business

In respect of the system, as if was aforementioriedre has been a profound
transformation of Andorra’s AML&CTF regulatory frawork towards international
standards, and even though the supervisor hasdneeowered, having a larger scale and
capabilities would help it develop its role.

Additionally, the effectiveness of Andorra’s sanaing system and its identification
structure are both considered to be sufficientlyna with international standards.

In respect of the banking entities:

m All of them have been reinforcing their respect@empliance functions with
resources and capabilities, in line with additiomgjuirements. However, it is still
necessary to extend the risk culture to all emmeyaf the organization, stressing
the importance of the “first line of defense”.

m All banks have made an effort in increasing tragnio employees (total hours per
employee increased x3 in 2015 vs. 2013) but a higegree of customization and
Sector-level collaboration is still needed.

m The Sector has adopted new technologies for trinsaamonitoring over the last
years, nonetheless it still needs to further catdothe systems and processes that
automatically assign risk to client profiles.

m Standard procedures to periodically review cliefbimation (i.e., ongoing KYC)
have recently been initiated, making it necessargdopt these processes with a
higher frequency going forward.




EXHIBIT 16

STRs reported to UIFAND in Andorra since 2011

Breakdown of Suspicious Transaction Reports submitte d to UIFAND

by sector
2011 — 2014, Number of STRs

93

8
5
4
3
1
Banks? Lawyers Money Real Estate Notaries Accountants
orderers
1 Includes all their businesses (e.g., private banking, retail banking, insurance, asset management)
SOURCE: UIFAND Activity report 2011 - 2014
EXHIBIT 17
Relevance of numbered accounts in Andorra’s @ > overtotal

banking system
# of clients with numbered accounts, thousands

56.7
471
2013 2014 2015

SOURCE: Andorra Banking system
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RELEVANCE AND INTRINSIC FEATURES OF ANDORRA'S BANKS
RESULTING IN A HIGH VULNERABILITY TO ML&TF

The intrinsic features of Andorra’s banking sectmrease its vulnerability to ML&TF.

In particular, 60% of the banking sector’'s busineslsime is related to private banking;
38% of domestic business volume belongs to intemnak clients; and approximately
63% of banking transactions (in Euros) are fromoomternational destinations. This,
together with the high concern that the sectorfoa8ML&CTF translates into the fact
that 82% of total suspicious transaction reporfsRS in Andorra since 2011 were
reported by banks (Exhibit 16)

The main reasons for banking entities submittingp&ious transaction reports to
UIFAND are related to the following (data corresgimy to historical STRs between
2013 and june-2016):

m Origin of funds not properly justified (23% STRS)

m Negative press related to the client (23% STRS)

m Operating incongruences (13% STRS)

m Inconsistencies in necessary information to stasiress relation (11% STRS)
m Cash movements (11% STRS)

m Client under investigation by Courts (7% STRS)

m Unjustified transactions with high risk countri€&84 STRS)

m Unusual large transactions (6% STRS)

This demonstrates the strength and strictnesshafanding CDD procedures carried by
Andorra’s banking sector — actually in all thossasain which a STR was submitted
regarding an onboarding process, the client wastel.

Additionally, most part of submitted STRs (approaiely 70%) are related to
international clients, and approximately 50% ofnthare from clients that have a
numbered account and belong to private bankingifariing the idea that these
segments present a relatively higher vulnerahititiIL&TF.

Relative size of the sector and STR reporting volum e

The relative size of the sector increases its valmibty to ML&TF because financial
services and insurance constitute 23% of AndoEDS.

Product portfolio

Andorran banks’ product portfolio is predominantlyestment-related — mostly deposits,
funds, fixed income, and equity — which translatgés a higher inherent probability for
money laundering due to the nature of the busingsi.




Although numbered accounts (approximately 20%otdltaccounts in Andorra) are
available for bank customers, they do not do nastitute any kind of client anonymity,
and just imply an extra level of privacy towardsshemployees of the bank, while being
fully transparent to the Compliance Areas and thpesvisor. That said, client
information in numbered accounts is fully disclosedinternational wire transfers.
Moreover, anonymous accounts are prohibited by ilmwAndorra (Art. 49 of Law
28/2008). Numbered account’s average balance partds similar to other types of
private banking accounts, and their total volume Ibeen significantly reduced over the
last years (Exhibit 17).

Regular CDD procedures are required for them asafiyr other type of account as
specified in Art. 49 of Law 28/2008 on Internatibi@iminal Co-operation and fight
against the laundering of cash or securities theqeds of international crime and against
the financing of terrorism, and Art. 1 of Decree28f November 2013, amending the
Regulations of the Law on international cooperaiiorcriminal matters and the fight
against money laundering and against the finanairigrrorism, approved by Decree of
13 May 2009:

m “The parties under obligation must ascertain tleniidy of their customers and of
their beneficial ownership by requiring them togmet an official document when
establishing any business relationship”

m “Anonymous accounts and anonymous passbooks anéjieal”

m “In the event that the customer cannot be identifreaccordance with article 49,
the financial parties under obligation may not elish a business relationship or
carry out transactions for the customer”

m “If there are numbered accounts, the parties underlaigation shall ensure the
compliance with the Law. In particular, the parties under obligation shall
identify and verify the customer and the beneficiabwner of these accountand
maintain that information available to the interoahtrol bodies, the UIF and the
competent authorities”

In addition, clients holding numbered accounts nigstdentified to third parties when
performing international transfers (Art. 49 bisLaiw 28/2008 on International Criminal
Co-operation and fight against the laundering cdhcar securities the proceeds of
international crime and against the financing afciesm)

m “Cross-border transfers for amounts of more thaRELD00 made by the financial
parties under obligation must include full detafshe ordering party”




EXHIBIT 18

NON EXHAUSTIVE  probability of being used for money

landesingin any of its phases

The vulnerability to money laundering use varies across row oty
products and businesses that are offered in Andorra Medum probabily
Il Hioh probabilty
Banking activity ——— Products analysed in detail
licit
activity

Credit (incl. mortgages, personal loans, and other)

| Nominal accounts |

Placement
Numbered accounts

| Safe-deposit boxes |

Layering Private banking Retail banking Corporate banking

= Collective investment = Credit = Credit
funds & other = Deposits = Deposits
= Equity O

= Deposits

Integration

NOTE: Inherent vulnerability and final vulnerability have been observed in order to assess the probability of being used for ML purposes
SOURCE: FATF; UNODC

EXHIBIT 19

‘ CCNSOLIDATED FIGURES

Andorra’s banking product portfolio — skewed towards
off-balance sheet products and deposits

Breakdown of total banking business volume by product type in Andorra

2015, €Bn
6.3 11.5 341
‘ ‘ Term deposits <3 m Other
Personal loans (1.6) (4.5)
(1.4) ———————
Term deposits > 3 m Equity
(2.5) (7.6)
Other
(1.6)
Fixed income
(9.3)
Current accounts/
Sight deposits
Mortgages 7.4
(3.2 Collective investment funds & other vehicles
(12.7)
Credit to Deposits Off-balance sheet resources from clients
customers from customers

NOTE: Inherent vulnerability and final vulnerability have been observed in order to assess the probability of being used for ML purposes
SOURCE: Banks' annual reports 2014, team analysis, interviews
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In order to understand the vulnerability of monayridering across the product portfolio
offered in Andorra, the risk analysis considerg¢hstages in the laundering of proceeds
of illicit activity (Exhibit 18):

m Placement.This stage sees the initial entry of proceedsiaieinto the financial
system — relieving the criminal from holding la®ounts of cash, and placing the
money into the legitimate financial system

m Layering. The layering stage is the most complex step, dtehaentails the
international movement of the funds. The primargppse of this stage is to separate
the illicit money from its illegal source

m Integration. Having been placed as cash and layered througiméer of financial
transactions, the proceeds of illicit activity acv fully integrated into the financial
system and can be used for any purpose

Andorran banks’ product portfolio are predominantly
Investment-related

Andorra’s inherent vulnerability to ML&TF has beassessed along its main businesses
(i.e., private banking, retail banking and corperiaanking) and for those products with
a higher volume and/or considered to pose a higkkrto the system (i.e., current
deposits in numbered accounts and nominal accoamdisgredit to customers)

In regards to the businesses analysed:

m Private banking, with 10.5 €Bn business volume, presents a hidhevability to
ML&TF relative to the other businesses assesse@ flain drivers of such
vulnerability are its average business volume pepant (477 €k), average cash
transaction (21 €k), and inherently investmentfiesd, which are the highest among
all Andorran businesses. Additionally, private biagkis the most international
business, with 52% of total volume belonging to nesidents, and concentrates
most international PEPs within Andorra’s banks (78%98 in total), although as it
was previously mentioned their risk is adequatetyaged by all entities.

Although they have not been assessed separatslyyarth mentioning that private
banking’s most prominent products are Collectiveebtment Funds (with total
domestic AuM of 4.6 €Bn) and Equity (with total destic AuM of 3.8 €Bn)

m Retail banking is the second largest business by volume (7.3 €B1g),presents a
medium to low vulnerability to ML&TF as indicatedy bts relatively smaller
business volume per account (64 €k), average cashaction (1.1 €k), and lower
degree of investment features compared to privatkibhg. In addition, only 24%
of total business volume is related to non-residdients, it presents no transfers
with FATF countries with strategic deficienciesaambating money laundering,
and the number of international PEPs is limite@Zdmost of them from Spain and
with similar business volumes to the rest of theibess segment)




m Corporate banking is the smallest segment, with 4.2 €Bn businessmelurhis
business, although with higher average transacaodsbusiness volumes than the
others (something that is explained by the nat@itbe business itself), presents a
client profile with a relatively lower level of ks- non-residents represent only 6%
of total business volume, there are no internatid?@Ps represented, and no
transactions are carried with FATF countries witiategic deficiencies in
combating money laundering.

In what regards those products/services assessed:

m Numbered current accountsare linked to the private banking business, arsliak
present a relatively higher vulnerability for ML&TtRan other products/services. In
particular, current deposits held in numbered actouotal 2.2 €Bn and
approximately 20% of total accounts in Andorra.haligh average balance per
account (69 €Kk) is relatively higher than nominad@unts (29 €k), equally to what
happens with average cash transactions (24 €k.4<£K), the differences can be
explained by the nature of the private banking ess behind numbered accounts,
since the figures are very much in line with th&t @ the business. In terms of their
client profile, approximately 90% of clients witumbered accounts are non-
residents in Andorra, and only 11% of total clieats legal persons. There are no
transfers involving numbered accounts from/to FAG@éuntries with strategic
deficiencies in combating money laundering.

m Nominal current accounts, with 6.7 €Bn in deposits, are the largest banking
product by business volume and present a mediunexability to ML&TF. This is
due to the low average cash transaction (1.4 €HK) aotount balance (29 €k)
compared to other products, with a low degree w@rimationalisation (15% of total
business volume belong to non-residents)

The number of international PEPs, although highantin other products (102
clients), are in line with its relative volume argpresent 0.4% of total volume —
although at a higher average volume per clienfydapproximately 8x the average
nominal account value.

m Credit to customersin Andorra implies approximately 6.7 €Bn, and prese low
vulnerability to ML&TF, mainly driven by the lackf anvestment features of the
product, together with the low risk client profdad the lack of cash activity.
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EXHIBIT 20

Share of international wealth management?

Percent of total resources managed from clients X%  Total international client
resources. USD Bn?

1804, 1147, 425 , 2459, 1711, 1193, 10 , 1.021,

~100% ~100%

94%
73% 70%
60%
38%

12%
-— s B . “=
cElﬁ - c} Ay ""' _
Cari- Channel  Luxem- Switzer- SGHK UK Andorra  US?

bbean Islands bourg land

1 Does not include foreign subsidiaries of naional banks, 2 Only includes Miami and NY as main offshore centers for wealth management.
3 2014 average USD to EUR exchange raie

SOURCE: Local Ceniral Banks and statistics departments

EXHIBIT 21

Andorran banks are characterized by a relatively high share  |onLy DowvesTIC

. . . . . . . BLSINESS
of international clients and their associated transactionality
Client profile risk Transaction profile risk
Thousand clients Total transfers, € Bn
Legal
0,
_ 16.6% oo
Domestic 1775 3.0 5.9 k€ Average lransfer
5.0% Legal persons 3 22.4 k€ Average transfer
i From high-risk oy Transfers from/to high-
International 83.9 45 jurisdictions? 52 0.003% risk jurisdictions
Avg. transfer from/to
125 PEPs 5.7 k€ high-risk jurisdictions!

Through remote
o,
9.4% channels

Total Average fransfer

9.7 k€ through remote
channels

1 According to FATF criteria
SOURCE: Consolidated data from Andorran banking sector, 2015




Volume of international business

Compared to other intrinsically internationalizedrikets, Andorra has a reasonable level
of wealth management volume coming from non-redgjet approximately 38% of total
domestic business volume (Exhibit 20). Moreoveme®3% of money transfers by
Andorran banks are cross-country, of which onlyl@0s from or to countries defined
as high-risk by the Financial Action Task Force TFAGAFI).

Client & transaction profile

Approximately 22% of clients in the Andorran systare international, with only about
45 clients coming from countries with strategicidehcies in combating ML (as defined
by FATF) and 125 international PEPSs.

It is important to note that:

m None of the PEPs in Andorra’s banks belong to aeesmtvith AML&CTF strategic
deficiencies in combating ML as defined by FATF.

m There has been only one wire transfer with FATFhhigk and non-cooperative
jurisdictions (i.e., Iran and North Korea) in Andmiduring 2015, amounting €525
and under very strong scrutiny

As detailed below, all these customers are consitdes high risk by the banks, and
consistently subject to enhanced due diligence oreasy them.

In total volume, on average international transtmes four times larger than domestic
transfers — with the result that nearly 63% of fmichnsferred by Andorran banks are
international (Exhibit 21).

In what regards to foreign clients, banks are meguby law to “ascertain the identity of
their customers and of their beneficial ownershipdguiring them to present an official
document when establishing any business relatiphgArt. 49 of the Law 28/2008)

Additionally, in what regards to PEPs, due to theal$ size of the country Andorran
regulation (Law 28/2008) does not include the needdentify and therefore apply
enhanced due diligence measures to national PEdtetheless, banks have developed
their own criteria to identify and monitor theiairsactions (additionally to international
PEPs). In sum, all banks classify PEPs as high cisltomers and therefore apply
enhanced CDD and monitoring of transactions:

m Onboarding: enhanced CDD procedures are applieall tBEPs, which include
proving the lack of negative information in puldicurces (press) and the check vs.
international lists (public lists by UIFAND/BatlliaWorldCheck, Sanctions
Screening, Dow Jones — Factiva Lists, Panama pdpsts-, Informa, public
search). Additionally, the acceptance of nationBP® in all cases needs to be
approved by the Compliance Area, and internatiBidts by the designated Internal
Control Body of the bank (in some entities alsahmy Executive Committee of the
bank). It is worth to mention that in practice there two entities not accepting
further international PEPs as clients any more.




m Monitoring: As high risk customers, all PEPs arbjsat to regular monitoring of
transactions by the Internal Control Body, regaatomatic identity checks with
international lists, and the daily automatic revieftransactions.

Furthermore, as specified in Andorra’s AML reguatiArt. 49 fourth of Law 28/2008),
in relation to transactions or business relatigoskwith politically exposed persons who
reside abroad, the financial parties under oblogaéire required to:

m “Have appropriate risk-based procedures to determihether the customer is a
politically exposed person”

m “Obtain approval from management to establish mssrelationships with these
customers”

m “Adopt adequate measures to determine the soureeeafth and funds that are
involved in the business relationship or transactio

m “Conduct enhanced ongoing monitoring of the busimetationship”

Finally, regarding those customers that are nalsémgidents in high risk jurisdictions
(although the list of high risk jurisdictions isrpaular for each bank, all of them include
those countries with strategic deficiencies in catimg ML as defined by FATF/GAFI),
specific onboarding and monitoring measures aeaplied:

m Onboarding: the acceptance of clients from higl figrisdictions need to be
approved by the designated Internal Control Bodthefbank and be supported by
the necessary documentation proving the lack oftieg information in public
sources (press) and the check vs. internationtal(psiblic lists by UIFAND/Batllia,
WorldCheck, Sanctions Screening, Dow Jones — Fatists, Panama Papers List
—, Informa)

m Monitoring: clients from high risk jurisdictionsecategorized as high-risk, and as
such specific measures are applied to their mangde.g., regular monitoring of
transactions by the Internal Control Body). Additdly, transactions with high risk
countries are monitored via Sanctions Screening IESyVand all of them are
reported to the Chief Compliance Officer. In sorases, any transaction with high
risk countries and/or high risk clients needs t@approved by Compliance ex ante

In conclusion, authorities believe that even thotlingiie exists certain volume of high risk
international clients in Andorra’s banking sectoPEPs and clients from high risk

jurisdictions —, the CDD and transaction monitorprgcesses carried by the entities is
adequate to control their risk.




FINANCIAL SYSTEM'S REINFORCEMENT AS AKEY ELEMENT T O REDUCE
VULNERABILITY TO ML&TF

As it was aforementioned (please refer to sect@orfimon elements — financial sector”)
Andorra’s financial system has reinforced itselaiagt money laundering by:

m Implementing a comprehensive reform in its AML riegory framework to
converge with international standards

m Reinforcing the role of the supervisor (i.e., UIFBN
m Updating its sanctioning regime to make it more poghensive and dissuasive

Nonetheless, and as it was also detailed befages ik still some room to further adapt
current regulatory and supervisory framework telinational standards (see section
“Common elements — financial sector”).

BANKING CAPABILITIES KEY TO DETERMINE THE SECTOR’S
VULNERABILITY TO ML&TF

Overall, authorities recognise that Andorran bahkse significantly increased their
controls in what regards to AML&CTF over the lastays by reinforcing their protection
mechanisms under four pillars — namely, the effeciess, governance and authority of
the Compliance function; independent review; dewedent of internal policies,
procedures, and controls; and culture and ongoaigihg of employees.

In particular, they have:

m Significantly reinforced their Compliance Areas,ths ratio of employees within
the compliance function to total employees has tlmlbetween 2012 and 2015
(from 1.6% of total employees belonging to Comptiaim 2012 to 3.1% in 2015)

m Provided the banks’ staff with a significant amoohtAML training (total AML
training hours per employee increased from 2.3iB20 7.0 in 2015) and extended
it to all employees

m Invested in AML specialised training for those eaygles within the Compliance
Areas — today a total of 4 employees belongingheo Compliance Areas of the
different banks have the ACAMS (Certified Anti Mgnkeaundering Specialist),
and 25 additional employees are currently undeggdine necessary training to
obtain the certificate in the next months (appratety 50% of total compliance
employees). AML Compliance employees have alsceas®d their attendance to
international conferences related to AML&CTF ouee tast years

m Implemented a large number of additional AML-retat®ntrols over the last 2/3
years.




Governance and authority of the Compliance function ; and
independent review

Although there is still some room for improvemehdorran banks have provided their
Compliance functions with additional resources eaqohbilities in line with their required
responsibilities, reinforcing their independence aathority. Moreover, in addition to
independent audits required by law, the banks héeel independent external advisors
to assess their AML&CTF procedures voluntarily.

Additionally, it is important to note that:

m Although Andorran regulation does not require fprall banks have their own
AML&CTF self-evaluation procedures

m ABA has been working with all the different bankimgstitutions in order to
establish a set of minimum AML self-evaluation stards (based on international
best practices) to be adopted by all of them. Tineisgmum criteria are based on
OCC'’s Risk Assessment System, Sepblac’s self-etratu@rocedures, and other
international best practices, and comprise:

— Quantity of risk (based on the stability of thesoli base, the existence of high
risk clients, e-banking channels, foreign subsidgrnon-resident accounts,
private banking/asset management services, voldiitnansfers, and transactions
with high risk countries according to UIFAND’s pidlists)

— Quality of risk management (determined by the degf understanding and
commitment to AML issues, the implementation of AMheasures in all
products and areas of the bank, the identificaticateficiencies and existence of
corrective actions associated with them, authooitythe Compliance Area,
independent expert review, approval of an AML peamgrby the BoD, adequate
training program covering all employees, adequat€tand UBO identification
processes, implementation of adequate controlfifgr risk products/services,
control systems adequately identifying and repgriRs)

— Aggregated risk
— Direction of the risk level in the next 12 months
The assessment of the banks’ Compliance functionered three aspects:

Independence and authority.All the banks’ internal policies and programs haeen
adapted to the new AML&CTF regulation and approvethe banks’ Boards. Moreover,
the Chief Compliance Officers (CCOs) of all enstirave extensive experience and
knowledge in the field, direct communication linegh their respective Boards, and
internal policies stressing their independence auttority. Nonetheless, more work is
needed to ensure that the importance of a comgiand risk culture is fully understood
across the whole organization — which constititeditst line of defense in AML&CTF.

Internal structure of the Compliance area.All of Andorra’s banks have specific teams
dedicated to AML, with resources responsible fomitaring alarms, regulation, KYC,
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and support. As stated above, all these teamslbieareprovided with additional capacity
and AML-specific training in line with evolving retatory requirements.

Independent supervision.All the banks’ internal audit areas independestipervise
the Compliance function with specific AML auditsdditionally, UIFAND’s Technical
Communique 03-2015, detailing Art. 52 of Andorrdsw for International Criminal
Cooperation and fight against Money Laundering dfdancing of Terrorism”
establishes that all financial institutions musane submit to UIFAND an independent
audit report containing, at least:

m Structure and functioning of the bank’s Internah@ol Body

m Internal communication channels with the entityigpdoyees and current system for
the communication of Suspicious Transaction Regortee Authorities

m Control mechanisms and procedures in place (el @rocedures, policies for the
admission of clients, systems in place for the nooimg of transactions, measures
towards existing employees and the hiring of newglegees, opinion of the external
party regarding numbered accounts, the custodyeaf tlocumentation, and the
facility to access their documentation for inveatign purposes)

m Foreign subsidiaries, governance structure andraomhechanisms in place
(including a copy of the external audit carriedie subsidiaries)

m Verification of documentation on a pre-defined s&ngd clients
m Deficiencies detected and relative importance ohesd them

On top of these measures, most entities have edga¢ernal advisors (additional to their
annual independent external audits) to assessidgpiateness of their AML processes.

Development of internal policies, procedures, and ¢ ontrols

The sector has strong onboarding KYC policies amdgsses, but it has only initiated
ongoing KYC procedures for its full client basejrgpforward, these procedures should
be implemented comprehensively. Likewise, overl#st years Andorran banks have
rapidly adapted their systems and technologiegh®monitoring of clients’ transactions,

but still need to further calibrate the automatssignation of risk to client profiles —

especially for low volume transactions.

The assessment of the banks’ internal policiesggaores, and controls covered four
aspects:

KYC. Highly rigorous KYC processes and strict policies onboarding clients are
followed by all entities, which in all cases:

m Verify the identity of each client (and/or ultimdieneficial owner)

m Obtain the necessary information to understand atgin of the funds to be
deposited by the client, as well as the objectifg¢he business relation to be
established




m Evaluate the risk that each individual client woplsse to the entity (according to
each individual AML manual), and according to thiscept/deny the client, and
classify it according to the corresponding riskellev

Additionally, they have automatic alarms validatidgents’ identity with public and
private lists such as those provided by Sanctiaeeding, Dow Jones, World-Check,
Informa, UIFAND, and FATF.

However, although the banks have already initigiestesses to regularly review all
existing clients’ information at a higher frequenthese still need to be fully adopted and
embedded.

Transaction monitoring. All entities employ robust systems for the monitgrof both
national and international transactions. Moreoggecific processes have been put in
place to monitor high risk client types, such asims accounts, PEPs, and high risk
jurisdictions, which are subject to enhanced dugatce (see “Client & transaction
profile” for further detail on enhanced due diligermeasures).

There remains room for improvement, however: ris@risig is currently undertaken
under a combination of both manual and automaticgsses, although systems are still
in the process of being optimized for the automasisignation of risk, especially for
clients with low-volume transactions, since in agrtcases the risk scoring does not fully
correspond to the client profile. In all cases, $betor supports its systems with manual
processes in order to ensure the final risk scasnodertaken correctly.

Automation. All of the entities have systems that enable tm®raated detection and
monitoring of alarms, and most client informatisrkept in electronic format. However,
client information for numbered accounts is gererlépt in physical format, which
carries certain record keeping risks.

Regulatory reporting. The sector’'s concern about AML&CTF is shown inS{ERs to
the regulator, which make up more than 80% of tial treports in the Principality.
Additionally, when compared to countries such agt&nsland, Andorra’s banks have a
higher level of Suspicious Transaction Reportingatree to total AuM — in 2014
Andorran banks reported approximately 0.70 STRskpion of AuM vs. 0.25 in
Switzerland.

In what regards to STRs submitted by banks, autbsiave found no concerns in what
respects to their quality — in fact, very few arenussed after being reviewed by
UIFAND.

Most part of STRs correspond to international ¢ieand are related to the private
banking business, what stresses the higher relatilreerability that has already been
detected for these segments (see section “Relexartentrinsic features of Andorra’s
banks resulting in a high vulnerability to ML&TFOIf further detail on STRs by type and
reason)

However, although the regulator already providssruttions on how to report suspicious
transactions, the sector would appreciate furtiutagce in the form of examples and
best practices.




The risk of anonymity is considered as low for Amdés banking sector, since all clients
are required to be adequately identified by thekbamder Andorra’s AML regulation

(see “Product portfolio” in this same section), amgbractice are identified. Authorities
have found no material concerns of client anonymihgn carrying on-site supervisions.

Additionally, current accounts in Andorra must lpeoed in person and remote channels
account for slightly less than 9% of total transat.

Ongoing training and culture

The legal framework (Law 28/2008 and Decree 20132 requires entities to adopt the
necessary measures for the training of their eng@syn AML&CTF. All banks have
annual training programs centrally managed by th@mpliance units, covering
information regarding legislative, political andtemal regulatory changes. In recent
years, AML&CTF training programs have been extenoetie entire workforce and the
number of training hours per employee has triplédm 2.3 hours in 2013 to 7 hours in
2015. Nonetheless, there are still significantetéghces in the degree of customization
amongst different entities — from a single trainilegel with ad hoc examples for
particular positions, to three training levels lthea employee type.

In this sense, the sector (through ABA) has pytlate a set of initiatives to foster AML
training not only in the financial sector, but aleoother professions in what regards to
AML. In particular, they have already signed aneagnent with University of Andorra
to provide an AML certificate starting in Febru@@17. This course is addressed towards
professionals working in finance, asset managenneat,estate, commercial sector, tax
advisors, accountants, economists, and other dekdetors. Its program, dates, and
professors are already public at the website of/éhsity of Andorra.




Action Plan

Based on the vulnerability assessment set out allbgegovernment of Andorra has
developed, together with the private sector anshatllved institutions a detailed action
plan to build on the progress of recent years arttiér reduce the risk of ML&TF. The
action plan includes cross-sectoral initiativesfefmed above) and sector-level
initiatives relative to the banking sector.

BANKING SECTOR INITIATIVES

m Carry an individual AML risk assessment at banlelev

m Elaborate and sign an updated version of the sdc@uvde of Conduct for the
banking sector, whose current version dates fro80l#hd lacks certain specific
elements compared to those of other jurisdictiens. (relationship with clients and
other stakeholders, employees obligations and ipsli;y terms of honesty and
competence, further development of the banks’ mateprocesses), which may
include a comprehensive set of minimum standardsAML&CTF policies,
controls, and processes, based on international grastices, to be signed and
adopted by all banking entities.

m Foster sector-level initiatives to share best jpraston AML training and risk
culture to extend the awareness and sensitiviBME&CTF to all employees.

m Increase the accountability of employees to atteaiding programs in each entity’s
policies (i.e., detail negative consequences ofittending training programs).

m Implement measures at entity level to extend sleaqulture and increase awareness
of ML&TF across all employees (1st line of defense)

m Maintain current AML training intensity (which h&agpled since 2013 in number of
hours per employee) and increase the level of ougtdion of training programs to
the different types of employees, by providing sfieexamples and modules to
them (e.g., front office, back office, singular s) insurance/asset management
subsidiaries).

m Continue/reinforce regular due diligence effortstfee full client base based on the
risk profile.

m Keep working on the fine-tuning of automatic risks@nation to client activity,
especially for those clients with low volume tractgans.

m Keep working on fine-tuning rules/alerts set updods a more efficient monitoring
tool.

m Increase, whenever possible, digitalization of ptats/ stored information to
enhance record keeping procedures.

m Consider numbered accounts and private bafdkisgadditional criteria for the risk
scoring of clients for customer due diligence pgg®

1. Definition of private banking clients considegithose limits specified in OECD'’s “Standard fortémnatic Exchange of Financial
Account Information in Tax Matters”
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EXHIBIT 22

Andorra’s life insurance sector

Total premiums. % of total, 2015

Market

Main players Life-savings Life-risk Life-Other' share?. %
insgance ZMORABANC
companies ANDEBANIK o
owned by Cridit Andorra % @ m
ba,l'ﬂ(s BancSabadell

dAndorra

¥ Assegur ~
Local MyEFIsESun
insurance  (wzm)  (R) IR €@ X
companies

Others

Branches of m [ﬁ fl{\'{'(;‘éﬂ;
forei GENERALI -
Ezsu?al:‘lce w [ 2.1.04.Y4 1z @ @ %

companies
pa Citkicrs ZURICH

1 Mainly p , 20nlyin life p 1 as total premia ssued during 2015
SOURCE: Ministry of Finances; Interviews

EXHIBIT 23

Total premiums issued by insurance companies in Andorra

Total insurance premiums issued

2015', € Mn
,,,,,,,,,,,,,, 60 4
2131
Savings? Risk Pensions Total

NOTE: Excluding BPA Assegurances,
1 Latest data available from the Ministry of Finance 2 Approximately 90% corresponds to unit-linked

SOURCE: Ministry of Finance
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Andorra’s insurance sector

The scope of this report is limited to those insgeacompanies covered by Andorra’s
AML legislation as reporting entities. Namely, atisurance companies that are
authorized to operate within the life-insuranceibess.

With approximately €23%n in total premia issued in 2015, Andorra’s lifesumance
sector is a relatively small part of a financialveees industry that holds around €45bn
assets under management.

The insurance sector is made up of three distymes

of companies: insurance companies owned by banks,
local insurance companies, and branches of foreign
companies

Although the sector is made up of three distingiesy of companies (Exhibit 22),
Andorra’s banking groups hold 87% of total prensisuied in the country during 2015:

Insurance companies owned by Andorra’s banksThese institutions are wholly owned

subsidiaries of the four main Andorran banks. Thadesidiaries together command a
87% market share of issued life insurance premilagrPrincipality. Their focus is almost

exclusively on life-savings products (especiallytdinked), which make up about 92%

of their volume (Exhibit 23). Their primary disttibon channel is the banking network
(i.e., bancassurance), although in some casesatleysell life-risk insurance products
through intermediaries (less than 5% of total bessnvolume)

Local insurance companiesThese are insurance companies headquartered iorvand
(Assegurances lIvori, Assegur, Assegurances GenBedser Assegurances, Companyia
Andorrana d’Assegurances, Global Risc Assegurandbdgtisegur Assegurances,
Previsid i Futur, Financera d’Assegurances, UnAlianca de Previsio) and have no
business outside of the Principality. With a presem both life and non-life products,
these companies together hold a market share ohdrbl%. Their primary focus is life-
savings, although this business is concentratedfén players.

Local branches of foreign insurance companieslhese are local subsidiaries of the
following foreign insurance companies: Ocaso, Viaguro, ARAG, Axa-Patrimoine,
Allianz, Zurich, DKV, Generali, Catalana Occident€&JATC-ASSAP, Cosalud,
CAHISPA, Compafia Espafiola de Seguros y Reasedar@sédito y Caucion, and Plus
Ultra. They are mostly present in the non-life segtnand their share within the life
segment was around 2% of Andorra’s total premi20ih5.

3 Latest data available from the Ministry of Finance




EXHIBIT 24

Andorran institutional framework has been reinforced to
effectively supervise the different sectors
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EXHIBIT 25

Comprehensiveness of Andorra’s prudential regulation

Internati | dards - el ts
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Regulatory framework and supervision

MULTIPLE STAKEHOLDERS SUPERVISING THE INSURANCE SEC TOR

The institutional framework for the supervisiontbé insurance sector is composed of
multiple stakeholders that directly or indirectlypervise the insurance sector (Exhibit
24). The concrete institutions in charge the supgm are (see section “Banking sector”
for more detail on the interaction model betweethauties):

m Unitat d’Inteldligéncia Financera d’Andorra (UIFAND ). This institution is
responsible for inspecting and supervising findnemities in ML&TF matters. It
collects and analyzes declarations from supervigadies; collaborates with
national and international authorities in ML&TF reas; prepares statistics to
evaluate the effectiveness of the measures takedh;imposes administrative
sanctions when necessary. UIFAND also submits |kEgis proposals to the
Government on ML&TF matters.

m Institut Nacional Andorra de Finances (INAF). This institution indirectly
supervises bank-owned insurance companies, wheelswarsidiaries of the banks
directly supervised by INAF. It also participates processes such as the
authorization of activities of insurance comparaeshank’s subsidiaries. With the
new regulatory framework, INAF will be in chargedifect prudential supervision
of all Andorran insurance companies. The draft Law Insurance regulation and
supervision, establishes that INAF will become thgervisory body for the
insurance sector as soon as it is implemented.

m Ministry of Finance. So far, the Ministry has been supervising all rasgce
companies operating in Andorra from a prudenti@hdpoint. Among its duties are
licensing Andorran and foreign insurance compamieswell as intermediaries,
overseeing the solvency of insurance companiegivieag external audits, and
imposing administrative sanctions when necessary. stated above, these
responsibilities will be transferred to INAF ondetnew regulatory framework is
put into practice.

In addition, two private sector associations — Agsrid de Societats Andorranes
d’Assegurances y Reassegurances (ASAAR) for bamedwand local insurance
companies, and Associaciéo d’Asseguradors d’And@#AA) for local branches of
foreign insurance companies and intermediariesanml sector-level communication
with public institutions, and look after the intste of the sector, ensuring they are
considered in all relevant forums.

1. Authorities are currently working on a first firfor the necessary regulatory changes. It is etguethat this new regulation will
be adopted by the Parliament before March 2017 (Mexeyval visit to Andorra)




REFORM OF INSURANCE SECTOR REGULATION AND SUPERVISI ON

The Government of Andorra has embarked on a faihieg reform initiative,
redesigning the regulatory and supervisory fram&wdithe insurance sector in order to
converge with international standards (Exhibit 23)is reform was already initiated with
the update on licensing and fit & proper requireteemtroduced in 2015, and is
consistent with those recommendations of the latenal Monetary Fund (IMF) in
2006, and Moneyval in 2012, which raised key comeeand detected deficiencies of
Andorra’s framework dating from 1989. The refornsalfollows the Solvency Il
Directive for European insurers introduced in Jap2816.

The Government has embarked on a far-reaching mefor
of the insurance sector’s regulatory framework idey
to converge with international standards

The 1989 law governing the insurance sector covimest main topics, all in a limited
way according to IMF and Moneyval. These deficieadiave all been addressed by the
reform:

m Supervisory powers.The supervisory powers assigned to the prudesujaérvisor
were limited to controlling the solvency of insucarcompanies. The tools that the
supervisor had to implement this control were exkaudits of the companies’
annual accounts, as well as possible actions | salsency issues were detected.

m Licensing. The law required all insurers to obtain a licenseoperate in the
Andorran market. The requirements to obtain tkeirlse included description of the
activities of the company, financial guarantees dit and proper” requirements
for managers and shareholders of insurance congpan@vever, the law did not
establish the necessity of collaboration with otimstitutions, such the police or
foreign authorities, in order to ensure the adeguat the entity regarding
AML&CTF.

m Sanctioning powers. Sanctions were limited to the powers assigned h® t
supervisor. Accordingly, sanctions were only issuedthe case of an entity
undertaking insurance activities without a licensgdequate annual accounts
(falsification, omission, or delay in submissioofstructing supervisory activity; or
non-payment of the required guarantees.

A detailed comparison with international standafals the prudential regulation of
insurance companies highlights several criticakgefpAndorra’s framework from 1989—
including consumer protection, inspection and swipem of insurers’ operations and
activities, relations with local and internationaktitutions, and the development of
recommendations.

The reform initiative, which is being led by Andas Ministry of Finance, has covered
five main elements to bring this framework intayalnent with international standards:
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Regulatory framework and powers of the supervisor

Guarantee Fund for the liquidation of insurance ganes

Law covering the insurance contract, focusing onicpgbolder's rights and
protection

Law for intermediaries and reinsurers

Law for the government of pension funds

Regarding AML regulation and supervision, Andorrfwgancial system has adapted to
international standards over the last years, aldhas some further adaptations to make
before Moneyval's 2017 Mutual Evaluation.
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EXHIBIT 26

Risk assessment:

Money laundering risk matrix in Andorra W Hon Wi ow
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Overall vulnerability

EXHIBIT 27

Relative size of Andorra’s life insurance sector compared to other
countries W viesan

Lawear than median

Total insurance premiums divided by national GDP* W Higher then meden

2015
i > - -~
& @ *ﬁ# U - “ "' )

Unit-linked

0.003 0.0 0.03 0.003 n.a 0.07
Life-savings -
insurance 0.02 002 0.009 0.23 na 0.02

Life-risk
insurance 0.003 0.004 0.003 0.002 n.a

Pensions
0.01 n.a. n.a. 0.001 n.a. 0.002

Total life
insurance 0.03 0.06 0.05

1 GDP at Current Prices
SOURCE: Ministry of Finances; Spanish Insurance sector; Germany Insurance sector; Viewswire; Departament d'Estadistica d’Andorra
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Money laundering and terrorist financing risk
analysis

Following the methodology defined by the World Batile risk of Andorra’s insurance
sector to ML&TF was considered in two dimensionsrat and vulnerability), and
ranked as medium (Exhibit 26):

m The threat posed by the characteristics of theosast further detailed in the
corresponding module (“Threat analysis”) and wasdas medium

m The vulnerability of the insurance sector to ML&E8nstitutes the analysis of this
part of the NRA report, and was rated as mediunmimndue to its relatively smaller
business volume compared to other sectors suclardgny (with €28bn AuM),
although with a high level of investment-relatedoducts and certain
internationalisation of its client base.

Although the assessment was performed for the anser sector altogether, there are
certain differences among the different playersarkbowned insurers and local insurers
— that are worth to mention. Due to their low neawvolume — especially in life-insurance

products — local branches of foreign insurance @mgs were not analysed in detail from
a ML&TF risk stand point.

Local insurers have a smaller scale, but their
AML&CTF control processes are in many cases less
sophisticated

As the matrix shows, Andorra’s insurance sectopissidered to have a medium/low risk
of ML&TF. However, bank-owned insurers have a ie&y higher larger volume, yet
they bring more advanced AML&CTF controls that Anddés Banking Groups (i.e., their
holding companies) have put in place. On the oliad, local insurers have smaller
scale; yet their control processes are in manysdass sophisticated, and they are not as
comprehensively regulated as their bank-owned eopatts as a consequence of their
scale.

INTRINSIC FEATURES OF ANDORRA'S INSURANCE SECTOR RE SULTING
IN A MEDIUM VULNERABILITY OF ML&TF

The intrinsic characteristics of Andorra’s insurasector — investment-related portfolio,
medium/high internationalisation, although witloa/Irelative size and low risk attributed
to its client profile — determine the medium vukratfity that the sector poses to ML&TF:

Relative size of the sectorAndorra’s insurance sector — and as a consequésce,
vulnerability to ML&TF — is considerably smallerath its banking sector: it had €230m
premia issued in 2015 vs. €45bn AuM in banking. iiddally, the total volume of life-

insurance premia is around 0.09 times its GDP. fitnise is considerably lower than in
other service-based economies such as Luxembaditimngugh higher than in countries




such as Spain, France or Portugal (Exhibit 27)eGihe size of Andorra’s economy and
its strong focus on services — with a very smallustrial sector —, life-insurance products
are inherently more relevant in relation to And@@DP than in other countries.

The intrinsic characteristics of Andorra’s insuranc
sector determine the medium vulnerabilthat the
sector poses to ML&TF

Product portfolio. Approximately 90% of life insurance premia in Amgoderive from
investment products, especially unit-linked, whadmpared to the rest of the portfolio
typically imply a higher threat for ML&TF. Nonetleds, they are mostly distributed
through bank-owned insurance companies (approxlyntiteee quarters of total premia
were issued by banks), which have a relatively higbphistication and
comprehensiveness in terms of AML&CTF internal piels and controls.

Volume of international business Andorra’s insurance sector also has a medium/high
volume from international clients, with approximgte&0% of life-savings business
coming from non-residents, most of them from motkeresk neighbouring countries. By
contrast, both life non-saving products and noa-liisurance products are typically
contracted by Andorran residents and/or for Andogaods. In particular local insurers,
which have shown the fastest growth in life-savipgsducts, have the highest share of
international clients. In contrast, bank-owned masige companies are significantly less
exposed to international clients, with approximat&D% of their client base non-
residents.

Client and transaction profile. Only approximately 5% of clients contracting Igaving
products from bank-owned insurance companies assifled as high risk, which reduces
the vulnerability of ML&TF of the sector. Within éal insurance companies, among
those that classify their client base accordingdk, the figure is lower than 5% of total
clients.

FINANCIAL SYSTEM'S REINFORCEMENT AS AKEY ELEMENT T O REDUCE
VULNERABILITY TO ML&TF

As a consequence of the increasing importance ef itlsurance sector and the
diversification efforts launched by the Principglifndorra has taken important steps in
recent years to reinforce its regulatory framewanki enhance the effectiveness of its
supervisory powers.

Regarding the AML&CTF regulatory framework, as asvaforementioned (please refer
to section “Common elements — financial sector’pdéarra’s financial system has
reinforced itself against money laundering by:

m Implementing a comprehensive reform in its AML riegory framework to
converge with international standards

m Reinforcing the role of the supervisor (i.e., UIFBN
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m Updating its sanctioning regime to make it more poghensive and dissuasive

Nonetheless, and as it was also detailed befageg ik still some room to further adapt
current regulatory and supervisory framework teiinational standards. Authorities are
currently working on a first draft for the necegseggulatory changes and believe it
should be enforced and implemented before March7 20&xt Moneyval visit to
Andorra)

In addition, the Government of Andorra has beerkwgron a comprehensive reform of
the prudential regulation for the insurance adtivis discussed above, this reform will
update the current regulation — which dates fro®919 and close all the gaps in this
regulation in order to comply with internationahstiards, in line with recommendations
from the IMF, Moneyval, and taking into considepatithe European Solvency Il

Directive for insurance companies.

SPECIFICITIES BETWEEN BANK-OWNED INSURERS AND LOCAL
INSURERS

The insurance sector's vulnerability for ML&TF wasverall rated as medium.
Nonetheless, as a consequence of their scale,aheertain differences in AML&CTF
governance, policies, processes, and training legtwadorra’s local insurers and bank-
owned insurance companies. In summary, the analg@stified the following
differences in the sector.

As a consequence of their scale, there are certain
differences between Andorra’s local insurers andiba
owned insurance companies

Firstly, banking groups have reinforced their caanpde functions with resources in line
with required responsibilities and regulatory ad#iph. Local insurers’ smaller scale
does not allow them to have Compliance Areas, afihothe Compliance role is

identified within each organization and normallyresponds to a top executive of the
company.

Additionally, bank-owned insurance companies legeraheir holdings’ policies,
procedures, and systems to perform Know Your CustdiYC) processes, monitoring
of transactions, and reporting to the regulatotictviare considered to be relatively robust
for industry standards. Because of their scaleallcompanies typically employ less
sophisticated (i.e., manual) processes for traisachonitoring, and follow less strict
record keeping processes.

Finally, although Banking Groups have implementedndatory annual training

programs for all their employees, they are not/falistomized for the insurance activity
(for example, cases used in these programs refet@banking clients). Local insurers
also have training programs, but these are gegaratl systematic and their frequency




vary — in some cases taking place every two tethears and provided by external parties
such as UIFAND.

Looking forward, if the sector keeps growing inesimore strict AML&CTF governance,
controls, policies, and procedures will need t@bfrced through increased supervision
and control of the entities.

Bank-owned insurance companies

Given the extensive initiatives already undertakgrmAndorra’s banks in AML&CTF,
the compliance function controls and effectivenafstheir insurance subsidiaries have
increased overall.

Governance and authority of the Compliance function AML&CTF monitoring and
control is performed by the Compliance functionraf banks, which in recent years have
been provided with additional resources in ordesatisfy the requirements of new
financial regulation in Andorra. Chief CompliancéiGers (CCOs) typically have a high
degree of authority and independence, includingaicommunication channels with the
Boards of the banks.

Independent testing review.As required by law, all insurance companies perfan
external audit focused on AML&CTF. Additionally, ghinternal Audit area of each
Banking Group supervises the Compliance functiothefinsurance company in AML
matters.

Given the extensive initiatives already undertakgn
Andorra’s banks in AML&CTF, the compliance function

controls and effectiveness of their Iinsurance

subsidiaries have increased overall

Development of internal policies, procedures, andontrols. Bank-owned insurance
companies externalize KYC processes to their par@mipanies, which have strict and
robust KYC processes and databases that claskdiyeats by risk, and trigger enhanced
due diligence for all high-risk clients. Likewiséhe banks ensure that all client
information is stored in digital format; maintaiobust policies for record keeping; and
monitor and evaluate suspicious operations arifiom their insurance subsidiaries.
However, although Andorra’s banks have increasesr tinternal capabilities by
investing in new technologies for transaction manniiy and analysis, these technologies
and their associated processes still require furtime-tuning to calibrate the alerts
generated to the risk profile of clients.

Ongoing training and culture. Training on AML&CTF is mandatory for all staff of
Andorra’s Banking Groups, including employees ofeithinsurance company
subsidiaries. Courses and materials are providethédyCompliance Area of the bank,
which monitors implementation and ensures thaewrployees pass the required tests.

93




However, there is still a need to further tailous®es and materials to the insurance sector
by providing detailed examples related to insurance

Local insurance companies

Because Andorra’s local insurance companies ddeloing to larger financial services
groups, they have less resources and capabili@esieir bank-owned counterparts have
to implement comprehensive AML&CTF processes. Asslt, they have a relatively
higher degree of vulnerability to ML&TF. Lookingriward, if the sector keeps growing
in size, the supervisor should be allocated sefficiresources to provide detailed
oversight of these entities.

Because Andorra’s local insurance companies do not
belong to larger financial services groups, theyéess
resources and capabilities than their bank-owned
counterparts

Governance and authority of the Compliance functionDue to the small size of local
insurance companies, the Compliance function i@y run by one person who has
other responsibilities in addition to AML&CTF. Hower, that person is generally a top
executive of the company, which increases the aityhaf the function.

Independent testing review.As required by law, all insurance companies perfan
external audit focused on AML&CTF. However, becaakéheir size, local insurers do
not have internal audit areas to perform AML&CTFesific audits.

Development of internal policies, procedures, and omtrols. Local insurance
companies’ KYC procedures require the identificattbthe policyholder and beneficiary
as part of client due diligence, and the checkimghe source of funds if the policy value
exceeds a certain amount.

Companies also use Namebook lists to check thdiigeri clients before contracting.
Additionally, due to the size of the companies, ynelrents are personally known by the
employees. However, there are several areas famiement with regard to KYC. In
some cases, clients are not classified by théirisfile, and as a consequence enhanced
due diligence measures for high risk clients areapplied. Likewise, some companies
still use physical record keeping, which puts fatigentification of client information at
risk. The implementation of systems and increaseitomation of transaction monitoring
would improve operational efficiency and efficadydetection and analysis of suspicious
transactions.

Ongoing training and culture. All new employees of local insurers are providdthw
AML internal policies, as well as regular updatesthese policies. Additionally, all
employees attended a special course on AML&CTHosudIFAND in 2013. Companies




should also include a corporate code of conductefmployees and more frequent
trainings, including the evaluation of the emplayeadergoing these training programs.

Local branches of foreign insurance companies

The size of life-savings premia issued by delegatiof foreign insurers in Andorra is
less than 2% of total volume. Additionally, it iorth to mention that these companies
leverage the AML&CTF policies, resources, and cépiss of their holding companies,
which in most cases are even more comprehensivestaiot than those of Andorran
banking Groups. This undermines the ML&TF risk tiese players imply to the system.
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Action Plan

Based on the vulnerability assessment set out altbgegovernment of Andorra has
developed, together with the private sector anshatlived institutions a detailed action
plan to build on the progress of recent years arttiér reduce the risk of ML&TF. The
action plan includes cross-sectoral initiativesfefmed above) and sector-level
initiatives relative to the insurance sector.

INSURANCE SECTOR INITIATIVES

m Implement a comprehensive regulatory frameworktferinsurance and reinsurance
companies operating in Andorra to converge witterimational standards and
transfer the prudential supervisory duty to INAF.

m Foster sectoral initiatives to share best practiceAML training and risk culture.

m Increase customization of AML training programs cfeally to the insurance
sector's employees and roles.

m Implement risk scoring of clients in all local imance companies, especially in
those with life insurance products.
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EXHIBIT 28

Composition of Andorra’s securities sector

Market share Type of business,

Main focus Players % AuM, 2015 % AuM, 2015
Bankowned * Brokerage  ANDBANK | gy
Asset business 165% 0.1%  100%
Manage- (~60% oftotal A& MORABANC 21.9%
ment AulM)
companies 61.6%
ﬁ‘ Credit Andorra
1 d'Andorra

I l BancSabadell

D

Local Asset ® Financial

Manage- Advisory and A
ment Discretionary UNIVERSAL
Companies Management GESTIO

45.1%
EEIMARGE

. 3
i" Other 30% 4.2%

Broker- Funds Discretio- Financial Total
age Mgmt nary Advisary
Mgmt

1 Over total AuMs of 18.1 €Bn

SOURCE: Andorra's Securities Sector

EXHIBIT 29

Asset Management business in Andorra

Local asset Bank-owned

Business
managers asset managers

Without = Private bankers provide financial
x @®—| advisory to banking clients — out of

Financial the scope of this module

advisory  With ‘/ ‘/
mandate o—" Individual clients are advised by
private bankers — although the

mandate is executed by the asset
mgmt. subsidiary
= |nstitutional clients have direct

/ communication with the asset
Execution x mgmt subsidiary

® = Centralized execution
---------------------------------------------------------- = Relation with external brokers
(counterparties) for international
market access (e.g., UBS,
Clearing, Citigroup, Santander, Morgan
settlement, x Stanley)
custody, and
depositary s—|* Centralized custody for most part
of funds managed
__________________________________________________________ Selectively work with external
° custodians (e.g., Euroclear, BNY

Mellon, Clearstream)

Own product x /
(funds’ mgmt.) ._{ * Commercialize own investment

vehicles for some clients




Andorra’s asset management sector

The securities sector in Andorra, and the scopthisfreport, is limited to the Asset
Management sector, since there are no other tylpgscarities companies operating in
the country.

Andorra’s asset management sector has AuM amouati@tdbn, equivalent to 5.6 times
the Principality’'s GDP (Exhibit 28). Although smallthan banking, asset management
represents a significant proportion of a finansevices sector that together contributes
22% of Andorra’s GDP. It is composed of bank-owassget managers and local players,
with the first holding approximately 94% market shéExhibit 29):

Asset managers owned by Andorra’s four main banksMora Gestié d’Actius, Credi-
Invest, Andorra Gestio Agricol Reig, and Sabad@hdorra Inversions.

These institutions are wholly owned subsidiariesAoforra’s banking entities and
altogether hold a market share of about 94% of Ard®asset management sector.

As part of their private banking business, Andofbanks providéinancial advisory to
individual clients through their relationship maeegy In this case, the client is the one
making investment decisions under the private beslalvice. This business was not
considered under this section (see “Banking sejtsirice it falls under private banking.

If the client decides to go one step furthetiscretionary management— the banking
entity acquires the mandate to operate with tlentk funds, always taking into account
its risk profile and desired return. In this cgseyate bankers are the ones that maintain
the relation with the client, although the investindecisions (under the risk profile that
has been jointly defined by the banker and thentliare made by the employees of the
asset management company. In any case, the ckedsrto open a specific account in
the bank and sign an agreement allowing the etatipperate with his funds.

Andorran banks perform discretionary managemeridtin, residents and non-residents
(39% of AuM belong to non-residents), and oncehiliginess relationship is established
their funds are always managed centrally from AraldFhese are normally invested in:

m Bank-owned investment vehicles, which can be latate Andorra or in other
countries where the bank has operating investmehicles (e.g., Switzerland,
Luxembourg)

m Other international investment products not owngdhe bank (e.g., international
equities, fixed income, derivatives)

It is worth to mention that discretionary managetr@ients do not operate with their
own accounts (those created specifically for thisiteess), and therefore cross-border
transactions cannot be performed directly by them.

In contrast to individual clients, institutions geally have direct contact with the banks’
asset management company — although they alsaeddoiopen a specific bank account
and therefore become its customer.

Asset managers owned by banks are also presdmhnakerage businessunder which
they carry the execution, custody, settlement,depbsitary of their clients’ orders.




Execution tables are present at the banks’ heattqadfor those orders related to funds
managed from Andorra), and although they centrdheeorders’ execution, they also
leverage from renown counterparties (internatiomabkers) to gain access to

international markets (since Andorra does not hits’®@wn stock exchange). Typical

counterparties include UBS, Santander, Morgan 8yaauhd Citigroup.

In what regards custody, settlement and deposai#thgugh most clients’ funds are under
each bank’s custodian, external parties such as BlNon, Clearstream, Euroclear are
occasionally employed for this purpose. In thissgerthe fact that such international
custodians and brokers maintain ongoing relatiomis sndorran banks puts additional
pressure on the sector to comply with AML&CTF imt&tional standards.

Finally, Andorran banks also have their own investhproducts (collective investment
funds) that are produced and commercialized ta thwen clients. This falls under the
category ofunds’ management.

Local asset managersFimarge Societat Financera d’Inversié, Meriden IRMjversal
Gestio, Ivori SGP, Andobel, Alfa Quest Saboya Asses Perikles Advisory, Alkimia
Capital, and AGISA.

These nine players are relatively small-sized lgoahpanies based in Andorra and with
no subsidiaries abroad. They focus on financialismaty services and discretionary
management, and operate through bank accounts ddrfais banks, since cash is not
used in their business. Their operations are mahfigem Andorra, and all of them have
a close relationship with their clients — mostlefh Andorran, Spanish and French who
need to travel to Andorra since local asset masad@not have branches abroad — which
reduces the vulnerability of ML&TF. All depositasieof local asset managers are
Andorran banks (no foreign depositary is used)

Although their operations are managed from Andosmane of these players are also
authorized to operate with their clients’ fundsvien countries such as Luxembourg,
France or Switzerland, where clients have othepaats opened, are looking to diversify
(in terms of country risk) and where Andorran assahagement companies are allowed
to operate. Clients do not carry international $fanof funds directly, since investment
decisions are made by the asset management comfarder a discretionary
management arrangement).

In some cases, local asset management companiesnp@mnibus transactions with
their banking counterparties, which may pose certdentification risks since client

information is not checked twice (namely, by the Ailih and by the bank). However,
these cases are isolated and represent only 1%madrAa’'s asset management AuM.
Additionally, all banks classify omnibus accounts faigh risk, which implies the

corresponding enhanced due diligence and additmordtols.
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Regulatory framework and supervision

MULTIPLE STAKEHOLDERS SUPERVISING THE ASSET MANAGEM ENT
SECTOR

The institutional framework for the supervision lidnking institutions also applies to
asset management companies (see section “Comnmoardketo the financial sector” for
further detail on this framework and the interacti®tween authorities)

In addition, there is a private sector associatiossociacio d’Entitats Financeres
(ADEFI) — that channels sector-level communicatigth public institutions and looks
after the interests of the entities in the sector.

AML&CTF REGULATION FOR THE ASSET MANAGEMENT SECTOR

Equally to what happens with supervision, AML&CTHsegulatory framework for
Andorra’s banking institutions also applies to assanagers with no exception. In this
respect, Andorra has been evolving its regulationconverge with international
standards, although certain gaps have been id=htfid are required to be implemented
before Moneyval’'s 8 Mutual Evaluation assessment in 2017 (see set@Gommon
elements to the financial sector” for further detam the comprehensiveness of the
AML&CTF regulatory framework)




EXHIBIT 30

Rish assagsmant:
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Money laundering & terrorist financing risk
analysis

Following the methodology defined by the World Bate risk of Andorra’s asset
management sector to ML&TF was considered in twmetisions (threat and
vulnerability), and ranked as medium (Exhibit 30):

m The threat posed by the characteristics of theosast further detailed in the
corresponding module (“Threat analysis”) and wasdas medium

m The vulnerability of the asset management sectbii& TF constitutes the analysis
of this part of the NRA report, and was rated adioma high

There are two differentiated types of players witlihis sector: bank-owned asset
managers, with approximately 94% market share itMAand mainly focused on
discretionary management and brokerage, and |I@salt ananagers, with a lower scale
and providing mainly financial advisory and disaeary management.

On the one hand, bank-owned asset management cm®pame integrated in their
banking entities, and all their clients are by digfn also clients of the bank. In other
words, the compliance function, onboarding CDD prhaes, transaction monitoring and
reporting mechanisms applied by the banks extendther asset management
subsidiaries, ending up in an equivalent levelwhegrability.

In what regards local asset management compah@sptesent a relatively lower scale
than banking groups and therefore their compliaaEas, systems for transaction
monitoring, and CDD procedures are less sophisticaiowever, the fact that in order
to operate with their clients they need to openaanount in an Andorran bank,
significantly increases the AML&CTF controls perfoed over them. In sum, their
vulnerability ends up being relatively similar twat of the banks since clients’ identity,
transactionality, and any other aspect relativeNt &CTF are double checked (both by
local asset managers, and by banks)

In some specific cases, local asset managementasoegperform omnibus transactions
with their banking counterparties, which may poseain identification risks since client
information is not checked twice. However, thesgesaare isolated and represent only
1% of Andorra’s asset management AuM (€140 Mn)

THE INTRINSIC FEATURES OF ANDORRA'S ASSET MANAGEMEN T
SECTOR RESULT IN A MEDIUM VULNERABILITY OF ML&TF

The relative size and intrinsic features of theehssanagement business represent a
medium vulnerability of ML&TF in Andorra.

Relative size of the sectorAndorra has significant exposure to the asset gemant
sector, with AuM 5.6 times national GDP. Moreovbe sector is proportionally larger
than those of neighbouring and comparable counsiesh as Spain, France, and
Luxembourg, especially in brokerage and funds meamegt.




EXHIBIT 31

The threat of money laundering varies across
those products and businesses offered in Andorra

Asset Management activity

Hiicit
activity

Placement

Discretionary
management

= Trust accounts
= Nominee accounts
= Omnibus accounts

Funds Management

= Trust accounts
= Nominee accounts
= Omnibus accounts

Protability of being used for motey
Eoumesing in any of its phases
Low probabiity
Meium probabiity
Il Hion probabisty

Brokerage

= Trust accounts
= Nominee accounts
= Omnibus accounts

Layering &
Integra-
tion

Financial advisory
Equities

Bonds

Investment Funds
Structured Products
Money Market &
other

SOURCE: FATF; UNODC

Discretionary
management

Equities

Bonds

Investment Funds
Structured Products
Money Market & other

Funds Management

= Equities

= Bonds

= Investment Funds

= Structured Products

= Money Market & other

Brokerage

Investment Funds
Structured Products
Money Market & other

EXHIBIT 32

The high intrinsic risk of ML&TF in brokerage services, especially in the

most liquid and internationalized products

Breakdown of total securities AuMs by business type in Andorra

Probabiity of being used for money

Taundering inany of is phases

[] vLow provaviity
Mexium probability
[l iion protanisty

2015, €Bn
05 3.4 4.0 1.2
Investment
Ianedstment 01 Investment Funds
unds
Funds Investment 28
(1.2) Funds
(1.9)
Bonds
Bonds 0.1 (2.4)
Equities 0.1 Equities
(2.6)
Structured
Products ) iti
\_‘ E(:glg)es Structured Products
m""keyt ) Equities -3
arkef i Money Market (0.8)
Other 0.0 02 0.2 Other (1.2)
01____ | 0.1
Financial Discretionary Funds Brokerage

Advisory Management Management

SOURCE: Securities Sector of Andorra, team analysis, FATCA methodology, interviews
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Product portfolio. Approximately 40% of total AuM derive from investmt funds and
money market instruments. These products haveligjgidlity, so facilitating the transfer
of funds for potential money launderers (Exhibiy 31

It should be noted that typical asset managemédaitiecklaundering schemes are normally
found in the layering and integration of funds, aed so much in their placement in the
system. Money laundering in asset management ysonablve transactions that do not

match the investor’s profile, and/or yield low @gative return on investments.

The asset management sector’s largest busineseseghirokerage — presents a high
intrinsic vulnerability to the system, mainly dueits large business volume (€7.5bn) and
high internationalisation (nearly 60% of AuM arerfr international clients). Product
diversity and complexity — according to the Worldrn®’s methodology for the ML
vulnerability assessment diverse portfolios withmptex instruments increase the
inherent vulnerability of the institution type —adso relatively high for this business,
since it has the highest proportion of structunemtipcts, preferred stock, and derivatives
(15%) of all businesses. Other products within plogtfolio of Andorra’s brokerage
business include collective investment funds (19@6)yity (24%), and fixed income
(24%) (Exhibit 32).

Additionally, complex products according to MiFIDnply 24% of total brokerage
volume (vs. 16% sector’s average)

Funds managementand discretionary managementrepresent the second and third
largest business segments, with €3.6bn and €2.4livi. A'hese businesses have a
medium-low risk of ML&TF due to the lower internamialisation level, low complexity
of product portfolio (mostly based on fixed incoar& collective investment funds, and
with less than 12% complex products according tBIM), and liquidity (since the client
cannot directly operate with its funds, the effeetiliquidity of the portfolio is
significantly reduced, thus adding difficulties toe movement of funds within the
system)

With €0.5bn AuM financial advisory is the smallest business segment within the sector
which significantly reduces its risk. Although appimately 70% of AuM come from
international clients, personal contact with clgeistvery common in the industry, which
reduces the relative ML&TF risk.

Client profile. The asset management sector is characterized bigha share of
international business (approximately 49% of AndsrrAuM are international),
especially in brokerage (62% international AuM) ahskcretionary management (33%
international AuM).

Additionally, 17% of total AuM belong to 2,979 imtational legal entities, out of which
3 ultimate beneficial owners from FATF countriesthwistrategic deficiencies in
combating money laundering have been identifieth vatal AuM of €0.6bn.

Regarding individuals, 32% of total AuM belong ke 45,000 international clients. Out
of these, there are only 6 from FATF countries giftategic deficiencies in combating
money laundering (with total €0.9bn AuM), and 78&mational PEPs (with average
AuM of €0.12M per client and none of them from FATBuntries with strategic




deficiencies in combating money laundering). Ak timternational PEPs identified in
Andorra’s asset management sector belong to bargtimgps — none of the local asset
managers have such clients.

Equally to what was mentioned in the banking seatowhat regards to foreign clients,
obliged entities are required by law to “ascert#i@ identity of their customers and of
their beneficial ownership by requiring them to gmet an official document when
establishing any business relationship” (Art. 4%ha&f Law 28/2008)

Additionally, in what regards to PEPSs, since afleisnanagement clients are required to
have a bank account in Andorra, the same enhanb@&la@d monitoring of transactions
that is applied in banks applies to asset managers:

m Onboarding: enhanced CDD procedures are applieall tBEPs, which include
proving the lack of negative information in puldicurces (press) and the check vs.
international lists (public lists by UIFAND/BatlliaWorldCheck, Sanctions
Screening, Dow Jones, Informa, NameBook). Additignahe acceptance of
national PEPs in all cases needs to be approvethdoyCompliance Area, and
international PEPs by the designated Internal @biody of the bank (in some
entities also by the Executive Committee of thekipalt is worth to mention that
one entity does not currently accept internati¢tzPs.

m Monitoring: As high risk customers, all PEPs arbjsat to regular monitoring of
transactions by the Internal Control Body, regaatomatic identity checks with
international lists, and the daily automatic reviefwransactions.

Furthermore, as specified in Andorra’s AML reguatiArt. 49 fourth of Law 28/2008),
in relation to transactions or business relatigoskwith politically exposed persons who
reside abroad, the financial parties under oblogaéire required to:

m “Have appropriate risk-based procedures to determihether the customer is a
politically exposed person”

m “Obtain approval from management to establish mssrelationships with these
customers”

m “Adopt adequate measures to determine the soureeeafth and funds that are
involved in the business relationship or transactio

m “Conduct enhanced ongoing monitoring of the busimetationship”

Finally, regarding those customers that are ressd@rhigh risk jurisdictions, equally to
what happens with PEPs, specific onboarding andtororg measures are also applied.
As it was mentioned before, those policies in pfacdanks also apply to asset managers:

m Onboarding: the acceptance of clients from higl figrisdictions need to be
approved by the designated Internal Control Bodthefbank and be supported by
the necessary documentation proving the lack ofatneg information in public
sources (press) and the check vs. internationtal(figiblic lists by UIFAND/Batllia,
WorldCheck, Sanctions Screening, Dow Jones, InfoiaaneBook)
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m Monitoring: clients from high risk jurisdictionsecategorized as high-risk, and as
such specific measures are applied to their mangde.g., regular monitoring of
transactions by the Internal Control Body). Additdly, transactions with high risk
countries are monitored via Sanctions Screening IEg\Vand all of them are
reported to the Chief Compliance Officer. In sorases, any transaction with high
risk countries and/or high risk clients needs t@approved by Compliance ex ante

In conclusion, authorities believe that even thotingiie exists certain volume of high risk
international clients in Andorra’s asset managermsentor — PEPs and clients from high
risk jurisdictions —, since CDD and transaction itmimg processes are in all cases
carried by banks, their policies and processea@eguate to control their risk.

REINFORCING THE FINANCIAL SYSTEM TO REDUCE VULNERAB ILITY TO
ML&TF

Regarding AML&CTF, as it was aforementioned, Anddsrfinancial system has
reinforced itself against money laundering by:

m Implementing a comprehensive reform in its AML riegory framework to
converge with international standards

m Reinforcing the role of the supervisor (i.e., UIFBN
m Updating its sanctioning regime to make it more poghensive and dissuasive

Since the asset management sector is subject &athe AML regulatory framework
(Law 28/2008) as banks and is, by virtue of the, laubject to the same sanctioning
regime than that of banks, those deficiencies tledefor the banking sector are also
applicable for the asset management sector (sémrsé€ommon elements of the
financial sector” for more detail)

In terms of supervisory effectiveness, it is wartting that whenever UIFAND carries
an on-site inspection to a banking entity, it algervises its asset management
subsidiary. This adds a total of 6 full scope dme-sispections in 2014 (2 to banks and
4 to asset managers), and 1 in 2015 (to a bank)

SIMILAR LEVEL OF VULNERABILITY TO ML&TF AMONG THE D IFFERENT
PLAYERS

As it was mentioned before, asset management slierindorra are required to open a
bank account with one of the local banks in orderoperate with their funds,
independently of their residency and nationalitg. dA\consequence, additionally to any
AML&CTF action/control taken by the correspondingset management company, all
clients’ asset management operations are subjélcetiobanks’:

m Customer due diligence procedures (including endd@DD when applicable)

m Transaction monitoring

m Internal policies




m Compliance function governance and control

In other words, the medium ML&TF vulnerability dig asset management sector is in
line with that of the banking sector, and derivesif those conclusions already drawn in
the banking module. Namely:

m Andorran banks have provided their Compliance fionstwith additional resources
and capabilities in line with their required respilities, reinforcing their
independence and authority and increasing thesctl@dommunication lines with the
Board of Directors. Moreover, in addition to indegdent audits required by law, the
banks have hired external advisors to assess WBIL&CTF procedures
voluntarily

m The sector has strong onboarding KYC policies aratgsses, but it has only
initiated ongoing KYC procedures for its full cliebase; going forward, these
procedures should be implemented comprehensivétgwlise, over the last years
Andorran banks have rapidly adapted their system tachnologies for the
monitoring of clients’ transactions, but still netdfurther calibrate the automatic
assignation of risk to client profiles — especidtly low volume transactions

m The legal framework (Law 28/2008 and Decree 20013} requires entities to
adopt the necessary measures for the trainingeaféimployees in AML&CTF. All
banks have annual training programs centrally mashdy their Compliance units,
covering information regarding legislative, polgi@and internal regulatory changes.
In recent years, AML&CTF training programs have extended to the entire
workforce and the number of training hours per @ygé has tripled — from 2.3
hours in 2013 to 7 hours in 2015. Nonetheless,ooughtion towards the asset
management business should be increased, espeacitily practical examples that
are typically provided in the courses

Bank-owned asset management companies

Bank-owned asset management companies are fulleawobsidiaries of Andorra’s
banking groups.

In what regards to AML matters they are fully inttgd in the holding company,
meaning the Chief Compliance Officer of the bank &s team carry all functions in
respect to the asset management subsidiary’s AMiditionally, when UIFAND carries
out on-site inspections to a banking entity, itoassipervises their asset management
subsidiary from an AML stand point as a whole.

Finally, regarding suspicious transactions momitpmnd reporting, approximately 50%
of STRs reported by banks (see section “Bankintpsefor detail on banks’ STRs) are
related to private banking clients whose fundsnaa@aged by the bank. In other words,
although banks’ STRs are not directly related specific asset management product or
activity, most of them come from clients whose fsinalre managed by the asset
management company of the bank.
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Local asset management companies

Because Andorra’s local asset management compdaiast belong to larger financial
services groups, they have less resources and ittgsbthan their bank-owned
counterparts. Nonetheless, any control put in ptgcenese players — all of them classify
their clients by risk, perform enhanced due dilgeeprocedures on singular clients and
transactions, and follow a thorough review of glemations — is always incremental to
those already exercised by banking entities on ttieints.

Governance and authority of the Compliance function

All local asset management companies have int@olalies and procedures on AML &
CTF and their compliance-specific resources (1 ope2 entity) are sufficiently
empowered to make decisions and perform their slutie

Independent testing review.

As required by law, all asset management compgme®rm annual external audits
focused on AML&CTF. These audits are thoroughlyieexed by UIFAND for the
purpose of carrying its off-site inspections. legh cases in which authorities were not
satisfied with the work done in these audits, theposed to change the external auditor.

Local asset management companies do not have ahtandit areas due to their scale.
Development of internal policies, procedures, andontrols.

Due to their scale, local companies typically empieanual processes for transaction
monitoring, but all transactions are reviewed thigidy by the company’s management
in the respective quarterly committees.

Regarding ongoing customer due diligence, the ssiadl of the client base of these
entities allows them to review all client inforn@tiquarterly to ensure that every data is
updated. In addition, most clients are personaliyin by the employees, being personal
contact required for business relationship.

Local asset management companies do currently gmgsweral KYC procedures,
including identification of the ultimate beneficialvner as part of client due diligence,
and the checking on the source of funds.

Companies also use NameBook lists to check theitgest clients before contracting.
Although entities have not declined any client dgrR015, it is important to point out
that they only accepted 10 clients per entity @&aryon average.

Nonetheless, equally to what happens in otherdiations, the level of Suspicious
Transaction Reporting to UIFAND is low comparedtber industries — asset managers
had no STR in 2015.

Ongoing training and culture.




Due to their lower size, local asset managemenpamnies leverage external specialized
firms for their yearly training of employees in AMICTF matters. Additionally, all
employees attended a special course on AML runIBAND in 2015.

Although all entities have committed to providingayly training to all employees, they
should ensure all of them attend these programssgsigmatize this practice looking
forward — not all employees of the sector recei&itl training programs during 2015.

Finally, in order to ensure all employees behawteuithe same ethical standards, they
must read and sign a company-specific Code of Ganduhich contains specific
provisions on AML&CTF matters. Any integrity issigenormally considered as a reason
for dismissal of the employee.
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Action Plan

Based on the vulnerability assessment set out altbgegovernment of Andorra has
developed, together with the private sector anohatllved institutions a detailed action
plan to build on the progress of recent years arttiér reduce the risk of ML&TF. The
action plan includes cross-sectoral initiativesfeimed above) and sector-level
initiatives relative to the securities sector.

SECURITIES SECTOR INITIATIVES

Since all clients to asset management companieasoelients of Andorran banks, all
measures considered for the Banking Sector’s apl@malso need to be considered in
this section. Additionally, specific measures faset management companies are
proposed:

m Continue reinforcing training programs of localetsmanagers in order to provide
all their employees with annual AML&CTF training.

m Increase the level of customization of traininggreams to the different types of
employees, especially in banking entities, by pimg specific examples and
modules to those employees of the asset manageuesitiary.

m Increase the digitalization of physically storeebist information and its treatment,
especially in local asset management companies.
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EXHIBIT 33

Andorra’s postal sector — composed of 2 foreign players

Business volume
Total funds sent/received 2015. € Mn

Player Description

= Part of the Spanish
Group Correos

@D Number of offices in Andorra

Remittances 52
= Main activities in
Andorra comprise Wed
S money reception/ esicm 32
KRR shipping through Union
Correos and
Western Union Total 83
* Part of the French
company La Poste  gemittances | 05
* Money reception/
. shipping and postal
= current accounts Accounts 6.0
for Andorran
LA POSTE residents
Total 6.5
1 Opening of the account must be done in France
SOURCE: Informe de Autoevaluacion del Riesgo ante el Blangueo de Capitales y |a Financiacion del Terrorismo
{Correos); Interviews; Biannual audits
EXHIBIT 34
Both players are subject to Andorran regulation as well as Sl
their local legal requirements L A e
: P, e
Seorreos & o ()

| Law 43/2010, of 30 December, on the |
| Universal Postal Service, User Rights |
i and the Postal Market !

semr regu;ation s . . 4 A S, o b o S, . b, . 2, S . o S _LL___L___ — v oy o s ey . o, i S o
| Collaboration agreement (1930) authorizing Correos and La Poste to operate in :
| Andorra! I
R O G d
{Law 1072010, of 28 Apri, prevention § | | |
AMLACTE ! ]?f money laundering and terrorism . 1 French Monetary and Financial Code .
specific 'L_IP_aP_CI_n_g ________________________ d it i ] !
= e e e e e e e e e o e o e ot e o oS e e fed o o e e o e o
regulation | Law on International Criminal Co-operation and the Fight against the :
'L_Laundering of Money and Securities Deriving from International Delinquency |
________________________________________ -

Supervisors

| National Commission of the Postal
General | Market (Ministry of Development)
supervisor

i [;ﬁqm g

i
BANQUE DE FRAMNCE j
1
EUROSYSTEME :

|

1 [ 1
AML&CTF : SEFBLAC P ‘——’—mﬁ‘_‘ |
'SpECiﬁC :.__' S e e e S e '____'_I _I g e g P ey St i e i, il Yo e '_I
supervisor | «© :
! UIFAND |

¥ ejecucion del sendcie, de Comeos en los Vales de Andorra
of France, of Andorra, UIFAND. Sepblac, Tracfin
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Andorra’s postal sector

Financial services altogether contribute 22% to@&rals GDP. Postal services, although
part of the sector, imply a relatively small pdrttdtotal volume implies ~0.5% of GDP)

Two entities, Correos and La Poste, offer remiteaacd
postal account services in Andorra

Two entities, Correos and La Poste, offer remittamnd postal account services
in Andorra (Exhibit 33):

Correos. Part of the Spanish Group ‘Correos’, with totaldarsent or received in 2015
amounting to €8.3m. Its main activities comprisdiaral remittances in Andorra,
international remittances to countries where Carieas collaboration agreements, and
money reception/shipping under the brand of Westénion to those countries where
Correos has no collaboration agreements. In thisclase, all transfers through Western
Union are carried in Correos’ branches, under & € 3,000 every three months.

La Poste.Part of the French ‘La Poste’, with total funds tsen received in 2015
amounting to €6.5m. Its main services are monegptan and shipping to France (i.e.,
remittances), and postal current accounts for Arasoresidents.




Regulatory framework and supervision

Andorra’s postal sector is regulated by the 193afiy between the Principality and the
Government of Spain and France, allowing Corredd.arPoste to operate their branches
in the country. Although this Treaty does not speciany prudential
regulation/supervision of the sector, both playanes indirectly subject to their parent
company’s market regulatory and supervisory requargts, additionally to Andorran
AML&CTF regulation and supervision (Exhibit 34).

It should be noted The Ministry of Finance togetiwéh the INAF are carrying out an

analysis on the conditions for the authorisatianpiost offices within the framework of

the transposition of Directive 2007/64/EC of thedpean Parliament and of the Council
of 13 November 2007 on payment services in thenatemarket amending Directives
97/7/EC, 2002/65/EC, 2005/60/EC and 2006/48/ECrapdaling Directive 97/5/EC.

In what regards AML regulation and supervision,oatiged entities, both entities are
subject to Andorra’s Law 28/2008 on Internationaht@inal Co-operation and the Fight
against the Laundering of Money and Securities\iegifrom International Delinquency
and supervised by UIFAND in AML&CTF matters.

Additionally, the holding companies (Correos andHaste) of Andorra’s postal offices
are governed by their home countries regulationsaipetrvision, which indirectly affects
their branches in Andorra:

m Postal activity in Spain is regulated by Law 43/2010, and in Framgéhe French
Monetary and Financial Code in France (La Poste)p#rt of a holding company,
branches from both Correos and La Poste in Andameasubject to their market’s
local regulation.

m Specific regulation on AML&CTF in Spain is governed by Law 10/2010 on the
prevention of money laundering and terrorism finagc and in France by the
French Monetary and Financial Code.

m Prudential supervision of the postal activity is exercised by Spain’s ibiadl
Commission of the Postal Market (in the case of€®) and the Banque de France
(in the case of La Poste).

m AML&CTF supervision is exercised by Spain’s SEPBLAC (in the case ofé€s)
and France’s “Authorité de Controle PrudentieleRé&solution” (in the case of La
Poste, or La Banque Postale as its banking subgidimamed).
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EXHIBIT 35

Risk assessment:

Money laundering risk matrix in Andorra W Hon Wi ow
National Risk Assessment W vedumhih [l Low

Medium
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EXHIBIT 36

The intrinsics of money ordering services in Andorra — resulting in
reduced the threat of ML&TF

Distribution
EU
Non EU
- 33.0%
o"gml B FATF countries with strategic
destination 1 deficiencies in combating money
66.5% laundering
Personal/Familiar reason Average transaction
Invoice payments % Average
Reason for 25% W Otners money order
money ordering 63%
Money orders
below 1,000€ |
6% Other Natural Persons
18% E,
10% e oloyees
Client activity . Bl StucentsiRatirees
. Pharmacies
60% Other Legal Entities

1 Incudes 2 remiitances io Bosnia & Herzegovina and 11 io Uganda for a total of €11,751
SOURCE: Informe de Autcevaluacion del Riesgoe ante el Blanguee de Capitales y la Financiacion del
Terrorisme (Correos), Interviews




Money laundering and terrorist financing risk
analysis

Following the methodology defined by the World Battke risk of Andorra’s postal
sector to ML&TF was considered in two dimensionsr€at and vulnerability), and
ranked as medium/low (Exhibit 35):

m The threat posed by the characteristics of theosast further detailed in the
corresponding module (“Threat analysis”) and wasdas low

m The vulnerability of the postal sector to ML&TF &titutes the analysis of this part
of the NRA report, and was rated as medium

Funds transfer services in Andorra are performethbyspanish and French post offices,
which prudential supervision is carried in theirroeountries to their headquarters. The
Treaty signed in 1930 with Spain and France didwhsider any local prudential

regulation so these two entities are covered by#tenal regulation in Spain and France.

Since postal offices are obliged entities subjechindorra’s AML Act, they are subject
to the same regulation and supervision as bankitiiess, asset managers, and insurance
companies. In particular, Andorra’s financial systeas reinforced itself against money
laundering by:

m Implementing a comprehensive reform in its AML riegory framework to
converge with international standards

m Reinforcing the role of the supervisor (i.e., UIFBN
m Updating its sanctioning regime to make it more poghensive and dissuasive

Nonetheless, there is still some room to furthepadurrent regulatory and supervisory
framework to international standards (see sect@animon elements to the financial
sector” for further detail on the specific defiotées for the postal sector)

The strict limits imposed on unitary transactiomsldhe
client profile reduces the risk significantly

The strict limits imposed on unitary transactionsd athe average client profile
significantly reduce the risk of the sector (eayerage money order is 280 €). However,
the processes for transaction monitoring and ragpare relatively manual, and the scale
of the players does not allow them to have the sasmurces that other financial entities
do.
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INTRINSIC FEATURES OF ANDORRA’S POSTAL SECTOR RESUL TING IN A
LOW VULNERABILITY OF ML&TF

The intrinsic features of Andorra’s postal secteduce its vulnerability to ML&TF
(Exhibit 36). This, together with the high numbéioperations carried by the sector — in
2015 La Poste and Correos carried more than 3Ir@@ittances, and around 11,000
transfers through postal current accounts at arageeof € 280 and € 540 respectively —
translates into the high amount of suspicious &etisn reports compared to its relative
size (5% STRs in Andorra since 2011 were reporteith® postal sector)

The average value of money orders is approximately

€280, and 95% of all money orders have a valuewelo
€1,000

For money orders, these intrinsic features include:

m Origin. The origin and destination of most money ordees $pain, France, and
Portugal — countries with a moderate risk of ML&TF.

Non-EU countries include Philippines, Peru and Chhe @¢ountries with the largest
amount of funds transferred), which had total vaduaf operations of € 632k, €
237k, and € 140k at an average value of €293, €2&b£280 per operation.

Countries considered to have strategic deficienoi@®mbating money laundering
by the Financial Action Task Force (FATF) accourfdonly 0.1% of total money
orders, amounting to €11,751 in 2015 (this includeemittances to Bosnia &
Herzegovina for € 2,100 in total, and 11 to Ugafaie€ 9,651 in total). Enhanced
CDD and control measures were applied over thesmtipns (e.g., verification of
the source of funds and family bonds with the persceiving the funds)

m Reason for money orderingMore than 60% of money orders are made for pefsona
or family reasons at an average value of €280rpasaction; other reasons include
payment of invoices, gifts and compensatory perssion

m Client activity. Most money orders (60%) are made by employeesnafoAan
companies, while students and retirees are thenddaogest group, accounting for
around 10% of money orders. Of the legal entiteseiving or sending money
orders, half are pharmacies receiving payments.

m Average transaction sizeThe average value of money orders to and from Amado
is approximately €280, and 95% of all money ordesge a value below €1,000.
Additionally, strict limits are imposed on moneylers — namely, €1,500 per month,
€3,000 per quarter, and €5,000 per person — befrdorced controls and/or
reporting to supervisor are executed.
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Majority of clients are students, retirees and teas,
while legal entities make up only about 1% of thtalt

For postal current accounts, these intrinsic festimclude:

m Destination. 100% of the funds transferred are made from déirémce — a total of
about 11,000 transactions per year. Moreoverlialts are required to be Andorran
residents, and to open the account in a Frencltbramder due diligence procedures
established by the parent company.

m Type of clients.In general, clients of postal current accountstalow risk of ML.
The majority of clients are students, retirees @adhers, while legal entities make
up only about 1% of the total number of clients.daidnally, since 2012,
associations, communities or companies subjectrtdoAan law have not been
permitted to open postal current accounts.

m Average transaction sizeOn average about 930 operations are made eaclinmont
the average value of postal wire transfers is €B826und half of all transfers require
the presentation of proof of origin of funds (thgbua questionnaire and official
documents such as working contract), with additieoatrols required for transfers
over €500.

LOW VULNERABILITY TO ML&TF

Although there is no specific regulation and prudérsupervision for the postal sector
in Andorra in regards to funds transferring aciggt Spanish and French regulation cover
the two holding entities of those branches opegatinrAndorra, and therefore indirectly
affect them. Specifically for AML&CTF, Andorra’s gb offices are obliged entities
affected by the AML Act (Law 28/2008), which aststhbefore has been updated to be
in line with international standards (see secti@orhmon elements of financial sector”
for more detail)

Andorra’s AML&CTF regulatory framework has been
complemented to make it converge with international
standards

In addition to the transaction size limits outlirabve, both postal entities have internal
controls in place to prevent ML&TF. Controls inctuthe following:

m Know Your Customer (KYC). In respect of money orders, KYC measures for
regular clients generally require them to presdaniification. One of the players
applies reinforced measures when needed, req@ppgpval by the manager of the
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office and proof by the clients of the legal origihfunds and of their professional
activity. In respect of postal current accounts,&Measures in place require clients
to present identification and to demonstrate tlegjal residence in Andorra.

PEPs, clients that receive/send funds over € Jj@0&he operation or accumulated
in one term), and clients that send/receive funais thigh risk countries as defined
by the two entities are subject to enhanced CDDsorea and additional controls

m Controls and alerts In respect of money orders, reinforced measurespplied
when accumulated money orders reach certain lipgtsclient (depending on the
player and activity, these limits are €1,500 penthp€3,000 per quarter, or €5,000
per person); when politically exposed persons (PE#Re identified; when
operations are perceived as suspicious by the peesand when the other country
is among the high risk countries considered byetftiy. In addition, both players
use automatic alerts for transaction monitoringebpect of postal current accounts,
additional controls are implemented when transéxseed €500 or cash deposits
exceed €1,000.

m Suspicious transaction reporting. For both money orders and postal current
accounts, reporting to UIFAND is generally undeetaln an ad hoc manner, based
on the assessment of the ML&TF risk of each traimsady the manager of the
office or the Compliance Area of the holding compaNonetheless, the sector
presents a high awareness for AML as it is showthbyarge proportion of STR’s
sent to UIFAND (approximately 5% of total STRs indorra).

UIFAND perceives STRs sent by the postal officesdwee an acceptable quality.

The Compliance function of both players is centesdi
In their parent companies

Finally, the Compliance function of both playergéntralized in their parent companies.
Given the scale of both players, current controésansidered appropriate, since they
comply with the policies and procedures of theirepa companies. Specifics of these
Compliance policies include:

m Training to employees.Both players have training programs in place dadiy
designed for their Andorran offices. Although theasaning programs are not
specific to AML&CTF, they contain special modulesditated to the topic, and the
AML&CTF supervisor reviews and validates the tragigiven to the employees.
Every employee in the offices of both entities basipleted all required training.

m Organizational structure and governance of the Comipance function. Given the
scale of both players in Andorra, they have no isipaesources fully dedicated to
Compliance — all employees are responsible for ME&Dbntrols and procedures
and must report to the manager of the office. Tomgliance Areas of the holding
companies supervise the activities of their Andotveanches on a regular basis. In
addition, both players also have centralized irgtkaudit departments independent
from Compliance.
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Action Plan

Based on the vulnerability assessment set out altbgegovernment of Andorra has
developed, together with the private sector anohatllved institutions a detailed action
plan to build on the progress of recent years arttiér reduce the risk of ML&TF. The
action plan includes cross-sectoral initiativesfeimed above) and sector-level
initiatives relative to the postal sector.

POSTAL SECTOR INITIATIVES

m Develop a regulatory framework for the postal setitat covers remittances and
postal accounts. This will be implemented as plait@Monetary Agreement signed
with the European Union in 2009

123




124




Non-financial
business and
professions

'3 =)

ar
av.. o






Andorra’s DNFBP sector

This section of the Sectoral level NRA analyses Nhe vulnerability of the Andorran non-
financial sector. The scope of this section istdfare, limited to non-financial entities and, in
particular, to DNFBPs according to the FATF defont According to article 45 of the AML
Act, Andorran DNFBP sector is composed by the felimg natural or legal persons:

m Professional external accountants, tax adviseraaddors;

m Notaries, lawyers and members of other indepenédgat professions when they take part
in assisting the planning or execution of transendtifor their customers in the framework
of the following activities:

— Buying and selling real property or business estiti

— Managing of customer money, securities or othestass

— Opening or management of bank, savings or secuateounts.

— Organization of contributions necessary for theattom, operation or management of
companies.

— Creation, operation or management of companiedyaainal fiduciary arrangements
(fideicomisos) or similar structures; or when agtfor their customers in financial or
real estate transactions.

m Traders of high-value goods, such as precious stonmetals, when payments are made in
cash for an amount of EUR 15,000 or more, or thevedent in any other currency,
irrespective of whether the transaction is execute@ single operation or in several
operations that appear to be linked;

m Economists, business agents and suppliers of ssrt@c companies, other legal entities,
contractual fiduciary arrangements or and any ol structure fiduciary arrangements
not referred to in any other section of this aeticl

m Casinos and other gambling establishments;
m Real estate agents carrying out activities reladdallying and selling property;

For the purpose of this assessment the followingfim@ancial business and professions have
been considered:

— Car dealers.

— Dealers in precious metals and stones.

— Economists, professional external accountantsi@nsdiax advisers and business agents
(gestories).

— Gambling (it means bingo, as there is no casinpeatly operating in Andorra)

— Lawyers.

— Notaries.

— Real estate Agents.
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1. HOW DNFBPS HAVE BEEN ASSESSED

The overall ML risk of each assessed sector ismabauation of its ML thregt and its ML
vulnerability.

The assessment of the ML vulnerability is basetheranalysis of several general variables and
products. The general variables are related to sfnength of AML controls of each
business/profession. In particular:

- Comprehensiveness of AML Legal Framework.

- Effectiveness of Supervision/Oversight Activities.

- Availability and Enforcement of Administrative Saoies.

- Availability and Enforcement of Criminal Sanctions.

- Availability and Effectiveness of Entry Controls.

- Integrity of Business/ Profession Staff.

- AML Knowledge of Business/ Profession Staff.

- Effectiveness of Compliance Function (Organization)

- Effectiveness of Suspicious Activity Monitoring &weporting.
- Availability and Access to Beneficial Ownershiformation.
- Availability of Reliable Identification Infrastoture.

- Avalilability of Independent Information Sources.

Product-based variabResare related to the inherent vulnerabilities of rgvesingle
business/profession. In particular, these indicatoe the following:

1. Total size/volume of the business/profession.

2. Client-base profile of the business/profession.

3. Level of cash activity associated with the busifpeegession.
4. Other vulnerable factors, including.

a. Non-face-to-face engagement of services and ongelagonship.

b. Use of agents.

c. Anonymous use of the product.

d. Difficult to trace transactions (e.g., use of pabtdient trust accounts;
professional secrecy laws or ethics rules; attofokgnt privilege;
legal/professional privilege and work [documentppuct privilege).

e. ML typologies on the abuse of the business/prafiessi

f. Use of the business/profession in fraud or tax ieveschemes.

g. Other relevant features (specify up to three).

These inherent vulnerability factors can be asskeksea profession-type as a whole, or as a
detailed product-based assessment. Different appesahave been taken depending on the
business/profession assessed. The box below shevepproach taken for each analyzed non-
financial sector.

1 ML threat of each sector is analysed in detaihenML threat section of the National level NRA.
2 see Back-up document for further information ondpii-based variables of each sector.




Type of DNFBP Assessment chosen Products analysed

Car Dealers Sector as a whole N/A

Dealers in precious metals | Sector as a whole N/A

and stones

Economists, professional Product based Product 1: Establishment of companies and international
external accountants, tax advisory.

auditors, tax advisers and . ; .

business agents - Product 2: Accounting keeping and preparation of annual
gestories- periodic accounts, management of domestic tax

obligations and domestic tax advisory.

Gambling -Bingo- Sector as a whole N/A
Lawyers Product based Product 1: Establishment of companies and international
tax advisory.

Product 2: Buying and selling of real estate (legal advice),
management of legal persons or arrangements, and the
buying and selling of business entities, managing of client
money, securities or other assets and management of
bank, savings or securities accounts.

Notaries Sector as a whole N/A

Real Estate Agents Sector as a whole N/A

2. METHODOLOGY USED FOR DATA COLLECTION AND INFORMA TION

Different strategies and approaches have beenegpjliorder to gather data and information
from the assessed non-financial sectors, suchesiquonaires, structures interviews and other
sources of information.

2.1. Questionnaires

Two online3 questionnaires were developed:

o General gquestionnaireit was related to the quality and effectivene$she AML
controls applied by the different professionals eafch non-financial sector under
analysis. This questionnaire was the same forsakssed businesses/professions.

0 Product-based questionnairé was related to the specific products of th#edent
businesses/professions. The different products thate analysed though these
guestionnaires were previously discussed with #@resentatives of the different
professional associations.

The response rate of each association consulted ®llowing:

3 These questionnaires has to be responded onbmeMer it was allowed to deliver questionnairdediimanually if needed.
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Type of DNFBP Associations consulted Number of Approximate
members response rate?

Car Dealers Vehicle importers association 16 759

of Andorra
Dealers in precious metals Andorran association of 175 4196
and stones jewellers °

Andorran economists 97

organization
Economists, Professional Andorran accountants 33
external accountants, organisation | 1597
aUditorS, taX adViser and Andorran accountants o 0
business agents -gestories- association 25

Andorran association of

: e 109

taxation technicians

Professional Association of 0
Lawyers Andorran Lawyers 202 5%
Notaries Chamber of notaries 4 100%
Real estate agents Professional association of 226 21%

Andorran real estate agents

2.2. Structured interviews and meetings with profes sional associations

Several structured interviews were held among thiterdnt DNFBPs and professional
associations’ representatives. The objective oddhsructured interviews was to analyse the
aggregated data of the questionnaires and assessgistency. In addition, these meeting were
very useful to clarify some issues and assess &amualitative perspective the data provided.
The number of structured interviews held with ebakiness/profession is showed below:

4 The response rate varies among the different bssé@s/professions consulted. It must be takeragtount that only lawyers, notaries and
real estate agents are required to become membaprofessional association. Regarding the othsinbases/professions, although there are
associations grouping these professions, its meshipeis not mandatory.

5 Estimation provided by the corresponding assamiati
6 In volume, main actors of the sector have answeredjuestionnaires.

7 The response rate of this sector has to be anbig&eg into account the following considerations:
0] not all the members of these associations aretiegantities (a significant number of economistkvior companies or the
financial sector as employees). According to thierination provided by the Andorran economist asstam, only approx.
39% of its members can be considered reportingemnti
(ii) there may be duplicities of members among the miffeassociations as an individual could be regigten more than one
associations (e.g. economist and accountants).

8 Estimation provided by the corresponding assamati




Type of DNFBP N° of structured
interviews/meetings/workshops

Lawyers 6

Economists, professional external accountants, auditors, tax 6
adviser and business agents -gestories-

Dealers in precious metals and stones 6°
Gambling -Bingo- 2
Real estate agents 6
Car dealers 2
Notaries 3

Total 31

This box includes several meetings were held with tepresentatives of the different
professional associations.

2.3. Qualitative and quantitative information provi ded by the Uifand

Qualitative and quantitative information was gaditethrough the operational and supervisory
Areas of the Uifand. It was used to assess diftaranables such as the quality of STR received
or to assess which products or businesses maysesyra higher ML risk.

Moreover, the inspections conducted by the superyig\rea of the Uifand have been very
useful to assess and interpret the information datd provided through the questionnaires.
Information provided by this Area was also use@deess the variables related to the quality
and effectiveness of the AML controls.

2.4. Information from the Department of Statistics

Information from the Department of Statistics we®aollected, such as data and information
related to the volume of the different businesse$#gsions in the economy or information
related to the foreign investment in real estate.

9 Structured interviews were conducted with a gelihery and with a second hand precious metal dedlbese entities were not members
of the Andorran association of jewellers.
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3. MAIN FINDINGS ON ML RISK LEVELS FOR DNFBPS

The ML risk matriX0 obtained as a result of the NRA analysis is devd:

Risk assessment

ML Risk matrix in Andorra W o Medum-iow
National Risk Assessment W Medum-high B Low
Medium

.t
H B * Ba: Banking
sector
* In: Insurance
sector
MH * Am: Asset
management
La * Po: Postal sector
* La: Lawyers
i * Cd: Car dealers
*  Ms: Dealers in
precious metal
and stones

Overallthreat
=

Ec: Economists,
professional
external
accountants,
auditors and tax

advisors, and
business agents

ML

—
I
. H

(gestonies)
= Ga: Gambling
* No: Notaries
MH H * Re:Real Estate
agents

(+

Overall vulnerability

10 This matrix includes the financial sector.
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Executive summary

1. CAR DEALERS

Car dealers are reporting entities under the AMOD@¥et if they conduct cash transactions
equal to or greater than EUR 15 000 euros.

The use of cash in this profession is not highgesithe general trend is to purchase vehicles
through a bank loans. Nevertheless, given thaetherthreshold regarding cash payments in
Andorra, the main risk identified is be relateccash payments.

Although it is not the general trend, qualitatiméormation of the Uifand reveual some cases
where vehicles were totally paid in cash.

The lack of entry controléis considered another relevant risk factor. Itliegthat car dealers
are not systematically registered and their ideatifon of all players operating in this sector is
not easy, specifically regarding luxuryvehiclesldesa

Finally, the AML knowledge of sector, especiallygaeding their obligations is clearly
insufficient2, Low awareness of the regulations affects asgats as the implementation of
proper CDD measures or the proper detection amattieg of STRs.

2. DEALERS IN PRECIOUS METALS AND STONES (DPMS)

DPMS sector does not represent an important shrartha@ Andorran economyhe risk
stemming from the lack of entry controls for theteé3is, in part, mitigated by the reduced
number of DPMS operating in Andorra.

The main ML risk associated to this sector is eglato cash payments of highly valued
jewellery, gold ingots and cut diamonds. Qualitatimformation suggests that an increase of
sales of gold ingots and cut diamonds has takereparing 2015 and 2016. This new trends
involving the acquisition of gold and diamonds se¢mbe related to the future implementation
of the automatic exchange of information for taxgmses: foreign taxpayers holding assets that
may be affected by this future legal framework (bank accounts) would be investing in other
assets not subject to these regulations.

The inspections carried out by the Uifand show #weareness of the sector and the
implementation of specific measures related to dashsactions. However, the high cash
thresholds established by DPMS, jointly with theklaof STR$4, indicate that AML
mechanisms of this sector should be more comprelens

The only refinery operating in Andorra and the camips dealing with second hand jewellery
have been also assessed. According to informatioviged, the gold refinery has recently

11 see “General variable: Availability and effectiess of entry controls”.

12 5ee “General variable; AML knowledge of businessfgssion staff”.

13 see “General variable: Availability and effectiess of entry controls”.

14 5ee “General variable: Effectiveness of suspicamiivity monitoring and reporting”.
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acquired the capacity to refine gold and the riskexond hand jewellery entities is not high
according to the values of jewels sold and the tigeeir clients.

3. GAMBLING -BINGO-

According to the FATF standards, only Casinos sthdad considered as reporting entities.
Nevertheless, the AML/CFT Act considers all gamdploperators as reporting entities. In this
regard, the @4Directive states thawith the exception of casinos, and following anrappate
risk assessment, Member States may decide to exenfpt or in part, providers of certain
gambling services from national provisions transpgshis Directive on the basis of theoven
low risk posed by the nature and where appropritite,scale of operations of such services”

This assessment covers all relevant gambling opasréte. bingo) in order to determine their
ML risk and, if appropriate, decide whether exergrtain providers of AML/CFT provisions
on the basis of their proven moderate ML risk.

As a result of the analysis, the ML risk of thistee is low, due to the low amounts playsd
each player along with the controls establishedtH®y two entities currently operating in
Andorra.

If a casino is established in Andorra, the ML @sisessment of this sector should be reassessed.

4. ECONOMISTS, PROFESSIONAL EXTERNAL ACCOUNTANTS, A UDITORS, TAX
ADVISER AND BUSINESS AGENTS -GESTORIES-

The size of this sector is considered medium. H@ngtais is an overall estimate since currently
it is not regulated which professions can offessthservices.

The main activities undertaken by this sector atated to the accounting keeping and the
preparation of annual and periodic accounts, ddmést management work, domestic tax
advisory, the service of establishment of compaanesinternational tax advisory.

Some services provided by this sector are relevatgrms of risk, especially those related to
the establishment of companies and internatioxahdiwisory (considering the number of shell
companies detected by the Uifand). The establishrokEcompanies in the Principality of
Andorra by foreign investors, usually assisted dyylers and other professions, is subject to
the prior authorisation of the Andorran Governmémthis framework the Uifand must issue
its opinion regarding the ML/TF risks of the inv@gint, which is binding if it is negative.

One of the problems faced by the Uifand is to idgatl reporting entities offering this service
given that:

- currently it is not regulated what professions o#fer this service.
- some professions are not regulated.

Regarding AML trainings, it should be mentionedttbaly associated professionals where
trained. Therefore, all other professionals andieatnot registered in a professional association

15 see “General variable: Effectiveness of supermigoversight activities.”




or those professions that do not have a profedstwdy (e.g.Gestorie¥ did not attend any
AML training provided by the Uifand, which affedtse overall vulnerability of this sector.

With regard to the implementation of required diigence measures, shortcomings regarding
the monitoring of the business relationship hawenbdentified. These deficiencies may explain
the insufficient number of STRs made during thdyeseal perioéb.

Finally, the Companies Register does not have 8pecformation regarding the beneficial
ownef’which hinders the application of CDD measures.

5. LAWYERS

The size of this sector is considered medium. Tureber of registered lawyers in the Andorran
Bar Association exceeded 200 in 2015.

During the NRA process, two products have beenyagll

- Services of buying and selling of real estate (legaisory), management of legal persons
or arrangements, and the buying and selling ofrfassi entities, managing of client money,
securities or other assets and management of banings or securities accounts.

- Service of establishment of companies and the s@pfiinternational tax advisory.

The main ML risk of this sector can be linked te #ervice of establishment of companies and
international tax advisory considering the numieshell companies detected by the Uifand.

One of the problems faced by the Uifand is to idigall reporting entities that offer this service
because, although all lawyers are identified, Hdaayers are reporting entitits

Regarding the AML trainings, some lawyers do notstder themselves reporting entities when
they are acting as tax advis&r@his was the official position of the Bar Assdma2%). Hence,

a relevant risky area of lawyers’ activities woblel uncovered regarding to some lawyers due
to the lack of knowledge of the AML/CFT Act, fabtt affects the effectiveness of monitoring
and reporting since suspicious transactions mighbbnd but not reportéd

6. NOTARIES

Notaries are primarily involved in the authentioatand certification of signatures/documents.
Therefore, they deal with customers that have dirdseen subject to the scrutiny of other
DNFBPs, such as a lawyers, real estate agentfiersot

16 see “General variable: Effectiveness of suspicamiivity monitoring and reporting.”
17 See “General variable: Availability and accesBéemeficial Ownership information”.
18 5ee “General variable: Effectiveness of supermigoversight activities.”

19 see “General variable; AML knowledge of businessfgssion staff.”

20 An informative note was sent by the Uifand toalvyer though the Bar Association remembering tteat advisors” are considered
reporting entities under article 45 of the AML/CREt.

21 see “General variable: Effectiveness of suspicamiivity monitoring and reporting.”
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This sector has shown an adequate knowledge oAMIeCFT Act22and a good quality of
STRs presented to the Uifeéidd Nevertheless, notaries should remain vigilantardigpg
companies established trough foreign investmentham@sms, due to the number of shell
companies established in the last years.

Finally, notaries have a proper database in whiclneambers have access to the Chamber of
Notaries. Among other documents, this databasedamed documents of the statutes of the
companies created, identification documents, etc.

7. REAL ESTATE AGENTS

The weight of this sector could be qualified asealimm, considering the number of real estate
agents within the country -approximately 220 resthe agents-. Some indicators show that
trading of real estate followed a decreasing trienthe last few years due to global economic
crisis. Nevertheless, this sector seems to shdigl# secovery.

The main activities undertaken by real estate agetlinked to the renting of flats and property
management. The real estate sales and purchases ovigeof the parties is a foreign investor
are also subject to the foreign investment proseisigh require the pronunciation of the Uifand
regarding the ML/TF risks of the investment.

Concerning entry controls, although they are folynglite comprehensive, the professional
association indicated the existence of personeages a real estate agents without the required
authorisatio®?.

Finally, the lack of access to some important imfation, such as the cadastral register or to the
Companies registry, hinders the application of cahensive CDD measures. Hence, the main
risk of this sector is be linked to real estatepprties acquired by legal persons due to the
difficulties regarding the availability and accdesbeneficial ownership information of legal
persons for this profession.

22 5ee “General variable: AML knowledge of businessfgssion staff.”
23 see “General variable: Effectiveness of suspicamiivity monitoring and reporting.”

24 5ee “General variable: Availability and effectiess of entry controls”.




Comprehensiveness of AML legal framework

1. INTRODUCTION

The benchmark for this assessment is the new wmtienmal standards. It must be noted that
FATF recommendations (2012) have not been totaljjyiémented yet.

2. CUSTOMER DUE DILIGENCE (CDD)

Andorran CDD legal framework was rated as partiathynpliant in the last MER of Andorra
(2012). Since then, Andorra has improved its Iégahework bringing it to a level essentially
equivalent to largely compliant.

Nevertheless, while Andorra was improving its C&gdl framework, international standards
evolved too. This has caused that the current C&jfallframework is not fully in line with
them. For instances, some moderate shortcomingmg@shothers, are the following:

m Reporting entities are not expressly required tifywéhat any person purporting to act on
behalf of the customer is so authorized, and ifieatid verify the identity of that person.

m Reporting entities are not required to ensuredbatiments, data or information collected
under CDD process is kept up-to-date; only thosa dHerred to the identification to the
client is required to be updated.

m Regarding trusts, it is only expressly requireddentify and to verify the beneficiaries of
the trust and the natural persons exercising itérah but similar requirements in relation
to the settlor, the trustee(s), the protectorr{if)aetc. are not required.

m Relationship termination with customers is not iegghin Andorra’s regulation when
there are doubts about the veracity or adequaeyreddy obtained information (current
regulation includes relationship termination onliyem the customer cannot be identified)

m Corroboration by means of contacts with the un#ertaby telephone, ordinary post or
electronic mail can scarcely be considered to domsta reliable, independent source,
where it is the sole method utilized.

3. RECORD-KEEPING

Record-keeping legal requirements were rated gellacompliant in the last MER of Andorra
(2012). Nevertheless, some minor shortcomings weted:

m Record keeping does not cover all CDD records nbththrough CDD measures neither
the results of analysis undertaken.

m Therefore, there is some CDD information and traiisas records which are not available
swiftly to domestic competent authorities.
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4. ENHANCED DUE DILIGENCE FOR POLITICALLY EXPOSED P ERSONS
(PEPS) AND HIGH RISK CUSTOMERS

Andorran PEPs-related legal measures were ratddrgaly compliant in the last MER of
Andorra (2012). Nevertheless, some moderate shomgs were noted:

m No specific measures are applied regarding dom@gies and persons who have been
entrusted with a prominent function by an interoal organization.

m Therefore, no measures are applied in relatiohdw family members or close associates.

5. RELIANCE ON CDD BY THIRD PARTIES, INCLUDING INTR ODUCED
BUSINESS

Andorran reliance on third parties and introduckrgal measures were rated as largely
compliant in the last MER of Andorra (2012). Nehetess, some shortcomings were noted:

m There is no legal provision establishing that répgrentities are required to obtain
immediately the necessary information and its r@h¢copies relating the purpose and the
intended nature of the business relationship.

m Information regarding the level of country risknist considered in the AML/CFT Act for
the purposes of determining in which countriesttnel parties can be based.

m It is not required that the reporting entity mustdatisfied with the measures in place of
the third party regarding record-keeping requiretsien

6. SUSPICIOUS TRANSACTION REPORTING -STR-

Andorran STR legal framework was rated partiallynpbant in the last MER of Andorra
(2012). Since then, Andorra has improved its |égahework bringing it to a level equivalent
to largely compliant.

Nevertheless, some shortcomings remain outstanding:
m Tax crime, smuggling of goods and some other ofsrare not a predicate offence of ML.
7. INTERNAL CONTROLS, FOREIGN BRANCHES AND SUBSIDIA RIES

Andorran internal controls, foreign branches andssliaries legal framework was rated as
largely compliant in the last MER of Andorra (201Revertheless, some shortcomings were
noted:

m Itis not required by law to have regard to the MEfisks and size of the business in order
to implement programs against ML/TF and establdggaate internal policies, procedures
and controls.

8. LICENSING AND SUPERVISION FOR AML COMPLIANCE

Regulation and supervision of DNFBPs framework veded as partially compliant in the last
MER of Andorra (2012), but it was mainly due toeeffiveness shortcomings.




First of all, it has to be mentioned that not eporting DNFBPs are subject to licensing, so that
the Uifand does not have a reliable and updatédfliall reporting DNFBPs sectors.

In particular, for those professions that are mudject to a licensing procedure, the Uifand has
to rely on the information held by professional casations. The membership in these
associations is not mandatory for all the secsws lot of professionals fall out of thedar of

the Uifand.

m Licensing
— Car Dealers specific authorization of the Government not ieepl

— Dealers in precious metals and stonspecific authorization of the Government not
required.

— Economists, professional accountants, auditors t@xdadvisors licensing process to
become a member of the economist association esjuamong others, meeting the
following criteria:

o Having a Degree recognized by the Principality afdérra to practice the

profession.
O Government authorization to exercise the liberafgssion of economist.
O Certificate of liability insurance (only for selfv@loyed persons).

However, in practice, a specific authorization friite Government, or being a member
of a professional body, is not required in orderpt@vide services as external
accountant, tax advisor, auditor, economist orrmss agenigestorig.

— Gambling according to the Bingo Act, of 28 November of @9% specific
authorization is required (article 4). This autkation is personal, non-transferable and
temporary.

It is granted for a period of 5 years and can Ibewed for the same periods. Among
the different requirements of the Bingo Act (akidl and 5), none of the administrators
of the company or its shareholders must have aircainnecord (for shareholders that
are legal persons, then the criminal records oéheial owners will be requested).

— Lawyers licensing process to become a lawyer is rathkd.sib requires meeting the
following criteria:

Having a degree in Law.

Enjoying of full civil and political rights.

Not have been convicted of willful major crimes.

Not being incapacitated for the exercise of thédgasion.

Not fall into an incompatibility cause.

Obtain the authorization of the Government of Amdor

Obtain an aptitude certificatéissued by the Andorran Bar Association.
Obtain a positive report (or silence) from the lBogor Office, which analyses
all applications.

If such requirements are met, then the followirgjitations are also involved:

O oo oooog o
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o The Government of Andorra is involved in the auikation process for the
performance of a qualified profession.

O The Andorran Bar Association analyses all the retecriteria and, if they are
met, allows the applicant to become a member oAgs®ciation.
O The Bar Association has to send all the relevaforimation to the Andorran

Superior Court, who sends it to the Prosecutorc®fifa order to request a report
about the new potential lawyer.

— Notaries licensing process to become a notary requiregingethe following criteria:

Having the Andorran nationality.

Be at least twenty-five years old.

Have no criminal record.

Having a degree in law.

Not fall into an incompatibility cause.

Have passed the tests of sufficient technical agpand training.

O 0o oo oo

If such requirements are met, then the followirggitntions are involved:

0 The government of Andorra to organize the exanmmmatind constitute the
committee that will qualify the tests. The comnetieill be formed by the
President of the High Court of Andorra, a Supe@ourt judge appointed by
draw and three other lawyers, appointed by the gowent, who do not have
or have had any political or administrative resploifig/ in either Andorra or
have practiced law or the judiciary in Andorra.

— Real estate agentBcensing process to become a real estate agguires meeting the
following criteria:

For individuals:

Have no criminal record.
Not being declared in payment suspension or bangyuwmless the payment
suspension or bankruptcy has been rescinded.

O Overcoming an aptitude test -called by the Goventnfer the profession of
real estate agent.

o Subscribe and keep in force an insurance policyeiog professional
indemnity with a minimum guarantee of EUR 150 000.

n! Being registered as a member of the professiosaiceéation of Andorran real

estate agents (Collegi Professional d’Agents i @sdtnmobiliaris d’Andorra
or AGIA) and pay the annual fee.

For legal persons:

Real estate agent activity must be indicated irctitporate purpose.
In partnerships of two or more real estate agegitspartners should be
authorized to exercise the activity of real estgent and be member of the
professional association of Andorran real estagnisyAGIA).

O Administrators, directors, managers or the pregidéthe company must meet
the same requirements established for individuedqres to act as a real estate
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agent (with the exception of the insurance poli@vering professional
indemnity that has to be subscribed by the legaqrebefore the registration).
All activities related to real estate agents mustabdressed and signed by a
person authorized to act as a real estate agent.

m Supervision: the Uifand is the authority chargedhwhe supervision of DNFBPs for
AML/CFT purposes, which is clearly defined undeticée 53.2 of the AML Act. Please,
see the comments provided in the secti@ifettiveness of supervision/oversight
activities'.

9. OVERALL CONCLUSION

The legal system in place seems to be quite bidadever, the AML/CFT Act has not been
amended to implement the new FATF recommendatibos.instance, the main areas of
improvement are the following:

m Broaden the predicate offences of ML and the soh[®&TRs.

m Better regulate CDD measures.

m Broaden the measures applicable to domestic PEPpaasons who have been entrusted
with a prominent function by an international orgation.

m Regulate the access to some professions, suchsambs agentgéstorie$, professional
external accountants, economists, etc.
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Effectiveness of supervision/oversight activities

In order to analyze the effectiveness of superyisativities in relation to DNFBPs, several
assessment criteria were examined.

1. CLEAR LEGAL MANDATE TO CONDUCT AML COMPLIANCE SU PERVISION

First of all, it should be emphasized that arteB1 of the AML/CFT Act entrusts the Uifand
with the responsibility of fromoting and coordinating the measures for thevpnéion of and
the fight against money laundering, the financihgeororism and the proliferation of weapons
of mass destructidn

Consistently with the abovementioned role, the mifalirects and promotes the activities for
the prevention of and fight against the use ofdbentry's entities of the financial system or
those of some other nature for ML/TF, accordingrticle 53.2 of the AML/CFT Act.

In particular, Article 53.2 of the AML/CFT Act enists both the off-site and on-site supervision
in AML/CFT matters to the Uifand:

m “2. Uifand exercises the following functions:

— It directs and promotes the activities for the pestion of and fight against the use
of the country's entities of the financial systemr those of some other nature for
money launderingd...].

— It requests any information or documents from tlaetips under obligation in the
exercise of its functions, andwrifies compliance with this Law and the regulatie
developing it.

— It carries out on-site inspections to verify compliance with thisaw and the
regulations developingt and, in particular, it analyses the specificsdters and files
which Uifand may determirie..]".

Therefore, according to these provisions, the Uifarthe supervisory authority for AML/CFT
purposes. Consequently, both the competent supey\#eVIL/CFT authority (Uifand) and its
mandate (off-site and on-site supervision) arerljtedentified in the AML/CFT Act.

2. EFFECTIVENESS OF SUPERVISION

During 2013, the Uifand conducted an assessmeatrdig the AML/CFT environment of
DNFBPs (i.e. real estate agents, economists, aadifwofessional external accountants,
lawyers, notaries and traders of high-value gosdsh as precious stones or metals).

This assessment consisted of a questionnaire thatpsovided to DNFBPs (professional
associations were previously informed) throughréstricted area of the Uifand’s website. The
guestionnaire contained questions regarding thenwneial activity of each DNFBP, their

knowledge of the AML/CFT legal framework and thesicaKYC measures implemented,

amongst others.

The purpose of this study was three-fold:




m To obtain more detailed information about all pggtoperating in the non-financial sector
and, specifically, determine in greater detail vane parties under obligation pursuant to
article 45 of the AML/CFT Act (e.g., lawyers engdde the incorporation of companies
or real estate agencies involved in the sale anchpse of properties).

m To determine the degree of vulnerability of thetseas a whole and of each single DNFBP
under obligation.

m According to a risk-based approach and to the tesldtained from the questionnaires
received, the Uifand made its training programs emgffective and focused its on-site
inspections on those parties under obligation wigonaore vulnerable either because of
their lack of knowledge of the AML/CFT legal promas or because of their high-risk
profile as determined by the Uifand’s assessment.

The information provided to the Uifand during thuipervisory exercise in 2013 was very useful
in the execution of the inspection activities inldwing years. Several lawyers, notaries,

economists, real estate agents, and dealers ilopsametals have been subject to the Uifand’s
supervisory activity during 2014 and 2015 (totaB@fon-site inspections) in execution of the

annual supervisory plan to check AML/CFT obligaton

N° of on site inspections by year
2014 2015 Total

Real Estate Agents 9 1 10
é Dealers in precious metals and stones 3 0 3
a
‘s | Lawyers 9 2 11
b=
| Economists/auditors 5 2 7

Notaries 0 1 1

As a result of the on-site inspections, two lawyeese sanctioned due to an infringement of a
Uifnad’s technical communiqué.

According to the supervision plan of the superwsarea of the Uifand, after each and every
on-site inspection a written report is sent torgwpective parties in due time (normally it does
not take more than a month). This report contaidesxription of the inspection, all relevant

data, any deficiency identified and, where necgssacommendations or corrective measures.
In cases where the inspectors detect a higher askther inspection is performed after

reasonable time to assess whether corrective aottere adopted.

In this regard, about the 89% of the inspectedaedents have state that the onsite inspection
carried out by the Uifand had an effect on theitivity and positively influenced their
AML/CFT systems due to the implementation of thgiavements recommended by the
supervisory team of the Uifand.
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Furthermore, between October 2015 and Septembed, ZW1DNFBPs have been surveyed
again by the Uifand through new, very comprehensgivestionnaires and interviews, with a
marked risk based approach.

Following the analysis of the results of these s inspections, meetings were held with
DNFBPs in order to delve into some activities amndien the analysis in relation to some policies
and procedures applied by them.

Thus, it could be concluded that supervision isiedrout in a systematic manner. Nevertheless,
the follow-up carried out by the Uifand could bepioved and the focus of the inspections too.

In this regard, a deeper risk based approach (RiBA)eeded in order to increase the
effectiveness of the supervisory activity in redatto DNFBPs. For instance, considering that
one of the riskiest activities conducted by lawyisrdhe assistance in the establishment of
Andorran companies by non-residents (especiallgehacting as Andorran shell companies)
and tax advisory to non-residents, the supervisativity should be focused on the lawyers
offering this kind of services and on some othetipalar risky areas.

3. UNDERSTANDING OF THE ML RISK OF THE PROFESSION

The Uifand’s role as an investigative body représam important synergy in relation to the
supervisory activity.

In this regard, the Uifand has first-hand inforraatabout typologies and cases disseminated to
LEA, fact that provides the Uifand with compreheesifeedback concerning the judicial
procedures engaged.

This institutional framework and the intense coafien between national authorities and

internal Areas of the Uifand (both the operatiod #re legal areas cooperate actively in onsite
and offsite supervision), gives the Uifand a regliypd understanding and appreciation for the
ML risk faced by DNFBPs (that will be improved thigh this NRA).

Furthermore, one of the goals of the supervisotivic carried out during last years was to
identify and understand the risks of the diffenerttfessions surveyed.

4. ADEQUACY OF HUMAN AND TECHNICAL RESOURCES OF THE AML
SUPERVISORY AUTHORITY

The Uifand has increased its resources from 3 pedple in the last years. In particular, its
Supervisory Unit is currently composed of two penera members and receives the support of
one member of the operational Area and of anothérenlegal Area. In particular, regarding
legal professions, as lawyers and notaries, thal l&égea of the Uifand cooperates intensively
with the supervisory Area. Nevertheless, the sthffie Uifand charged with supervisory duties
cannot be considered as sufficient and should bee@sed with, at least, one or two new
members.

The current Uifand team has experience in AML/CEfivéties in different sectors and some
members of the team are part of the Moneyval agsadsteam for other countries, and
consequently receive specific training by this orgation. To this regard, in 2014 Uifand
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members participated in 4 proficiency programs ribamce their training in AML/CFT, in
addition to receiving external, ad-hoc coursesademant issues on the present-day scene.

Therefore, the training of the AML/CFT supervissmuite comprehensive regarding financial
matters, but it should be improved concerning DN&BR particular, since the Andorran tax
legal framework is relatively new, specific traigsishould be provided to the Uifand staff in
relation to tax schemes.

From a technical point of view, although the stegdyried out in 2013 provided information to
determine in greater detail who are parties undiigation pursuant tarticle 45 of the
AML/CFT Act, supervisory authority needs additiomasources or databases to detect those
DNFBP’s -legal or individual persons- who are repg entities. The following table
summarizes, by type of DNFBP, the main problemsddty the supervisory authority in this

regard:

Professional .

licensing, Being "

registration merfnbel_'o al Probl faced by the AML . hori identi

Sector or other professiona roblems face y the supervisory authority to identify

forms of association obliged parties

authorization | '° reguw:d o

to practice? practices
Itis not mandatory to have a sector authorization of the government
or being a member of a professional association to practice.

Car dealers No No . , , ,
The main problem of the FIU is to detect which persons are obliged
parties.

It is not necessary to have a sector authorization from the

Dealers | government or being a member of a professional association to

ealers in :
practice.

precious No No

metals and Although major jeweler stores are member of the “Andorran

stones Association of Jewelers”, the FIU has no databases to detect which
individual or legal persons are offering high value products.

. It is not necessary to have a sector authorization from the
Econonysts, government or being a member of a professional association to
:;:’:?::I'O“ﬂ practice.
accountants, No No Furthermore, the fact of being enrolled in a professional association
Auditors, tax does not mean that these legal or individual persons are reporting
ng'_SOTS and entities -as they may be registered for general purposes-.

usiness

agents_- The main problem of the FIU is to detect obliged persons from these

gestories- professions.

Gambling - Yes No -

Bingo-

Yes Yes The FIU has no databases to detect which practicing lawyers are

Lawyers obliged entitles.

Notaries Yes Yes -
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Professional

licensing Being
registration merfnbef ofa: Probl faced by the AML . hori identi
Sector or other professiona roblems face y the supervisory authority to identify
forms of association obliged parties
authorization | '° reguw:d o
to practice? practices
Even though all real estate agents are authorized to mediate in the
selling and buying of real estate properties, the FIU has no
databases to identify those real estate agencies whose main income
Real Estate Yes Yes comes from activity related to the selling and buying of real estate
Agents and not to other services related to this profession such as the rental

management. In this regard, the access to financial information
available at the Tax Agency is necessary to reinforce the RBA
approach of supervision.




Avallability and enforcement of administrative
sanctions

1. AML/CFT SANCTIONING REGIME

The AML/CFT Act was amended in July 2015 in orderamongt others, establish a new
sanctioning regime. It includes three main novsitie

m Regarding infringements: the types of conducts idened serious and very serious
infringement has been broadened.

Under the previous sanctioning regime, seriousesy \erious infringements were not
exhaustive at all and, thus, the great majoritthefbreaches had to be considered minor
infringements, which made that sanctioning regimat effective, dissuasive or
proportionate.

With the new sanctioning regime, there is a widegeaof behaviours that are considered
serious or very serious infringements (very serimigsngements have been increased
from 5 to 10, serious infringements have been amed from 6 to 15, and minor
infringements continue to be a residual category).

m Regarding sanctions: the new sanctioning regimeptada two-fold approach: it
distinguishes between legal persons and naturabpsr

Concerning natural persons, according to the Araiolegal framework, they are liable
with all their present and future (professional geasonal) assets, which means that a
possible sanction of, for example, EUR 600 000 nataral person would affect not only
the professional activity but the personal life #mel effects would not disappear until the
total payment of the fine.

Therefore, taking into account that those who agertheir professions without a legal
persons structure use to be small sized busingaofassions, it was considered that the
sanctioning regime for natural persons (fines ugWWiR 600 000) was excessive and not
proportionate.

In fact, any very serious breach was detected €arcbed) in the past and no serious
sanction was imposed to natural persons due terdift reasons, including probably the
fact that the minimum pecuniary sanction for veggiaus infringement was EUR 60 001,

which would not be proportionate taking into acdotiie average purchasing power of
those professionals acting as natural persons.

On the other hand, concerning legal persons, uilshioe noted that sanctions have been
increased: the maximum sanction applicable for AT breaches has been increased
from EUR 600 000 to EUR 1 000 000, and it coulchlmgher if twice the amount of the
benefit derived from the breach is higher than EJBO0 000 (maximum administrative
fines would be in this case twice the amount oftibeefit derived from the breach).
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In any case, both regimes have some sanctionsnmmom, for instance, withdrawal,
restriction or suspension of the authorization Hsldhe legal or natural person in breach
has been expressly established as a sanctionrpsggous breaches.

Regarding the sanctioning procedure: a new andréal sanctioning procedure was
approved instead of applying the general sanctgppimcedure as before.

Nevertheless, the new sanctioning regime couladrpgaved from a formal point of view:

m The Uifand is the investigative authority in allses, but it only has the competence to

impose the sanction in case of minor infringements.

In case of serious and very serious infringemdmscompetent authority to impose the
sanctions is the Government. Furthermore, the difanctions can be repealed before the
Government.

However, it has to be noted that the great majofithe proposed sanctions have not been
reduced by the Government.

The sanctioning procedures are intensive time aamsy procedures. Even when the
breach is obvious and the reporting entity recagitizlots of formal steps must be taken
by the investigative member of the Uifand in orderelaborate the final sanctioning
proposal.

Therefore, the adoption of a case-by-case basauliad procedure should be considered
by the Andorran authorities in order to be ablissoie a timely resolution, which increases
the effectiveness of the sanctioning regime.

The publication of the sanctions is not legallyabtished in any case.

2. NON-AML SECTORIAL SANCTIONING REGIME

Lawyers and real estate agents have a professinati@aing regime. The AML/CFT

sanctioning regime is more dissuasive as can befsa® the comparative table below:

Non-AML business
sanctioning regime
for real estate agents
(Law of 15/02/2000)

Non-AML business
sanctioning regime
for lawyers (Law
43/2014)

AML/CFT sanctioning
regime
-Legal Persons-

AMLI/CFT sanctioning
regime
-Natural Persons-

Minor
infringements

m  Fineupto EUR
9.000

m Fineupto EUR
1.000;

m  Written warning.

m Fineupto EUR
15 000.

m  Written warning.

m Fineup to EUR
3000

m  Written warning




Non-AML business
sanctioning regime
for real estate agents
(Law of 15/02/2000)

Non-AML business
sanctioning regime
for lawyers (Law
43/2014)

AML/CFT sanctioning
regime
-Legal Persons-

AMLI/CFT sanctioning
regime
-Natural Persons-

Serious infringements

Very serious infringements

m  Suspension of
the Professional
License

m Fineupto EUR

m Fineup to EUR

90 000. 25000
m  Fine from EUR 1 m  Suspension m  Suspension
001.to EUR 50 from1t06 from1to 6
000; months. months.
W Suspension up m  Temporary m  Temporary
to 1 year. restriction on restriction on
specific types of specific types of
transactions. transactions.
m Fineupto m Fineupto EUR

m Fine from EUR 5
001 to EUR 50
000;

m  Suspension up
to 5 years.

EUR 1000 000.

m  Suspension of 6
months or
permanent
suspension.

m  Temporary or
permanent
restriction on
specific types of
transactions.

m  Withdrawal or
modification of
the
corresponding
activity
authorization.

300 000.

m  Suspension of 6
months or
permanent
suspension.

m  Temporary or
permanent
restriction on
specific types of
transactions.

m  Withdrawal or
modification of
the
corresponding
activity
authorization.

In addition, it should be noted that two lawyergeveanctioned with a fine of EUR 600 under
the previous sanctioning regime due to an infringetof a technical communiqué, their

conduct has been modified as the technical commeénigs been correctly adopted after the
sanction. The new sanctioning regime has not bppled yet and remains untested.
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3. OTHER DATA AND COMMENTS

In relation to the influence that the sanctioniegime within the reporting entities, DNFBPs
were surveyed whit the following result:

Figure 1. Responses of the DNFBPs to the questiowhich is the impact in your business of a
sanction for a minor infringement, a serious infrigement and a very serious infringement?”

Infringements

Minor Serious Very serious
Very high 50% 86% 86%
High 29% 0% 0%
Car dealers Impact Medium 7% 0% 0%
Low 7% 7% %
Very Low % % 7%
Very high 20% 80% 100%
High 0% 20% 0%
L ED T Impact Medium 60% 0% 0%
metals and stones
Low 20% 0% 0%
Very Low 0% 0% 0%
Very high 34% 68% 95%
Economists, High 34% 27% 2%
professional external
accountants, auditors Impact Medium 17% 2% 0%
and business agents - ) . .
gestories- Low 10% 0% 0%
Very Low 5% 2% 2%
Very high 30% 67% 96%
High 30% 21% 4%
Lawyers Impact Medium 20% 6% 0%
Low 17% 0% 0%
Very Low 2% 0% 0%
Very high 25% 50% 100%
High 25% 25% 0%
Notaries Impact Medium 25% 25% 0%
Low 25% 0% 0%
Very Low 0% 0% 0%
Very high 43% 7% 89%
High 30% 19% 9%
Real Estate Agents Impact Medium 21% 2% 0%
Low 6% 2% 2%
Very Low 0% 0% 0%
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In general terms, sanctions for a very seriousrigément have been assessed as a very high
impact measure by the sector. Regarding seriousgaiments, the great majority of the
industry considers that it has a very high imphat, not with the same intensity as the very
serious infringements. Finally, sanctions imposed th minor infringements are deemed of a
medium-high impact. Therefore, at least from a médd point of view, range of sanctions
applicable is dissuasive enough.

Furthermore, the perception of the sector is thatdolerance of the Uifand from a sanctioning
point of view is low. In scale from 1 -very toletato 5-not tolerant at all-, the Uifand has been
rated —average rating- as follows:

m Car dealers: 3.92

m Dealers in precious metals and stones: 4.4

m Economists, professional external accountantst@nsditax advisors and business agents
-gestories. 3.70

m Lawyers: 4

m Notaries: 3.5

m Real estate: 3.59

Therefore, most persons working in this sectordwelithat administrative enforcement actions
would be initiated in case of non-compliance witkllArequirements.

From the point of view of the supervisor, the Flahsiders that the tolerance they apply is
medium. In this regard, after a period with a prefiee for recommendations and informal
warnings, it is recommended to act from a sanatigrpoint of view if new breaches are
detected.
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Avallability and enforcement of criminal sanctions

Andorran ML crime punishes willful and serious ngght ML acts, including willful blindness
conducts, in line with Viena and Palermo Convergion

Serious negligent and willful blindness conductsuldoinclude those ML cases where the
reporting entities do not observe AML/CFT Act obligns and this facilitates ML.
Furthermore, ancillary conducts of ML would inclutteose cases where reporting entities
cooperate or participate in ML acts.

Although at the time being, no criminal sanctioasdbeen imposed to DNFBPs, it should be
noted that, concerning the financial sector, them@®n investigation going on against the CEO
of BPA, who is currently provisionally imprisonednd other former managers of BPA.
According to the Criminal Code, if the perpetratacting under the framework of a banking
or financial establishment, real estate companysurance company, the penalty applicable
for the concerned natural person is higher thamegelar one (e.g. he/she can be removed from
its position for up to ten years, and prison ob Btyears must be imposed).

The Criminal Code provides incidental consequerfoesiegal persons in the event of a
conviction, and authorizes the courts to imposetsams (including dissolution) on companies,
associations or foundations, in cases of majoresisuch as money laundering and financing
of terrorism. However, this is not considered cnatisanctions per se as required in the
International Standards and have never been appli@d/L case.

The lack of criminal liability of legal persons regtyely affects this variable, since criminal
sanctions cannot be applied against legal pe?gomst can always be applied to the natural
person owners of the legal entity if they have cottaa the criminal conduct.

251 this regard, it has to be noted that only redtpersons act as Notaries.




Avallability and effectiveness of entry controls

1. CAR DEALERS

The availability and effectiveness of entry corgrfir this sector is considered low since the
requirements for establishing a car dealer comgkngot differ from any other company or
commercial activity.

2. DEALERS IN PRECIOUS METALS AND STONES

The availability and effectiveness of entry corgrfir this sector is considered low since the
requirements for being a DPMS do not differ frony ather company or commercial activity.

3. ECONOMISTS, PROFESSIONAL EXTERNAL ACCOUNTANTS, A UDITORS
AND TAX ADVISORS

Licensing process for economists requires, amongrsf meeting the following criteria:

o Having a Degree recognized by the Principality abflArra to practice the profession.
o Government authorization to exercise the liberafgssion of Economist.
o Certificate of liability insurance (only for selfvgloyed persons).

In practice, having an authorization from the goweent or being a member of one the four
professional associations available in the couistnot required in order to offer the services
provided by professional external accountantsathssors, auditors, economists and business
agents gestorie.

4. GAMBLING SECTOR -BINGO-

According to the Bingo Act, of 28 November of 19%6enses are granted by Government
(article 4). Additionally, these authorizations gersonal, non-transferable and temporary.

The license is granted for a period of 5 year®rdfiis period the license can be renewed for
the same periods of time. Among the different rezqaents of the Bingo Act (article 4 and 5),
none of the administrators of the company or itwaholders must have a criminal record (for
shareholders that are legal persons, then the ralmecords of beneficial owners will be
requested).

5. LAWYERS

Law 48/2014, of 18 December, regulating the exercise of lawyers hadndorran Barristers’
Association (hereinafter, Law 48/2014) and it's lewpenting regulations, establish the
following sine qua noronditions to access became a lawyer (article 7):

Having a degree in Law.

Enjoying of full civil and political rights.

Not have been convicted of willful major crimes.

Not being incapacitated for the exercise of thdgasion.
Not fall into an incompatibility cause.

Obtain the authorization of the Government of Amdor
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m Obtain an aptitude certificatéissued by the Andorran Bar Association.
m Obtain a positive report (or silence) from the Rmsgor Office, which analyses all
applications.

In this regard, legal framework relating the accessthe profession seems to be quite
comprehensive. It should be noted that the refesiddorization is granted to natural persons
only.

From a practical point of view, between 2011 anti2(7 applications to join the profession
have been filed and none of them have been rejéttiece are 8 of them pending of a final
resolution), and no revocations of the authorizatiave been ordered.

Furthermore, the Andorran Bar Association considleas they are sufficiently resourced in
order to conduct the analysis of the authorizateoms the fit and proper test.

According to the information provided by the AndorrBar Association, nobody would be
acting as a lawyer without the mandatory authaonat

Finally, it should be pointed out that the AML/CREt includes the revocation or amendment
of the authorization of the corresponding activityhe case of serious infringements.

6. NOTARIES

Notary Act, of 28' November 1996 and its implementing regulation @f Eebruary of 1998
regulating the exercise of Notaries and the CharabBiotaries, establishes the followisme
gua nonconditions to access became a Notary (article 16):

Having the Andorran nationality.

Having a degree in Law.

Be at least twenty-five years old.

Not have been convicted because of willful majames.

Not fall into an incompatibility cause.

Have passed the tests of sufficient technical agpaand training issued by the
Government.

In this regard, legal framework relating the accessthe profession seems to be quite
comprehensive. It should be noted that the refeargtorization is granted to natural persons
only.

The number of notaries are determined by the gowemh according to the country's needs
(article 15), therefore the Notary Act stipulatemi@imum of four Notaries and a maximum of
one Notary per 10.000 inhabitants. Currently, thenecber of Notaries has four Notaries and the
Government has not opened positions for this psitdesin the last 5 years.

According to the information provided by the ChambfeNotaries, nobody would be acting as
a Notary without the mandatory authorization.

Finally, it should be pointed out that the AML/CIAEt includes the revocation or amendment
of the authorization of the corresponding activityhe case of serious infringements.
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7. REAL ESTATE AGENTS

Real Estate Agents Act, of #®December 2000, and its implementing regulatio26ubf March

of 2001, regulating the exercise of Real Estaterdgjeestablishes different conditions for
individual or legal persons to become a real eshgent (article 3). Thessine qua non
conditions are detailed below:

For individual persons:

m Have no criminal record for a criminal offense.

m Not being declared in payment suspension or babgyumless the payment suspension
or bankruptcy has been rehabilitated.

m Pass an aptitude test -issued by the Governmarthdgrofession of real estate agent and
manager.

m Subscribe and keep in force an insurance policgonyg professional indemnity with a
minimum guarantee of EUR 150 000.

m Being registered as a member of the professiosakesion of Andorran real estate agents
and pay the annual fee.

For legal persons:

m Real estate agent and manager activity must bedteti in the corporate purpose.

m In partnerships of two or more real estate agafitpartners should be allowed to act as a
real estate agent and be members of the professissaciation of Andorran real estate
agents.

m Administrators, directors, managers or the presidéthe company must meet the same
requirements established for individual personadioas a real estate agent (to exception
of the insurance policy covering professional indéynthat has to be subscribed by the
legal person before the registration). All activiglated to real estate agents must be
addressed and signed by a person authorized &s @&cteal estate agent.

In this regard, legal framework relating the accessthe profession seems to be quite
comprehensive.

From a practical point of view, between 2011 anii52@4 applications to became real estate
agent have been filed and none of them have bgected. Moreover, one revocation of the
authorization has been ordered for criminal records

According to the information provided by the prafiesmal association of Andorran real estate
agents, some agents such as lawyers, banking eessloyndividuals who were real estate
agents in the past, etc. would be acting as a estdte agent without the mandatory
authorization. This information has not been usedgden any sanctioning procedure by any
competent authority.

Finally, it should be pointed out that the AML/CIAEt includes the revocation or amendment
of the authorization of the corresponding actiwityhe case of serious offences.
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Integrity of business/profession staff

For the purpose of this section, the availabilitg professional ethical code has been analyzed.
However, this is just a formalistic approach whieay not be necessarily conclusive in practical
terms, therefore additional information has bed&enanto account.

1. CAR DEALERS

Even though the Vehicle Importers Association oflémma does not have an Ethical Code at a
profession level, 78.5% of respondents state te Iidkiical Code.

According to the information provided by car degjethe respondents consider that the
likelihood of the professionals to be involved mevent with a negative impact in their integrity
or reputation is medium-low (1.46 points out of Hpwever, about 14% of the professionals
consider that the risk of any incidence due togritg or reputational reasons is very high.

Finally, none of the respondents has taken paattnaining program in relation to AML/CFT
matters.

2. DEALERS IN PRECIOUS METALS AND STONES

Even though the Andorran Association of Jeweleesdmt have an Ethical Code at a profession
level, 60% of respondents state to have EthicakeGodtheir company.

According to the information provided by dealerspirecious metals and stones, the sector
considers that the likelihood of the professiortalde involved in an event with a negative
impact in their integrity or reputation is mediuowl (1.7 points out of 5). Nevertheless, it
cannot be ignored that almost the 20% of the psidesls consider that the risk of any incidence
due to integrity or reputational reasons is veghhi

Additionally, the 60% of the surveyed professionadve taken part in at least one training
program in relation to AML/CFT matters.

3. ECONOMISTS, PROFESSIONAL EXTERNAL ACCOUNTANTS, A UDITORS,
TAX ADVISORS AND BUSINESS AGENTS

Although this sector does not have an Ethical Caide profession level, 68% of respondents
state to have Ethical Code for their company.

According to the information provided by the indysthe sector considers that the likelihood
of the professionals to be involved in an evenhvétnegative impact in their integrity or
reputation is medium-low (1.67 points out of 5) vilgheless, it cannot be ignored that almost
the 17% of the professionals considers that thie eafsany incidence due to integrity or
reputational reasons is high or very high.

Finally, the 68% of the surveyed professionals htaken part in at least one training program
in relation to AML/CFT matters.




4. GAMBLING (BINGO)
Bingos have an internal Ethical Code known by tinpleyees.

According to data provided by sector representatifeemployees have taken part in at least
one training program in relation to AML/CFT mattesmhich represents 23% of the total
employees.

5. LAWYERS

First of all, it should be noted that the AndorBar Association has an Ethical Code and all the
surveyed lawyers are aware of it, which is posijissessed.

According to the information provided by lawyense tsector considers that the likelihood of
the professionals to be involved in an event witlegative impact in their integrity or reputation

is medium-low (1.85 points out of 5). Neverthelessannot be ignored that almost the 20% of
the professionals consider that the risk of aniderece due to integrity or reputational reasons
is high or very high.

According to the information provided by the AndorrBar Association, no lawyer has been
sanctioned during last 5 years. However, one isdlaase concerning a lawyer would be under
investigation because of supposed threats andgsiofeal disloyalty regarding a ML related
procedure.

Additionally, the 75% of the surveyed professionadve taken part in at least one training
program in relation to AML/CFT matters.

Furthermore, according to the information obtairiesn different sources of information,
lawyers have advised in the establishment of coxnabe schemes to non-residents in order to
avoid tax payments in their countries; tax fraudasyet a crime in Andorra and it was used by
lawyers to offer some services. Even some of thesmaaticipating the entry into force of
automatic exchange of information for tax purpasggme and may be advising in the creation
of legal structures pretending to avoid or delay #€xchange of information between Andorra
and the tax residence country of their clients.

6. NOTARIES

First of all, it should be noted that the ChambieNotaries has an Ethical Code and all the
surveyed Notaries are aware of it, which is poslji\assessed.

According to the information provided by notarids sector considers that the likelihood of
the professionals to be involved in an event witlegative impact in their integrity or reputation
is medium-low (1.62 points out of 5).

Additionally, all Notaries have taken part in atde one training program in relation to
AML/CFT matters.
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7. REAL ESTATE AGENTS

First of all, it should be noted that the professioassociation of Andorran real estate agents
has an Ethical Code and all the surveyed real eesigéents are aware of it, which must be
positively assessed.

According to the information provided by real estaigents, the sector considers that the
likelihood of the professionals to be involved mevent with a negative impact in their integrity
or reputation is medium (2.38 points out of 5). Btrer, it cannot be ignored that almost the
32% of the professionals consider that the risargf incidence due to integrity or reputational
reasons is high or very high.

Additionally, the 70% of the surveyed professionadse taken part in at least one training
program in relation to AML/CFT matters.

Finally there has been one Court sentence relataddal estate agent/business agent.
8. MECHANISMS IN PLACE TO PROTECT DNFBPS

Regarding the protection of the profession, arddies and 47.6 of the AML/CFT Act establish
the following provisions in order to protect thafsivhen reporting suspicious or other relevant
transactions to the Uifand:

“5. Suspicious transaction reports and any othepgmpentary information will not entalil
any liability for the reporter, even when it is neadithout exact knowledge of the type of
crime or illegal activity that has been committed.

6. Uifand and any other judicial or administrativauthority takes all appropriate
measures to protect the parties under obligatiomiast any threat or hostile action
arising from their compliance with the obligatioinsposed by this Law. In particular, the
identity of the party under obligation and of thmmoyees who have taken part in the
suspicious transaction reports and in all admirasive and legal proceedings originating
from or related to the declarations made, will lmpkconfidential.

To this purpose, Uifand assesses the suspicioumsdion report and, in the event of
finding or the existence of money laundering ordesm financing, it reports to the Court
of the First Instance, delivering a copy to the RuBrosecutor’s Office. Uifand’s report
does not incorporate or make reference to the datians of suspicion of the parties
under obligation or to their identification or ttat of the civil servants or members of
Uifand intervening in the instructiop..]”.




AML knowledge of business/profession

The Uifand conducted training sessions in 2013 201# addressed to the reporting entities,
below are detailed the trainings made to the diffetypes of DNFBPs by year:

Type of DNFBP N° of trainings conducted to N° of Assistants
this business/profession
Real Estate Agents 3 93
2013
Gambling -bingo- 1 10
2014 Economists 2 92

AML/CFT Act imposes to reporting entities the olligpn to adopt the necessary measures so
that their staff has sufficient knowledge on AML/CH-urthermore, reporting entities must
have specific ongoing training programs for theaffsto help them to detect suspicious
transactions.

The different businesses/professions will be aredytaking into account the data obtained from
the surveys and the point of view of the Uifandaii¢d and through interviews with the sector
and the conclusions drawn from the inspections gotadl by the Supervision Unit.

1. CAR DEALERS

Even though a significant part of the respondeb®4) stated to have knowledge of the
AML/CFT framework, the different meetings held witlar Dealers association by the members
of the Uifand have shown relevant deficiencies reigg AML knowledge of the business (e.g.
serious lack of knowledge in relation to STRs amDdneasures).

2. DEALERS IN PRECIOUS METALS AND STONES

In 2013 three inspections of dealers in preciousalmeand stones were conducted. The
inspected entities were aware of their AML/CFT ghtions and the regulatory changes,
nevertheless the fact that the last training agdndas in 2009 indicates that an update of
ML/TF typologies would be needed.

3. ECONOMISTS, PROFESSIONAL EXTERNAL ACCOUNTANTS, A UDITORS,
TAX ADVISORS AND BUSINESS AGENTS - GESTORIES-

The inspections conducted by the supervisory AfgaeUifand shows that members of this
sector know their CDD obligations. Indeed, 48%hw surveyed professionals have taken part
in, at least, one AML training session organizedhgyUifand during the last 5 years. Moreover,
the awareness of this sector is increased due taththat a prior authorisation -which includes
an Uifand report- is needed in order to createnapgamy in Andorra through foreign investment.
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4. GAMBLING (BINGO)

The controls established for prizes equal or biggan EUR 15.000 along with the staff who
have received AML training -15 members- evaluatepasitive the knowledge of the duties
and responsibilities of this business.

5. LAWYERS

The Andorran Bar Association (CADA in its acronymGCatalan) is undertaking some efforts
to train their members in AML matters. For instgndaring 2016, three training sessions
addressed to lawyers and any members of lawyersfinave been organized (75% of the
surveyed professionals have taken part in, at,leasttraining session during the last 5 years).

Despite the referred training efforts, the AndorBar Association considers that tax advisors
are not subject to the AML/CFT legal framework, @hiis wrong and leave unattended a
relevant and risky area of lawyer’'s business. Aditay to the communication sent by the
CADA to their associates and to the Uifand, thisippon was supported by CADA’s Board of
Directors and CADA’s AML/CFT Committee.

Some meetings were held to double check CADA'sstant. Professionals interviewed were
confused because of the CADA’s communication biytaa it and decided to not apply CDD
measures in relation to their tax advisory activi@bviously, this misunderstanding of the
AML/CFT framework negatively impacts the ratingtbé AML knowledge of the profession.

Nevertheless, it should be noted that (i) lawyetlshawledge that tax advisors were reporting
entities when explained by the Uifand and (ii) Kmowledge demonstrated by the lawyers in
the inspections carried out by the Uifand is adézjua

6. NOTARIES

All Notaries have taken part in, at least, onenirag session during the last 5 years. Moreover
and according to the inspection conducted of thi$égssion, notaries understand the risks and
obligations that are required in terms of AML.dtalso noteworthy that only four persons act
as Notaries in Andorra and the access to the miofess subject to hard entry tests at all levels.

7. REAL ESTATE AGENTS

The main activities undertaken by real estate agaetlinked to the renting of flats and property
management. The real estate sales and purchases evigeof the parties is a foreign investor
are also subject to the foreign investment procelksre the Uifand must issue a binding report
regarding the ML/TF risks of the investment.

The inspections conducted to real estate agentsevmain activity is related to the buying and
selling of properties have an adequate knowledghefAML laws and regulations. Indeed,
45% of the surveyed professionals have taken pa#dtileast, one training session during the
last 5 years.




Effectiveness of suspicious activity monitoring
and reporting

Between 2010 and 2015, DNFBPs sector has filedTRsSas follows:

2010 2011 2012 2013 2014 2015 Total STR

Lawyers 2 2 3 2 1 1 11
Notaries 2 1 1 - 1 1 6
Economists,
Professional external
accountants, Auditors,

. - 1 - 2 3
tax advisors and
busniess agents -
gestories-
Real Estate Agents - 1 - - 2 1 4
Dealers in precious i i i i i 0
metals and stones
Car dealers - - - - - - 0
Gamblin926 N/A N/A N/A N/A N/A N/A N/A
Total STR 4 5 4 2 4 5 24

1. CAR DEALERS

The main vulnerability of this sector is relatedtb@® purchase of high end cars to launder
proceeds of illicit activities. Indeed, there haeb a judicial investigation in Spain regarding
alleged irregular granting of subsidies where ohthe arrested persons had acquired two cars
registered in Andorra.

In addition, no STR was filed to the Uifand sin€4.@ which is below expectations given that
there are no restrictions in cash transactions.

Regarding the monitoring of suspicious transacti@ssthe business relationship established
with the customer is not typically continuous imé, monitoring or detection of suspicious
activity occurs during the CDD. Therefore, the lawareness of this profession regarding its
AML responsibilities -see comments on variabhML knowledge of business/profession
suggest a low effectiveness of the suspicious ictivonitoring and reporting.

26 Although Casinos are reporting entities, curretttsre are no entities operating in the country.
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Finally, even though 71% of surveyed entities stadt their employees do know the obligation
of reporting to the Uifand any suspicious transactrelated to ML/TF, only 21% have
established a procedure to file an STR with theutit

2. DEALERS IN PRECIOUS METALS AND STONES

Although since 2010, the sector has not file anyR Siith the Uifand and no ML cases are
related to this sector, the high thresholds to piccash established within the entities consulted
-see variablelevel of cash activity make this profession vulnerable to ML. Besidesnoted
for the car dealer profession, the low level of STied is below expectations given that there
are no restrictions on cash transactions.

Monitoring or detection of suspicious activity ocgwluring the CDD, as typically the business
relationship established with the customer is waotiouous in time. The inspections conducted
showed that the monitoring of cash transactionsasle through the store owner -given the
small size of the firms- who generally controlsttcaperations through a computer program.
Besides, all surveyed entities stated that thepleyees are aware of the obligation of reporting
to the Uifand any suspicious transaction relateMtdTF and 80% of them stated that they
have an established procedure to file an STR Wweh.tifand.

Despite the controls established, the high threkstmhccept money in cash, combined with the
lack of STRs filed during the period under review dot allow to assess positively the
effectiveness of suspicious activity monitoring aagorting for this sector.

3. ECONOMISTS, PROFESSIONAL EXTERNAL ACCOUNTANTS, A UDITORS,
TAX ADVISORS AND BUSINESS AGENTS - GESTORIES-

These businesses/professions have filed only ofessice 2010. According to the operational
Areaof the Uifand, STRs presented by this sectatdcbe qualified as insufficient because of
two main reasons. First of all, in several STRsnstled by the banking sector regarding an
Andorran legal person, members of these businggsésgsions appear as persons who have
assisted in the creation of the company. Secondist kustomer operations tend to be justified
by tax issues which leads to a low level of STRs.

According to the Uifand criteria, 53.5%o0f the established companies under the foreign
investment framework are shell companies. The vahibty of this profession exists since
national companies could be used as a vehiclenternational business transactions.

The entities of this sector that have been supedvisy the Uifand have shown appropriate
systems for record keeping. However, to assess Mduimble is not enough to keep all
documentation properly but also have an effectiemitoring and reporting system.

Regarding the monitoring system, even though theigcof accounting involves having a
regular control of the operations -14% of the syegeentities would have specific digital
systems to monitor suspicious transactions-, thel&vel of STRs filed by this sector since
2010 indicates that the monitoring for preventing 8hould be enhanced.

27 Analysis based on the companies established uhedoreign investment framework from 01/01/20126804/2016.




4. GAMBLING (BINGO)

According to Article 8 of the Bingo Act, when apeigreater o equal to EUR 15 000 is awarded,
the beneficiary of the prize must be communicabati¢ supervisor of the gaming sector within
a period of thirty days. Therefore the effectiven@$ suspicious activity monitoring and
reporting can be considered as high for this sector

5. LAWYERS

The entities of this sector that have been supedvisy the Uifand have shown appropriate
systems for record keeping. Besides, the membettsecAndorran Bar Association can have
access to an external database for screening keggghtisk individuals and entities.

Although this profession has made the largest nunafeSTRs since 2010 (10 STRS),
Operational Unit of the FIU qualifies the level 8TRs presented as insufficient for the same
reasons stated in the group of economists, audatrswhich are the following:

* In several STRs submitted by the banking sectoardkgg an Andorran legal person,
members of these businesses/professions appearsamp who have assisted in the
creation of the company.

* Most customer operations tend to be justified kyisaues which lead to a low level of
STRs.

Besides, even though the monitoring of the busirdasionship is carried out in order to ensure
that customer activity is consistent, the fact thatne lawyers do not consider themselves
reporting entities when they are offering a taxieg\service -see comments on variahhL
knowledge of the business profession s#dfécts the effectiveness of monitoring and répgr
since suspicious transactions might be found andeported to the Uifand.

Regarding the reporting system, all Lawyers coesludtated that their employees do know the
obligation of reporting to the Uifand any suspi@admansaction related to ML/TF and 80%
stated having an established procedure to perfar®iTd to the Uifand.

6. NOTARIES

The volume of submitted STRs since 2010 (5 STRe)bmmqualified as adequate given that
Notaries are basically concerned with the authatiin and certification of signatures and

generally the customer comes through another DNdtBR a lawyer or real estate agent among
others.

The quality of STRs filed by Notaries is qualifieg the operational Area of the Uifand as
medium-high since relevant cases have been initfaben STRs reported by this profession.

Besides, all Notaries stated that they have amblkstied procedure to report STRs to the Uifand
and that their employees are aware of the obligadfareporting to the Uifand any suspicious
transaction related to ML/TF.
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7. REAL ESTATE AGENTS

The volume of STRs submitted by real estate agente 2010 (4 STRs) could not be assessed
in terms of adequacy of the reporting to the rigkilie operational Areaof the Uifand since
currently there is no way to know if a real est@&gent has mediated in a property of a person
investigated.

Regarding the reporting system, 97% of surveyedienstated that their employees are aware
of the obligation of reporting to the Uifand anyspicious transaction related to ML/TF and
64% that they have an established procedure toneidn STR to the Uifand.
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Effectiveness of compliance function
(organization)

The legal framework relating the compliance funetitistinguishes between reporting entities
that are legal persons and reporting entitiesat@natural persons:

m Non-financial reporting entities that are legalgmers must appoint an internal control and
communication body in charge of organizing and nwitig compliance with AML/CFT
provisions and notify this appointment to the Udan

m Non-financial reporting entities who are individsialill be considered to be their own
internal control and communication body.

Moreover, it must be taken into account that ma$EBP are small businesses (with less than
10 employees), therefore only very few companie® lsacompliance department. Usually the
person notified to the Uifand is the person whaesponsible for overseeing the proper
implementation of AML measures. DNFBPs have nogattion to perform an external audit,
hence the analysis of this variable has relied @riilpnon the results obtained from inspections
and questionnaires submitted by the reportingiestit

1. CAR DEALERS

Since the awareness of this profession regardsn§NtL responsibilities is low -see comments
on variable AML knowledge of business/profes$idhe effectiveness of compliance function
can also be considered low although 57% of theesiay car dealers have a person responsible
for supervising the correct application of CDD meas and 25% have internal AML/CFT
procedures.

2. DEALERS IN PRECIOUS METALS AND STONES

The persons responsible for supervising AML proceslare usually the owners of the store.
Hence, the owner's interest to avoid sanctionsldhinduce in them paying a special attention
to cash operations. This would explain why abod &0 the entities stated to have declined at
least one business relationship in the last fiery®ecause of internal policy or AML internal
procedures.

Regarding the internal Compliance programs, all sheveyed legal persons have internal
AML/CFT procedures, nevertheless in most of thepétsions carried out, verbal AML
procedures were transmitted by the owner to empkyer cash transactions. After the
inspections, the members of the supervisory Aremmenended to translate these verbal
procedures in a written document.

3. ECONOMISTS, PROFESSIONAL EXTERNAL ACCOUNTANTS, A UDITORS,
TAX ADVISORS AND BUSINESS AGENTS - GESTORIES-

The professionals of this sector whose main agtiwis related to the creation of companies,

inspected by the Uifand, had a compliance officerking full time. However, this is not the
general trend since -according to the inspecti@mger out by the Uifand- in most cases the
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person designated for the purpose of notificatmthe Uifand combines his AML tasks with
his daily work activities (73% of the surveyed Iegarsons have a person responsible for
supervising the correct application of the CDD nuees).

Besides, a common view shared by these professidnahg the inspections is that a customer
requesting services that are not consistent wethctitstomer’s profile or business relationship
will not be accepted. In fact, 41% of the entities’e declined at least one business relationship
in the last five years because of internal policADIL internal procedures.

Regarding the internal Compliance programs, 72%@turveyed legal persons state that they
have internal AML/CFT procedures, however from gse$ of the procedures undertaken
during inspections, it has emerged that they shbelthore comprehensive.

4. GAMBLING (BINGO)

According to Article 8 of the Bingo Act, when a p&i greater o equal to 15.000 Euros is
awarded, the beneficiary of the prize must be comoated to the supervisor of the gambling
sector within a period of thirty days. Therefore #ffectiveness of compliance function can be
considered as high for this sector.

5. LAWYERS

The professionals of this sector whose main agtivds related to create companies, inspected
by the Uifand, had a compliance officer workind tuhe. However, this is not the general trend
since -according to the inspections carried outth®y Uifand - in most cases the person
designated for the purpose of notification to thiakd performs his AML tasks together with
other daily work activities Finally, 95% of the sayed legal persons stated that they have a
person responsible for supervising the correctiegipbn of the CDD measures.

Professionals of this sector have assured thatstomer requesting services that are not
consistent with the customer profile or businetstienship would not be accepted. In fact, 33%
of the entities stated that they have declineagastl one business relationship in the last five
years because internal policy or AML internal pichoes.

Regarding the internal Compliance programs, 95%hefkurveyed legal persons have internal
AML/CFT procedures. In general terms, the interABML procedures of lawyers analyzed
during inspections resulted comprehensive whichesses the effectiveness of compliance
function.

6. NOTARIES

The inspection conducted showed that internal AMacpdures exist and are applied - all

notaries have internal AML/CFT procedures-. Besidespite the fact that the activity of the

compliance function is reduced because the cliemtes through another DNFBP -notaries in
Andorra are only certifying to certify the autheitly of documents-, 75% of notaries stated that
they have a person responsible for supervisingctireect application of the due diligence

measures established by the AML/CFT Act.




Since all notaries are individuals, it makes thameful about business relationships they accept.
In fact, 50% of notaries stated that they haveidedlat least one business relationship in the
last five years because internal policy or AML i@ procedures.

7. REAL ESTATE AGENTS

Real estate agents inspected had an applied ihprot@dures for preventing money laundering
(regarding the real estate agents consulted far shidy, 73% have internal AML/CFT
procedures and 87% have a person responsiblegenasing the correct application of CDD
measures).

Another point revealed through inspections is theraness of the ML risks, especially
regarding cash payments. In fact, real estate agesppected stated that only payments made
through a bank transfer or a personal check frosratorran bank are accepted for the payment
of the property and their fee. The reason explabethese inspected entities was related to the
confidence provided by the rigorous AML proceduestablished by Andorran banks in order
to open an account. Moreover, around 21% of est#iate having declined at least one business
relationship in the last five years because inlgsolcy or AML internal procedures.
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Avallability and access to beneficial ownership
Information

Andorra’s AML legal framework (Art. 49 of the AML/T Act) requires the identification of
beneficial ownership through reliable sources meoito establish a business relationship with
any legal person. If beneficial ownership cannoptmperly identified, designated entities have
to consider filing a report to the Uifand.

The regulatory framework regarding the registerfamndtioning of Andorran legal entities (law
28/2013) was modified 3 times over the last yeargeasing the level of transparency, and it
requires all legal entities to be registered aledtfieir annual accounts with it.

The institution in charge of all information reldtéo National Company Register is the
“Registre de Societats Mercanti(€ompanies Register), and has the following flon:

m Register all activities regulated by the law 28/2@h Business Entities.
m Certify the registered activities.

m Receive, keep and publish the annual accountd dgbtered entities.
m Certify the registered name of the Entities.

The Register contains the following information ab@ach registered entity: activity and
shareholder structure, nomination and ceasing ofiradtrators, changes in shareholder
structure, changes in legal regime, any agreememearger, split, or transformation, and the
establishment of foreign subsidiaries. Howeverpdesall this information, there is a lack of
data regarding the beneficial owner of the entitezggstered or the powers of attorney granted.
This lack of data on beneficial ownership in théioraal company register affects negatively
the assessment of this variable since it hinderseporting entities ability to obtain and access
this information in a timely manner.




Avallability of reliable identification infrastructure

Andorra has a population of 78,014 inhabitantsadieim National Department of Statistics,
2015), of which 45.8% has Andorran nationality &l1% are original from EU countries.
Other nationalities include Latin American courdri®/SA, Australia, and Philippines.

All citizens with Andorran nationality are requiréd have an Andorran passport, which is
issued by the Principality, and is used as the maimce of identification by entities. Although
Andorra does not provide its population with a ol 1D, Andorra counts with second
generation biometric passports as well as withrtbeessary IT infrastructure to handle the
production, distribution and authentication of thefdditionally, the Ministry of Internal
Affairs ensures that after January 2017 third gatian passports with the new system SAC
(Supplemental Access Control) will start being esuwhich will provide Andorra with
additional anti-counterfeiting measures in linehaliCAO.

The immigration regulation is relatively restriaiand requires for those foreigners who request
to reside in the Principality to present the foliogvdocumentation:

» Criminal history in the country of origin and dfldse countries of previous residence
» Signature of an affidavit relative to the crimimastory provided

» Original and photocopy of passport and/or natioDg(if EU national)

* Proof of current marital status

» Proof of residence through a copy of the leaseemgeat, property certificate, or any
other means

» Curriculum vitae, with a copy of all diplomas obted

Moreover, the legislation regulating the Andorrationality is also relatively restrictive and
requires, for those foreigners who wish to obtam Andorran nationality, proof o 20 years of
residence in the Principality.

Additionally, approximately 90% of citizens withodtndorran nationality belong to EU
countries, where adequate ID infrastructure idace

Consequently, all Andorran citizens are registewath proper ID documents, which is
considered adequate for due diligence purposelPNFBP sector. It is worth mentioning
that there have historically been no cases of frtld Andorran passports in relation with
DNFBP customers.

In addition, non-residents can also open accoani$,in these cases reliable passports and 1D
are requested and verified.
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Avallability of independent sources of information

Andorran AML regulatory framework requires all eiets to verify the identity of the customer
and beneficial owner through reliable and indepahdeurces. Moreover ECDD measures are
required when the client is a foreign PEP.

1. LAWYERS

The Professional Association of Andorran LawyerA[D@) has subscribed to the commercial
databaseWorld-Check and therefore Lawyers can have access too.

2. NOTARIES

In general terms, Chamber of Notaries provides gdaidhbases for all notaries that allow
exchange of information between them.

3. ALL OTHER DNFBP’S

Regarding the rest of DNFBPs, only a small partdudoscribed to a commercial database since
the costs are too high for many institutions. Tifermation provided by the client is the main
source of information used for the determinatioR&Ps or other clients who may pose a higher
ML risk (during the ongoing process of CDD the ousér's, principle occupation or
employment is required). This process is complesterdccasionally by open sources of
information (e.g. research on Internet to verify thformation provided by the customer).
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